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1. TIACIIOPT PABOYEM ITPOT'PAMMBI ITPO®ECCUOHAJIBHOI'O MOJIYJIA

I[IM.01 SKCIUTYATALMA ABTOMATU3NPOBAHHBIX (MH®OPMAILIMOHHBIX)
CHUCTEM B 3AIIMINEHHOM UCITOJIHEHMA

1.1. ens u mnanupyemble pe3yabTaTbl OCBOSHUS MPO(HECCHOHATLHOTO MOIYIIS

1.1.1. B pe3ynbTaTte u3ydeHus mpopeCCHOHATBHOTO MOIYJIS CTYEHT IOJDKEH OCBOUTH
OCHOBHOH BHJI JACATEIBHOCTH DKCIUTyaTalusi aBTOMATU3HPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B
3alIMIIEHHOM HCIIOJHEHUU M COOTBETCTBYIOIINE €My MPO(eCcCHOHATBHEIC:

IIK 1.1. [Ipon3BOauTh YCTAHOBKY M HACTPONKY KOMIIOHEHTOB aBTOMAaTU3WPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM B 3alIUIIIEHHOM HCIIOJIHEHUU B COOTBETCTBUH C TPEOOBAaHUSIMU
9KCILTyaTallMOHHOMN TOKYMEHTAIIUU.

[1K 1.2. AiMUHUCTPHUPOBATH MPOTPAMMHBIE U IIPOTPAMMHO-aNNapaTHbIe KOMIIOHEHTHI
ABTOMATHU3UPOBAHHON (MH(POPMAIIMOHHOI) CUCTEMBI B 3aLIUIIIEHHOM HCIIOJHEHUU.

1K 1.3. ObecneunBaTh Oecriepe0oifHyI0 paboTy aBTOMAaTH3MPOBAHHBIX (MH(POPMAIIMOHHBIX )
CHCTEM B 3aIUIIEHHOM UCIIOJIHEHUHU B COOTBETCTBUU C TPEOOBAHUSIMHU IKCILUTYaTalIHOHHOM
JOKYMEHTAIHH.

1K 1.4. OcymmecTBIsTh IPOBEPKY TEXHHUECKOTO COCTOSIHUS, TEXHUYECKOE 00CITy)KUBAaHUE U
TEKYILUI pEMOHT, YCTPAHATh OTKa3bl U BOCCTAHABJINBATh pabOTOCIOCOOHOCTh
aBTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3aLUILEHHOM HCIIOJHEHHH.

OO01mme KOMIIETEHIINH

OK 01. Beibupatb crioco0sI petieHus 3a1ad npo(ecCHOoHANBHON NesITeTbHOCTH, IPUMEHHTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. OcymiecTBiaTh MOUCK, aHATTU3 U UHTEPIPETALNIO0 HH(OpMAaLIUU, HEOOXOAUMOM st
BBITNIOJTHEHUS 3a/1a4 MPOPECCUOHATBHON AESITETbHOCTH.

OK 03. ITnanupoBath U peaanu30BbIBaTh COOCTBEHHOE MPOGECCHOHATBHOE U IMYHOCTHOE Pa3BUTHE.

OK 04. PaboTaTh B KOJJIEKTHBE U KOMaH/e, 3PPEKTUBHO B3aUMOJICHCTBOBATD C KOJUIETaMH,
PYKOBOJACTBOM, KJIMEHTAMH.

OK 05. Ocy1ecTBasTh YCTHYIO U MHCBMEHHYIO KOMMYHUKALIUIO HAa TOCYIapPCTBEHHOM SI3BIKE C
y4eTOM 0COOEHHOCTEH COLMANBbHOTO U KYJIbTYPHOI'O KOHTEKCTA.

OK 06. HpOHBJ’IHTL TPaXXJAAHCKO-TIATPUOTUYCCKYIO MO3UIIUI0, ACMOHCTPUPOBATE OCO3HAHHOC
MOBCACHHUEC HA OCHOBC TpaAUIIUOHHBIX O6II.IC‘ICJ'IOBC‘{CCKI/IX I_[eHHOCTCI\/'I, MNPUMCHATH CTaHAAPTHI
AHTUKOPPYHNIIMOHHOT'O TOBCACHUA.

OK 07. ConeiicTBOBaTh COXpaHEHHUIO OKPYXKAIOILEH cpeibl, pecypcocOepexeHuto, 3ppekTuBHO
JIECTBOBATH B UPE3BBIYANHBIX CUTYaLUsX.



OK 08. Ucnonp30Bath cpeacTBa GU3MIECKON KYJIbTYPHI JUIsl COXPAHEHUS U YKPETUICHUSI 37J0POBbS B
npoiiecce npo(ecCHOHANBHOM AeSITETLHOCTH U MOAJIEPKAHUS HE00X0AUMOTO YPOBHSI (pr3HuecKon
MOATOTOBJICHHOCTH.

OK 09. Hcnionb3oBaTh HH(HOPMAIIMOHHBIE TEXHOJIOTUHU B MPO(ECCHOHAIBHON AEITETHHOCTH.

OK 10. ITonmp3oBaThcs pohecCHOHATbHON JOKYMEHTAIIMEH Ha TOCYIapCTBEHHOM W HHOCTPAHHOM
A3BIKAX.

1.1.3. B pe3ynbTare ocBoeHUA MPO(PecCnOHATbHOTO MOYJIS CTYACHT JOJIKEH:
NmeTh npakTUYECKUI OMBIT:

— YCTAaHOBKM W  HACTPOMKM  KOMIIOHEHTOB CHUCTeM  3alUThl  HHQOpMAIUH
ABTOMATHU3UPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM;

— aIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM B 3aLIUILICHHOM UCIIOJHEHUU;

— OKCIUTyaTalli KOMIIOHEHTOB CHCTEM 3allUThl MH(POPMAIMU aBTOMATH3MPOBAHHBIX
CUCTEM;

— JTVMAarHOCTUKH KOMIIOHEHTOB CHCTEM 3alluThl MHPOPMALUU aBTOMATH3MPOBAHHBIX
CUCTEM, YCTPAaHEHHUS OTKa30B M BOCCTaHOBJIEHUS pPabOTOCIIOCOOHOCTHM aBTOMAaTU3MPOBAHHBIX
(uH(MOPMAITMOHHBIX) CHCTEM B 3aLIUIIEHHOM HCIIOJTHEHUN

JloikeH yMeTh

— OCYIIECTBIISITH KOMIUIEKTOBaHUE, KOH(PUTYPUPOBAHKE, HACTPOIKY
ABTOMATHU3MPOBAHHBIX CHCTEM B 3alIUIIIEHHOM HCIIOJTHEHUN KOMIOHEHT CUCTEM 3all[UThI
nH(pOpMaIlK aBTOMAaTU3UPOBAHHBIX CUCTEM;

— OpPTaHU30BBIBATh, KOHPUTYPUPOBATH, TPOU3BOIUTH MOHTAXK, OCYIIIECTBIISATh
JTUATHOCTHKY U YCTPaHAITh HEMCIIPABHOCTU KOMIBIOTEPHBIX ceTel, paboTaTh C CETEBBIMU
MPOTOKOJIAMU Pa3HBIX YPOBHEH;

— OCYIIECTBIISATH KOHDUTYPHPOBAHHE, HACTPONUKY KOMIIOHEHT CHCTEM 3aI[UThI
nH(pOpPMaIIMK aBTOMAaTU3UPOBAHHBIX CUCTEM;

— MIPOM3BOJIUTH YCTAHOBKY, a/IANITAIIAIO U COMPOBOXIEHUE TUTIOBOTO MPOTPAMMHOTO
obecrneveHus, BXOISIIET0 B COCTaB CHCTEM 3aIUThI MH(OPMAIIMK aBTOMATU3UPOBAHHON CUCTEMBI

— HACTPaWBaTh M YCTPAHITH HEHCIIPABHOCTH MTPOTPAMMHO-AIAPATHBIX CPEJICTB
3aTUTHl KHPOPMAITUU B KOMITBIOTEPHBIX CETSAX IO 331aHHBIM TPaBHJIaM;

— obecnieunBaTh paboOTOCIIOCOOHOCTh, 0OHAPYKUBATh U YCTPAHATh HEUCIIPABHOCTH

JomxeH 3HaTh:

— COCTaB M MPUHIIUIBI paOOTHl aBTOMATU3UPOBAHHBIX CUCTEM, OTIEPAIMOHHBIX CUCTEM
U Cpex;

— OPUHIMIBI  pa3pabOTKU  aIrOpUTMOB  MPOTPamMM,  OCHOBHBIX  IMPUEMOB
POrPaMMHUPOBAHHS;

— MOJEIU 0a3 TaHHBIX

— MIPUHITUIIBI TIOCTPOCHMS, PU3NUECKHE OCHOBHI pa0OThI Mepru(EepUHBIX YCTPOUCTB;

— TEOPETUYECKHE OCHOBHI KOMITBIOTEPHBIX CETed M WX allapaTHBIX KOMIIOHEHT,
CETEBBIX MOJIEJIeH, TPOTOKOJIOB U MPUHIIUIIOB aJpecaliiiy;
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— MOpsAAOK YCTAHOBKM M BBOJA B I3KCILTyaTallMIO CPCACTB 3alIHUTHI I/IH(bOpMaI_[I/II/I B
KOMITIBIOTCPHBIX CETAX,

— MNPUHOUIIBI OCHOBHBIX MCTOJOB OpraHu3alluki W HOPOBCACHUA TCXHUYCCKOTO
O6CJ'Iy>KI/IBaHI/I$I BBIYMCIIMTEIILHON TEXHUKH U APYTUuX TEXHUYCCKUX CPEACTB I/IH(bOpMaTI/ISaHI/II/I.

1.2. KonmuecTBO 4acoB, OTBOAUMOE Ha OCBOCHHE MTPO(ECCHOHATBHOTO MOTYIIS

Bcero 786 uac, u3 Hux

Ha ocBoeHre MJIK — 636 yacoB, B TOM 4ucCIie

Ha MPOMEXKYTOUHYIO arrectanuto no MJIK — 6 gacos,
Ha pakTuku — 144 yacos



2. CTPYKTYPA U COAEPX)KAHUE ITPOPECCHUOHAJIBHOI'O MO YJIA

2.1. Crpykrypa npodecCHoHaILHOTO MOTYIIS

O6bem npodeccnoHaTbHOTO MOYJIS, Yac.

Kombl o6 O6yuenne mo MJIK, B yac. [IpakTuku
BEM
npodeccruon
obpa3oBa B TOM YHUCJIC
aJIbHBIX HaumenoBanus pa3zaenon 5 C
0 TEIRHOH IIPOU3BOJICTBEH aMoceto
o0Imux npo¢eCCHOHATBHOIO MOAYJIS nporpant | BETO, | nagopartopmerx | KYPEORas yaeGHast O ——
KOMIIETEHIIH Has MpaKTHKa,
: MBI, dac. - pabota IIPaKTUK pabora
i 4acoB
NPaKTUIECKUX (IpoeKT), | 8, 4aCOB | yacqp
3aHATHH qACOB

K 1.1. Paznen 1 momymns.

YcraHOBKa U HACTpOMKa
OK 1- OK
10 ABTOMATHU3UPOBAHHBIX 309 164 86 _ 36 108 13

(MH(pOPMAIIMOHHBIX) CUCTEM B

3alMIICHHOM UCIIOJIHEHUH
K 1.2., Paznen 2 monys.
K 1.3, AJIMUHUCTPUPOBAHUE
IIK 1.4 AaBTOMATHU3UPOBAHHBIX 471 471 220 _ 3 ) 83

(MHQOPMAIMOHHBIX) CUCTEM B
OK I-OK

3alMIIEHHOM UCTIOJIHEHUH
10

VYyeOHast mpaKTHKa 36 - -

[Tpon3BoiCTBEHHAs IPAKTUKA

108 - -

(o nmpouIIo CrIeUanbHOCTH),
4acoB (eclu MpeayCcMOTpeHa




UTOroBasi (KOHLIEHTPUPOBAHHAS)
IIPAKTHKA)

[IpomexxyTouHas arrecrauus - - - — - - _

DK3aMeH 1o
npoecCHOHATTEHOMY MOTYITIO 6 - — - _ _ _
(IeMoHCTpaIMOHHBIN YK3aMEH )

Bcero: 786 635 306 - 36 108 96

2.2. TemaTudeckuii miaH u coaepkanue npodeccrnonansuoro moayis (IIM)

HaunmenoBaunue
pa3ziesioB U TEM

po(eCCHOHAIBHOTO Coneprxanue yueOHOT0 MaTepuaa, 1adopaTopHbie pabOThI M MPAKTUYECKUE 3aHITHS, CAMOCTOsATeIbHas padoTta | O0beM
monyns (ITM), oOyuaromuxcst 4acoB
MEXIUCITUTITHHAPHBIX

kypcoB (MJIK)

1 2 3
Paznen 1 monyns. YcraHoBKa U HACTpOHKa aBTOMATU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3aIIUIIIEHHOM UCIIOJIHEHUU 309
M/IK.01.01 OnepatinoHHbl€ CUCTEMBI 112
Paznen 1. DnemeHTHI TeOpuM OMepaluOHHBIX cucTeM. CBOMCTBA OMEPAIMOHHBIX CUCTEM 70
Tema 1.1. OcHOBEI Conepxanne 5
TEOPHUU OTEePAIIMOHHBIX

crcTeM Ornpenenenne oneparmoHHON cucteMbl. OCHOBHBIE MOHATH. VIcTOpHS pa3BUTHS ONEPAllMOHHBIX CUCTEM. Busl

OICPalIMOHHBIX CUCTCM. Knaccmbnxaunﬂ OINCPAaIUOHHBIX CUCTEM I10 pa3HBIM ITPU3HAKaM. OHepaHI/IOHHaﬂ
CHUCTEMA KaK HHTep(I)CﬁC MCXKAY NpOTrpaMMHBIM U allllapaTHBIM obecneueHreM. CHCTEMHbBIE BBI3OBEL.




I/ICCJ'IG[[OBaHI/ISI B 00JacTu OICPalIUOHHBIX CUCTCM.

Tema 1.2. MamuaHO- Coneprxanue 5
3aBUCUMBIE U MAIIMHHO-
HE3ABICHMbIE CBONCTBA 3arpy3unk OC. Maunuanuzanusa annapaTHbix cpencts. [Ipomecc 3arpysku OC.
OMCPAUMOHHBIX CHCTEM | TTenenocumocts OC. Maumuno-3aicumbie Moy OC. 3anaun OC 10 yIIpaBIeHHIO OIepaIisiMy BBOA-
BbIBOZIa. MHOrOCIIONHAs MOZEIIb ITOJCUCTEMBI BBOAA-BbIBOJA. JlpaliBepsbl. [lonnepxka onepanuii BBO1a-BbIBOJA.
Pabota c daitnamu. daiinoBas cucrema. Bunbl daiinoBeix cucreM. @usznueckas opraHusamus GanaoBoi
cuctembl. Turmbl Qaitnos. DailoBbie onepannu, KOHTPOJIb JOCTYyMa K (aiinam.
TemaTuka NpakTHYECKUX 3aHATUI 10
Buprtyanbsuble Mmammsbl. Co3ganue, Moaudukanus, padora
VYcranoska OC
Coznanue U u3y4eHue CTPYKTYpbI pa3/IeioB KECTKOTO JUCKa
Omnepauuu ¢ daiinamu
Tema 1.3. MonynbeHas Copepxanue 5
CTPYKTypa
OTICPAIHOHHBIX CHCTEM, Ok3051p0. Mojaens kiMeHT-cepBep. Pabota B pexxnme nosb3oBatens. PaboTa B KOHCOTBHOM peXHME.
HPOCTPAHCTBO O00J104KH OTIEPALIMOHHBIX CUCTEM.
TOJIL30BATELA Temarnka NpakTUYECKUX 3aHIATHN 10
PaboTta B KOHCONBEHOM U TpahUUECKOM PEKUMAX
Tewma 1.4. Yapasienue Conepxanne 5




HaMATBIO

OcHoBHOe ympaBieHue namaTeo. [lonkauka. BupTtyanbHasi naMaTh. AIrOpuTMBI 3aMELIEHUs CTpaHull. Borpockl
pa3pabOoTKU CHCTEM CO CTPAaHWYHOM opraHu3anueit maMsatu. Bonpocs! peannzanuu. CerMeHTaus naMsaTi

TemaTuka NpakTUYECKUX 3aHATUN

10

MOHI/ITOpI/IHF 3a UCIIOJIb30BAHUEM ITaMsATH

Tema 1.5. Yopasnenue
poLeccamy,
MHOTOIIPOIIECCOPHBIE
CHUCTEMBI

Coneprxanue

Ilousarue Imponecca. IlousTue moroka. IlonsTHE IIPUOPUTETA U OUEPCIU ITPOLIECCOB, 0COOEHHOCTH
MHOTI'OITPOICCCOPHBIX CUCTCM. MemnpoueccopHoe B3aHMOHeﬁCTBHC

[TonsTre B3auMoOI0KUPOBKU. Pecypcbl, 0OHapykeHHne B3auMOOIOKUPOBOK. M30eranue B3auMOOIOKUPOBOK.
[IpenoTBpaieHre B3auMOOIOKUPOBOK

TemaTrka NpakTUYECKUX 3aHITUI

anaBneHI/Ie ImpoucccaMu»

HaGmoneHne 3a NCIONIb30BaHUEM PECYPCOB CHCTEMBI

Tema 1.6.
Bupryanuzanus u
00J1ayHbIe TEXHOJIOTUU

Conepxanue

TpeboBanusi, mpuMeHsieMble K BupTyanuzanuu. ['unepsuzopsl. TexHonoruu 3pPpexTuBHON BUPTyaIU3aluu.
Bupryanuzanusa namsatu. Bupryanuzanus BBoga-BeiBoa. BupTyanbHble yeTporicTBa. Borpocs!
JIMLEH3UPOBAHUS

O6naynble TexHONOTUU. VccnenoBanus B 00JaCTH BUPTyaau3alui U 00IaKOB

TemaTnka NpakTUYECKUX 3aHATUN

N3ydenue npumepoB BUpTyasibHbIX ManH (VMware, VBox)

Pazgen 2. bezonacHocTh OINCPpAalMOHHBIX CUCTCM
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Tema 2.1. IlpuHuumnst
MOCTPOCHUS 3aLIUTHI
uHpopManuu B
OTIePALIMOHHBIX
cucreMax

Conepixanue

[Tonstue 6e3omacnoctu OC. Kiaccudukanus yrpoz OC. McTouHuku yrpo3 HHGOPMAIIMOHHON O€30IaCHOCTH U
00BeKTHI Bo3neiicTBus. [lopsiok obecrieuenus: 6e30macHOCTH MHPOPMAIIUH MTPH SKCILUTYaTaIlUH OTNepallMOHHBIX
cucremM. LltaTasie cpencta OC it 3aUTh HH()OPMAIIHH.

AyTeHTH()UKAINA, aBTOPU3ALINS, AYAUT.

TeMarnka npakTUYECKUX 3aHITUH 5
VYrpaBiieHue y4eTHBIMU 3allUCAMU TIOJIb30BaTENe M IOCTYIIOM K pecypcam
AynuT COOBITUN CUCTEMBI
W3ydyeHue mTaTHBIX CPEJICTB 3aUIUThHl HHGOPMAIIUU B ONEPAIIMOHHBIX CHCTEMax
Paznen 3. OcoGeHHOCTH pabOThI B COBPEMEHHBIX ONEPAIMOHHBIX CUCTEMAX 23
Tewma 3.1. Coneprxanue 4
OnepainoHHbIC : : :
cicremsr UNIX, Linux, O§30p cuctemsl Linux. [Iponeccsl B cucreme Linux. Ympasnenue namsateio B Linux. BBog-BeIBOA B cucteme
MacOS i Android Linux. ®aitnosas cucrema UNIX.
OneparmonHnsie cuctemsl cemeiicta Mac OS: ocobeHHOCTH,
MIPEUMYIIECTBA U HEIOCTATKHU.
Apxurekrypa Android. Ilpunoxenus Android
Temarnka NpakTUYECKUX 3aHITUI 7
Coznanue nuctpudbroTuBalinux. YcTaHoOBKa.
Pa6ora B OC Linux.
Tewma 3.2. Conepxanue 4
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OnepanmonHasi cucteMa
Windows

Crpyxtypa cuctemsl. [Iporeccs u notoku B Windows. Ynpasnenue namsteio. BBoa-BeiBog B Windows.

TeMarnka npakTUYECKUX 3aHITUH

VYcranoBka v mepBuYHasi HacTpoitka Windows.

Tema 3.3. CepBepHbie
OTepaloOHHbIE
CUCTEMBbI

Coneprxanue

OcnHoBHoe HazHaueHue cepBepHbIx OC. Ocobennoctr cepBepHbix OC. Pacnipenenennbie GhaioBbIe CUCTEMBI.

TemaTuka NpakKTUYECKUX 3aHATUN

Pabora c cereBoii GaitiioBoi cCHCTEMOT.

Pabora ¢ cepsepnoit OC, nanpumep, AltLinux.

[Ipumepnas TemaTuka camocTosTensHON paboTel pu u3ydernnn MJIK.01.01

COSI[aHI/Ie BHpTyaHLHOﬁ MalllMHBI.

YcranoBka OHepaHHOHHOﬁ CHUCTCMEI.

Ananu3 xxypHana ayaura OC Ha paboueM mecTe.

N3yyenne ananutuyeckux 0030poB B 001aCTH MOCTPOCHUS CUCTEM 0€30IIaCHOCTH ONEPAL[MOHHBIX CUCTEM.

[Ipomexyrounas arrecrauus no M/IK.01.01

VYuyeOHast mpakTHKa pa3zaena | Mmonyins

Bunet pabot

YcranoBka mporpaMMHOI 0 o0OecrieyeHrs B COOTBETCTBUHU C TEXHUUECKOM HOKYMCHTaHHCﬁ.

Hacrpoiika mapameTpoB paboTsl TpOrpaMMHOTO 00eCTIeueHN s, BKIFOYasi CACTEMBI YIIpaBiIeHUs Oa3aMH JTaHHBIX.

36
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Hactpoiika KOMIOHEHTOB MOACUCTEM 3aLUTH HH)OPMAIMH OTIEPALIMOHHBIX CHCTEM.

VYrpaBieHue y4eTHbIMU 3aIIUCSIMU TIOJIb30BATENEH.

PabGoTa B onepanMoHHbBIX cUcTEMax ¢ COOII0AEHUEM NCHCTBYIOIMX TpeOOBAHMH 1O 3aIIUTE UH(DOPMALIHH.

YcTaHoBKa OOHOBIIEHUSI IPOIPAMMHOI0 00ECTIEUEHUS!.

KoHTpob 1€TT0CTHOCTH MOICUCTEM 3aIIUTHI HMH(POPMALIUU ONEPAITMOHHBIX CUCTEM.

BrinonHenue pe3epBHOTO KOMMPOBAHMS U aBAPUHHOTO BOCCTAHOBJICHHUSI PA0OTOCIIOCOOHOCTH ONEPALMOHHOM CUCTEMBI U 0a3bl TAHHBIX

Hcnonb3oBaHue mporpaMMHBIX CPEICTB 7Sl apXUBUPOBaHUS HHGOPMAIUH.

[Tpou3BoaCTBEHHAs IPAKTHKA
Bunpt pabort:

VY4acTre B ycTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMaTH3MPOBAaHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3AIIUIIIEHHOM HCIIOJHEHUH B
COOTBETCTBUU C TPEOOBAHUSAMHU IKCIUTYaTalMOHHON TOKyMEHTalluU

OO0cmy)uBaHKE CPEJCTB 3aMUTH HHGOPMAITUN TIPUKIATHOTO U CHCTEMHOT'O MIPOTPAMMHOTO 00€CTIeUeHUSI

Hactpoiika mporpaMMHOro obecrnieueHus ¢ coooieHneM TpeOoBaHMii 1Mo 3aimuTe HHopMaluu

Hactpoiika cpencTB aHTUBUPYCHOM 3alIUTHI AJI1 KOPPEKTHOM pabOThI MPOTPaMMHOTO O0ECTIeueHHs M0 3a/IaHHbIM I1a0JI0OHAM
NHcTpykTax nmoip3oBaTenei o cobmoaeHN TpeboBaHui 1o 3aiuTe HHpopMauu mpu paboTe ¢ MPOrpaMMHBIM 00ecTieueHUEM
Hactpoiika BCTpOEHHBIX CPEICTB 3aIIUTHI MHPOPMAIIUK TPOTPAMMHOT0 00€CTICUeHUS

[IpoBepka HyHKIIMOHHPOBAHUS BCTPOEHHBIX CPEACTB 3alTUTHI HHPOPMAIIMH MPOTPAMMHOTO 00ECTICUCHHSI

CBoeBpeMeHHOe 00HapYKEHHE MPU3HAKOB HATHYHUS BPEIOHOCHOTO MPOTPaAaMMHOT0 00eCTIeYeHHUS

O6CJ'Iy>KI/IBaHI/IC CpCACTB 3allIUThLL I/IH(I)OpMaL[I/II/I B KOMIIBIOTCPHBIX CUCTEMAX U CCTAX

108
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OO6cnyXMBaHUE CUCTEM 3alUTH HH(POPMAIMK B aBTOMAaTH3UPOBAHHBIX CHCTEMax
YuacTue B IpOBEIEHUH PETIAMEHTHBIX Pa0OT IO SKCILTyaTallud CUCTEM 3aIlUThl HHPOPMALIUU aBTOMATU3UPOBAHHBIX CUCTEM
[TpoBepka paboTOCIIOCOOHOCTH CUCTEMBI 3aLIUTHI HH(OPMALIMY ABTOMAaTU3UPOBAHHOMN CUCTEMBbI

KoHTponbs cooTBeTCTBHS KOHGUTYpAIIH CUCTEMBI 3aLIUTHI HH(OPMAIIMKA aBTOMAaTH3UPOBAHHON CUCTEMBI €€ SKCILTyaTallMOHHON
JOKyMEHTalUU

KOHTpOJIB CTaOUJILHOCTH XapaKTCPUCTUK CUCTCMBI 3allIUThI I/IH(I)OpMaI_II/II/I aBTOMaTHSHpOBaHHOfI CHUCTEMBI
BeIleHI/Ie TEXHHYISCKOM AOKYMCHTAaIlUU, CBSI3aHHOM C 3KCHJ’IyaTaIII/ICI71 CHUCTCM 3allIUThI I/IH(l)OpMaIII/II/I ABTOMATU3WPOBAHHBIX CUCTEM

Yuyactue B pa60Tax 10 00eCIIeYEHUIO 3alllUThI HH(bOpMaHHH ITPpU BBIBOAC M3 JKCILTyaTallul aBTOMATU3UPOBAHHBIX CUCTCM

MJIK.01.02 ba3bl gaHHbBIX 53
Paznen 1. OcHoBBI Teopuu 0a3 TaHHBIX 6
Tema 1.1. OcHOBHEIE Coneprkanue 1
MOHSTHS Teopuu 6a3
nanHbIX. Moens [Tonsitue 6a3p1 JaHHBIX. KOMIIOHEHTHI cUCTeMBI 0a3 JaHHBIX: JaHHBIE, allllapaTHOE o0ecredeHue, MporpaMMHOe
JAHHELX obecreyenune, noub3oBarend. OIHONONB30BATEIHCKHE U MHOTOIIOIL30BATENLCKIE CUCTEMEI 0a3 JaHHBIX.

NuTerpupoBannbie u obuue nanusie. OObeKTHI, CBOWCTBA, OTHOIIEHUS. LleHTpann3oBaHHOE yIIpaBieHHe

JAaHHBIMU, OCHOBHBIE TPEOOBaHMUSI.

Mopenu nannbix. Mepapxuueckue, ceTeBble U peNAIMOHHbBIE MOJIETU OpraHu3aluy JaHHbiX. [locTpensiuuonnbie

MOJEIIH JaHHBIX.

Tepmunonorus pensunoHHbIX Mozenei. Knaccuduxamms cymuocteii. JIBenaamnars npasun Kogna mis

onpeeleHus] KOHLUENIUN PEISIIUOHHON MOJIENH.
Tema 1.2. OcHOBBI Conepxanue 1
PENALUOHHON anreOpbl

OcHOBBI pensIMoHHON anreOpsl. TpaAuIHOHHBIE OTIepalluy Hall OTHOIICHUAMHU. CrieluanbHbIe ONepaluy Hal
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OTHOIICHUAMMU. Onepaum/l HaJd OTHOIICHUSAMU JOIIOJIHCHHBIC I[eﬁTOM.

TeMarnka npakTUYECKUX 3aHITUH

OnepauHH HaJd OTHOIICHUAMMH

Tewma 1.3. ba3zoBrle
MOHSATHS U
KJ1accu(puKanusi CHCTEM
yInpasieHus: 6azaMu
JIAHHBIX

Coneprxanue

bazoseie moustuss CYB/I. OcHoBuble dhyHKIMH, peanu3yembie B CYB/]. OcHoBHble kommoHeHTH CYB/] 1 ux
B3aumozeiicteue. Muatepdeiic CYB/I. A3bikoBrie cpenctBa CYB/I. Knaccudukanus CYB/]. CpaBHuTenbHAS
xapakrepuctrka CYB/l. 3nakomcTtBo ¢ CYB/] (o BbIOODY)

Tema 1.4.

LlemoCTHOCTh TaHHBIX
KaK KJII0YEBOE MMOHATHE
0a3 JaHHBIX

Coneprxanue

ITonstue HEJIOCTHOCTU U HCIIPOTHBOPCUYNBOCTHU JAHHBIX. HpI/IMepBI HapymeHus HCJIOCTHOCTH U
HCIIPOTUBOPCUUBOCTHU JAHHBIX. HpaBHna N OT'paHUYCHUA.

Paznen 2. IlpoektupoBanue 6a3 JaHHBIX

Tema 2.1.
Nudopmannonnsie
MOJICITH PEIISIITAOHHBIX
0a3 JaHHBIX

Conepxanue

Tunsl uHGOpMAIIMOHHBIX Moiesel. Jlornueckre Moienu faHHbIX. DU3NYecKre MOIETH TaHHBIX.

TeMarnka NMpakTUYECKUX 3aHITHI

[TpoexTrupoBanue MHHOIOTHIECKON MOJIETTH JaHHBIX

Tema 2.2.
Hopmanu3zanus Tabmuig
PENSAIMOHHON 6a3bl
JTAaHHBIX.
[IpoexTupoBanue

Conepxanue

Heo6xoauMocTs HOpManmu3anuu. AHOMAITMW BCTaBKH, yaajaeHus 1 ooHoBieHus. [IpuBenenne Tabnuipl K
TIepBOH, BTOPOH U TpeThel HopMabHBIM (popmam. JlanbpHeimass Hopmanu3anus Tadaur. YeTBepTas u msatas
HOopMaibHBIE (hopmbl. [IpuMeHeHne mporecca HopMaI3aluH.
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CBSI3EU MEXIY
TaOJIUIIAMU.

TemaTuka NpakTUYECKUX 3aHATUN

[IpoekTupoBaHue CTPYKTYpbl 0a3bl JAHHBIX

Tema 2.3. Cpenctpa
aBTOMAaTHU3alluU
MPOCKTUPOBAHUS

Coneprxanue

CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencts. ['padudeckoe
npeacrapieHue Mojeneit nmpoekrupoBanus. UML. JlnarpamMa CyniHOCTb-CBSI3b, JHarpaMMa MOTOKOB JTaHHBIX,
JrarpaMmma MpereeHTOB UCIIOJIb30BaHMS.

TemaTuka MNPAKTUICCKUX 3aHATUH

[IpoexktupoBanue 0a3bl naHHBIX ¢ ucnonb3oBanueM CASE-cpencts

Paznen 3. Opranuzanus 6

a3 JaHHBIX

Tema 3.1. Co3nanue
0a3bl JaHHBIX.
ManuryaupoBaHHue
JTAHHBIMH.

Coneprxanue

Coznanue 0a3bl 1aHHbIX. PaboTa ¢ Tabnuuamu: co3nanne Tabaulbl, I3AMEHEHUE CTPYKTYPbI, HATIOJHEHHE
TaOJUIIBI TaHHBIMU. Y TIPaBJICHUE 3aIMCSIMU: 0OABICHNE, peAaKTUPOBAaHUE, yIalleHue U HaBuranus. Pabora ¢
0a30l 1aHHBIX: BOCCTaHOBIIEHHE U cxkaThe. OTKpbITHE U MOUUKaAIMs JaHHBIX. KoMaH bl XpaHeHus,
n00aBleHNs, peJaKTUPOBAHUS, YAAJICHUS U BOCCTAHOBJICHUS JaHHBIX. HaBuramus no Habopy 1aHHBIX.

TeMarnka NMpakTUYECKUX 3aHITHI

Coznanue 0a3bl nanHbIx cpeactBamu CYB/. Pabota ¢ Tabnunamu: nobasieHue, peiakTUpOBaHUE, yAaJeHue,
HaBUTAIUA 110 3aIHCSM.

Tema 3.2. HIEKCEHL.
CBsi3u MeX11y
TaOJIUIIaAMU.
O0benuuenne TadINIL

Conepxanue

[TocnenoBarenbHbIN Mouck naHHBIX. CopTUpOBKa U huimbTpauus JaHHbIX. UHAekcupoBanue tabnui. Paznuunbie
TUTIBI UHAEKCHBIX (aitnoB. Paboune obmactu u nicepaonumMsl. CBs3b Tabui. OO0bennHeHne TaOIuIl.

TemaTuka NpakTUYECKUX 3aHATUN
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Co3nanne B3anMOCBS3EH

CoptupoBkKa, MOUCK U GUIBTPALUS TaHHBIX

Cnoco0Onl 00berHeHUs TaOJIHI]

Paznen 4. Ynpasnenue 6a3oi JaHHBIX ¢ ToMonso SQL

Tema 4.1. Coneprxanue
CTpyKTypHpOBaHHBIN

361K 3ampocoB SQL OO01mas xapakTeprCcTHKa SI3bIKa CTPYKTYPHPOBaHHBIX 3anipocoB SQL. CTpyKTypbl v TUIIBI TaHHBIX. CTaHAAPTHI

SA3bIKa SQL KOMaH)IbI OMPCACIICHUA JaHHBIX U MaHUITYJIMPOBAHUA JaAHHBIMU.

TemaTuka NpakTUYECKUX 3aHATUN

Coznanune 0a3bl JaHHBIX ¢ ToMolbio komana SQL. PegaktupoBanue, BCTaBKa U yJal€HUE JTaHHBIX CPEICTBAMU
si3pika SQL

Tema 4.2. Oneparopsl u | Conepxkanue

¢ynkuunm s3pika SQL
Crpykrypa koManzsl Select. Yenosue Where. OniepaTopsl v GyHKIIMU IPOBEPKH yCinoBUi. Jlornueckue

oneparopsl. [ pynmoBsie GpyHkiuu. yHKIUU AaThl ¥ BpeMeHu. CUMBOJIbHBIC (DYHKITHH.

TemaTuka NpakTUYECKUX 3aHATUN

CoznaHue 1 UCIOJIb30BaHKE 3alIPOCOB. [ pynmupoBKa U arperupoBaHue JTaHHBIX

KoppeanOBaHHHe BJIOKCHHBIC 3aITPOCHI

COSI[E[HI/IC B 3a11pocCax BbIYUCIIACMBIX noiuei. Mcnons3oBaHue YCJIOBI/Iﬁ

Paznen 5. Opranu3anus pacrpeneiaéHabx 0a3 qTaHHBIX

Tewma 5.1. Coneprxanue

ApPXUTEKTYpHI ApXUTEKTYpbI KIHeHT/cepBep. JlOCTOMHCTBA U HEOCTATKH MOJIENIeN apXUTEKTYPhl KIIMEHT/CEpBEp U UX BIHSHUE
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pacripenieneHHbIX 0a3
JTAHHBIX

Ha ¢yHkrronupoBanne ceTeBbix CYB/I. [IpoekTupoBanue 6a3pl JAHHBIX MOJI KOHKPETHYIO apXUTEKTYPY:
KIIMEHT-CEepPBEp, pacnpeaeieHHbIe 0a3bl JAHHBIX, apajuiebHas 00paboTKa TaHHBIX.

OTnuuus ¥ NperMyILECTBa yIaIeHHBIX 0a3 JaHHBIX OT JIOKAJIbHBIX 0a3 maHHBIX. [IpenmyIecTBa, HETOCTATKU U
MECTO IPUMEHEHUS JBYX3BEHHON U TPEX3BEHHOM ApXUTEKTYPBI.

TemaTuka NpakTUYECKUX 3aHATUN

praBJ’IeHI/IC JOCTYIIOM K 00BeKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHas
4acTh pacrpeeseHHOM
0a3bl JaHHBIX

Conepxanue

[TnanupoBanue u pa3zséptoiBanue CYB/] ans paboThl ¢ KIIMEHTCKUMHU MPHIOKEHUSIMU

TemaTuka MNPAKTUICCKUX 3aHATUH

VYcranoska CYB/I. Hactpoiika komnonentoB CYB/I.

Tema 5.3. Kimmenrckast
4acTh pacnpeaeIeHHON
0a3bl JaHHBIX

Coneprxanue

[TnarmpoBanue npunoxenuii. Opranuzanus uaTepderica ¢ moxp3oBaresieM. 3HAKOMCTBO ¢ MACTEPAMHU U
KOHCTPYKTOpaMH TIpH MPOeKTUpoBaHuH (Hopm 1 oTueToB. Tumsl MeHI0. PaboTa ¢ MeHI0: co3naHue,
MoauduKaIus.

Hcnonn3oBanme O6’BGKTHO-OpI/I€HTI/Ip0BaHHI)IX S3BIKOB IIPOTpaMMHUPOBAHUA IJId CO3AaHUA KJIUEHTCKOM 9acTH
0a3bl JaHHBIX. TexHonoruu AOCTYIIA.

OnTtumusanus npoussoauteasbHoctu padbotsl CYB/L.

TemaTnka NpakTUYECKUX 3aHATUN

Coznanne popM U OTUETOB

Coznanue MeHto. ['eHeparys, 3amyck.
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[TpodunrpoBanue 3arpocoB KIMEHTCKUX MPHIIOKECHUH.

Paznen 6. AnMuHHCTpUpOBaHUE U O€30TIACHOCTH 10
Tema 6.1. Coneprxanue 1
ObecneuyeHue VYrpo3sl ienoctHoctd CYBJl. OcHOBHBIC BUJIBI 1 PUYHWHBI BO3HUKHOBEHHS yTPo3 HEI0CTHOCTH. CIIocoObI
LEJIOCTHOCTH, nporuBozeiicTus. [IpaBuiia, orpanuyeHus.
JIOCTOBEPHOCTH U
HEMPOTHBOPEUHBOCTH [TonsiTre xpanumoii npouenypsl. JlIoCTOMHCTBA U HEAOCTATKU UCIIOIB30BAaHUS XpaHUMBIX npouenyp. [lonsarue
JAHHBIX Tpurrepa. SI3pIk XpaHUMBIX IPOLEAYP U TpUrrepoB. KackagHbie Bo3AeicTBY. YIIpaBlieHEe TPaH3aKIUSIMU U
K3ILIUPOBAHUE TTAMSITH.
Temaruka npakTUYECKUX 3aHITHHA 2
Pa3paboTka XxpaHUMBIX IPOLEAYP U TPUTTEPOB
Tema 6.2. [1epexBat Conepxanue 1
UCKITIOYUTENbHBIX
cHTyaImit u 06paGoTKa [ToHsATHE NCKITIOUUTENIBHON CUTyali. MSITKUH ¥ )KECTKUHN BBIXOJ] U3 UCKIIIOUUTENIbHON cuTyannu. Mecto
OIHGOK BO3HUKHOBEHHMSI HCKITIOUUTENBHON cutyaruu. OnpeneneHne XxapakTepa OMIMOKH, BEI3BABIICH UCKITIOUYUTETHHYIO
CUTYALHIO.
Tema 6.3. Mexanusmsl | Coneprxkanue 1
3alUThl HHQOPMALIUY B
CHCTEMaX yIIpaBeHHs CpenctBa unentuduxanuu u ayrenruukanuu. Ooume ceenenus. Opranuszanus B3aumoaeiictsus CYB]] u
T — 6azoBoii OC. Cpexactsa ynpasieHust 10cTyroM. OCHOBHBIE OHATHS: CYObEKTHI U OOBEKTHI, TPYIIIIBI
M0JIb30BaTENEH, MPUBUIIETUH, PO U MPEACTaBIEHNUA. SI3bIKOBBIE CPE/ICTBA pa3rpaHUdYeHus AocTyna. Busl
MIPUBWJIECTHI: MPUBUJIETUN OE€30MMaCHOCTH U A0CcTymna. KoHIenus u peanu3aius MexaHu3ma poJiei.
CooTtHouienue npas gocryna, onpeaensembix OC u CYB/I.
CpenctBa 3amuThl HHGOpMaNUK B 6a3ax JaHHBIX
TemaTuka NpakTUYECKUX 3aHATUN 2
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VYnpasieHue npaBamMu JOCTyMa K 0a3aM JTaHHBIX

Tema 6.4. KonupoBanue
U TIEPEHOC JTAHHBIX.
Boccranosnenune
JTAHHBIX

Coneprxanue

Co3znanne pe3epBHBIX KONMUM Beel 0a3bl JaHHBIX, )KypPHAJIa TPAH3aKIUH, @ TAKKE OJTHOTO MJIM HECKOJIBKUX
(aiinoB wim ¢aitnoBsix rpymm. [Tapamienusm oneparuii MOAUGUKAIIMN JTaHHBIX ¥ KOMUPOBaHUS. THITBI
PE3epBHOIO KOMUPOBAHUS. Y TIpaBIECHNE PE3EPBHBIMU KOMUAMH. ABTOMATHU3AIMS [IPOIIECCOB KOMTUPOBAHMUSL.
BoccranoBnenue qaHHBIX

TemaTuka NpakTUYECKUX 3aHATUN

Ayaut nansbix ¢ nomouisto cpeacts CYB/l u tpurrepon

PGSCpBHOG KOIIMPOBAHHUEC U BOCCTAHOBJICHUC 0a3 JaHHBIX

[IpumepHas TemaTtka camocToaTenbHoM padboTsl mpu n3ydennu MJIK.01.02

Brmonnenne WHIAWBUAYAJIBbHOI'O 3aJaHUA 110 TEMC «HpOGKTHpOBaHI/Ie HH(l)OJIOI‘HHGCKOfI MOACIN 0a3nl JaHHBIX).

BrinosiHeHUME MHAMBUIYAIBHOTO 3aaHud 10 TeMe «HopMman3anus OTHOILIEHUI.

[ToaroroBka pedeparos Ha Temy «Pa3Butne CYB» (konkpernoit CYB/I).

Brinonnenue nHAMBUYyaTbHOTO 3a1aHus 1o TeMe «Co3nanue 6a3pl JanHbIX. Coznanue Tadnui. Opranu3anus MeXTa0IMYHBIX CBA3EH»

Brimonnenue WHIAUBUAYAJIBHOI'O 3a1aHUA 110 TEME ((Opl"aHI/BaI_II/ISI 3aIpoCoOB».

BrinonHenue nHAMBUyaTbHOTO 3a1aHus 10 TeMe «Co3/1aHne MoJIb30BaTEILCKOTO MpuiokeHus cpeactsamu CYB]I».

Pa36op cuHTakcHca XpaHUMBIX MIPOIIEAYP U TPUTTEPOB.

Iloarororka pe(bepaTOB 10 TEMC <<OpI‘aHI/ISaI_II/I$I M UCITOJIb30BaHUC MCXaHU3MOB 3allIUThI 0a3bl JaHHBIX».

[Ipomexyrounas arrecranus no MJIK.01.02
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[TpumepHbIe BUIBI CAMOCTOSTENBHBIX paboT MpU U3yueHHUH paszzaena | Momyis

CucremaTnueckas mpopadoTka KOHCIIEKTOB 3aHATHI, yueOHOM 1 crelabHOM TEXHUUYECKOH IMTepaTypsl (110 BoIlpocaM K naparpadam,

rJiaBaM y4eOHBIX MOCOOUH, COCTaBICHHBIM MPEIO0/1aBaATEIeM )

HOI[FOTOBK& K IPpaKTHYCCKHUM pa60TaM C UCITIOJIb30BAaHHUEM MECTOANYCCKHUX peKOMeHI[aHI/Iﬁ npernoaaBaTeli, O(i)OpMJ'IeHI/Ie MPAKTUYICCKUX

pa60T, OTYCTOB K UX 3alIUTC.

Paznen 2 moayns. AAIMUHUCTPUPOBAHUE aBTOMAaTU3UPOBAHHbBIX (MH(MOPMAIIMOHHBIX) CUCTEM B 3aILUIIEHHOM UCIIOIHEHUH 471

MJIK.01.03 Cetu u cuctemsbl niepenadu UHGpopMauu 102

Paznen 1. Teopust TeneKOMMYHHMKAIIMOHHBIX CeTEH 35

Tema 1.1. OcHoBHBIE Conepxanue 5)

HOHATHS U ONIPEIeICHUS
Knaccugukarus cucrem cBsizu. CooOmmeHus 1 CUrHaibl. Bugbl 371eKTpOHHBIX curHaoB. CIieKTpaabHOe
npezcrasieHne curHanos. [Tapamerpsr curnanoB. O6beM 1 HHPOpPMAITMOHHAS €eMKOCTh CUTHAIA.

Tema 1.2. Ilpunuumnst Conepxanue 5)

nepegayu nHpopmauu

B COTSIX M CHCTEMAX Hasnauenue u npuniuns! opranusanuu cereil. Kiaccugpukanus cereit. MHoroyposHeBbiit mojixo1. [Ipotokont.

R UnTepdeiic. Crek npoTokosoB. TenekoMMyHUKAIIMOHHAS Cpefia.

Tewma 1.3. Tunossie Conepxanue 5

KaHaJIbl IIepejaud 1 ux

XAPAKTEPUCTHKH Kanan nepenauun. CeTeBoil TpakT, rpyloBON KaHal nepeaay. Anmnaparypa Lu(poBbIX MIE3MOXPOHHBIX CUCTEM
nepenaud. OCHOBHBIE TApaMETPhbl U XapaKTEPUCTUKU CUTHATIOB. YTIPOIEHHAs cXeMa opraHu3anuy kadaiga TY
Tematuka mabopaTopHBIX padoT 20
Pacuer nmporyckHO criocOOHOCTH KaHaja CBSI3U

Pazyen 2. Cetn nepeaun JaHHBIX 39
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Tema 2.1. Apxutekrypa | ConepkaHue 5)
U TIPUHIIUIIBL PA0OTHI
COBDEMEHHBIX CeTeil CrpykTypa 1 XapakTepucTuku cetei. CrnocoObl KOMMYTalMU U Nepeiaun AaHHbIX. Pacnpenenenue GpyHkuuii no
MepeauH TAHHbIX CHCTEMaM CETH U aJipecalus NaKkeToB. MapupyTu3anus 1 yIpaBieHUe IIOTOKAMHU B CETSAX CBSA3H.
[TpoTokosbl ¥ UHTEP(ENCH yIIpaBIeHUs KaHAJIaMH U CEThIO NIepeauu JaHHbIX.
TemaTuka 1a00paTOPHBIX pabOT 20
Kondurypuposanue cereBoro natepdeiica pabodeii CTaHIIUH
Kondurypuposanue cereBoro nurepgeiica Mapuipyrusaropa 1o rnporokoiy IP
Koppexmust mpobsiem nunTepdeiica MapmpyTuzaropa Ha GU3HIECKOM U KaHAJIHHOM YPOBHE
JlmarHocTrka U pa3penieHue mpoodiieM CEeTeBOro YPOBHS
JlmarHocTrKa U pa3pemieHue mpoodieM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHS
JlmarHocTrka U pa3pemieHue mpoodieM MpoTOKOIOB NPUKIIAJHOTO YPOBHS
Tema 2.2. Conepxanue 5
becnipoBoHBIE CUCTEMBI __
MepeauH TaHHbIX becnipoBonblie kaHamb! cBs3u. becripoBonnbie cetn Wi-Fi. [lpeumymiectBa u o6nacte npumeHeHns. OCHOBHbIE
3JIeMEHTHI OecripoBOAHbIX ceTell. CTaHaapThl 6ecripoBoIHBIX ceTeil. TexHonorus WIMAX
Tematuka 1a60paTopHBIX padoT 4
Hactpoiika Wi-Fi mapmpytuzaropa
Tewma 2.3. CoToBbIE U Conepxxanue 5

CITYTHUKOBBIC CUCTCMbI

[TpuHuMIBI GyHKIMOHUPOBaHUS cucTeM coToBoM cBsizu. Ctanaaptel GSM u CDMA. CriyTHUKOBBIE CUCTEMBI
nepeadn JaHHBIX.
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[IpumepHas TemMaTuka caMoCcTosATeNbHON paboTh! pu u3ydennn MJIK.01.03

Hacrpoiika Wi-Fi mapmpyru3zatopa

N3yueHune ceTeBhIX YTUIUT 26
Kondurypuposanue cereBoro unrepgeiica
MapuipyTuzanus 1 yrpaBjieHHE TOTOKaMH B CETSIX CBS3U
[Ipomexyrounas arrecranus no MJIK.01.03 2
MJIK.01.04 Dxcruryaraiusi aBTOMaTU3UPOBAHHBIX (MHPOPMALIMOHHBIX) CUCTEM B 3aIIMIICHHOM UCIIOJTHEHUN 205
Paznen 1. PazpaboTka 3aliuiieHHbIX aBTOMAaTH3HUPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM 100
Tema 1.1. OcHOBEI Coneprkanue 6
UH(GOPMaIMOHHBIX
CHCTEM KaK 0BbeKTa [TonsTre aBTOMaTU3MpOBaHHOM (MHGOpMaIMOHHO) cucTteMbl OTinuuTenbHbie uepThl AVC Hanbonee yacto
SALLATDI UCIOJIb3YEMBIX Kiaccu(uKaiuii: mo mMacimrady, B 3aBUCUMOCTH OT XapakTepa HH(POPMAIIMOHHBIX PECYPCOB, IO
TEXHOJIOTUU 00pabOTKH JaHHBIX, 0 CIOCO0Y JA0CTYIA, B 3aBUCUMOCTH OT OPraHU3aLlMU CUCTEMBI, 110 XapaKkTepy
UCMOJb30BaHus HH(pOopMaIuy, o chepe npumenenus. [Ipumepst obnacteit npumenenns ANC. IIpoueccs! B
AMUC: BBOI, 00paboTKa, BBIBOJ, 0OpaTHas cBs3b. TpedoBanus k AVIC: ruOkocTh, HaEKHOCTh, 3()(PEKTUBHOCTD,
0€30MaCHOCTb.
OcHoBHbIE 0COOEHHOCTH COBPEMEHHBIX MTPOeKTOB AVC. DneKTpOHHBIN JOKYMEHTOOOOPOT.
TemaTuka npakTHUECKUX 3aHATHH U 1aOOpaTOPHBIX padoT 15
PaccmoTpenue npuMepoB (GyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HH(popMamoHHbIX cucteM (ETAUC,
Poccuiickast Topropas cucreMa, aBTOMaTU3MPOBaHHAs HH(POPMAIIMOHHAS CCTeMa KOMITaHUH)
Tewma 1.2. XKuznennsiii | Coneprxanue 6

LUKIT

IlonsTHE KU3HEHHOTO IIUKIIA ANC. HpOI_ICCCBI JKHN3HCHHOI'O IIMKJIa AUNC: OCHOBHBIC, BCIIOMOTaTCIBHEBIC,
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ABTOMATU3UPOBAHHBIX
CHUCTEM

opranuzanonnsie. Cragun xxu3HeHHoro uukia AVC: monenupoBanue, yrpaBieHie TpPeOOBaHUSIMHE, aHATTU3 U
IIPOEKTUPOBAHME, YCTAHOBKA U CONPOBOXAeHUE. Mojaenu xu3HeHHoro uukia ANUC.

3amauu ¥ 3Tanbl NPOSKTUPOBAHMS aBTOMATU3UPOBAHHBIX CUCTEM B 3AIIMIICHHOM MCIIOJIHEHUH. MeTo1010TuI
npoekTupoBanus. Opranuzanus padboT, QYHKIIMH 3aKa3UUKOB U Pa3pabOTINKOB.

TpeboBaHus K aBTOMAaTU3UPOBAHHOM CHCTEME B 3al[UILIIEHHOM UCIIOJIHEHUU. PabOThI Ha cTagusaxX U Tanax
CO3JIaHMs aBTOMATU3MPOBAHHBIX CUCTEM B 3AIIUIIEHHOM UCIIOIHEHUH. TpeOoBaHMsI 110 3aIUTe CBEACHUN O
CO371aBa€MOM aBTOMAaTU3UPOBAHHONU CUCTEME.

Temarnka MpakTUYECKUX 3aHITHIA U JTa00PaTOPHBIX PadOT 10
PazpaboTka TeXHHYECKOTO 3a/1aHUs HA IPOSKTHPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI
Tema 1.3. Yrpo3sl Coneprkanue 6
0€30MacHOCTH
HHGOPMAILHH B [ToTenuuanpHbie Yrpo3bl 6€30MACHOCTH B AaBTOMATU3UPOBAHHBIX crcTeMax. MICTOUHUKH U 00BEKThHI BO3/IEHCTBUS
ARTOMATHZHPOBAHHEIX yrpo3 6ezonacHoctu uHpopmaruu. Kpurepun kinaccudukanuu yrpo3. MeTopl OIIEHKH OMAacHOCTH yrpo3. bank
CHCTEMAX JaHHBIX yrpo3 0e3omacHoCcTH HHPOpMAITUT
[TonsiTre ys3BuMocTH yrpo3bl. Kiaccudukanus ysi3BUMOCTEH.
Temaruka npakTUYECKUX 3aHITHIA U 1a00paTOPHBIX padOT 8
KareropupoBanue nHpOpMaIIMOHHBIX PECYPCOB
Amnanu3 yrpo3 6e30nacHOCTH HHPOpMAaLUU
[Toctpoenue monenu yrpo3
Tema 1.4. OcHOBHEBIE Conepxanue 6

MEepHbI 3aITUTHI
uHpOopMaLuu B
aBTOMAaTH3UPOBAHHbIX

Opranu3zalioHHbIE, PABOBBIE, MPOTPAMMHO-aINIapaTHbIE, KPUIITOTpapruecKue, TEXHUYECKUE MEPhI 3alllUThI
nH(pOpMalUK B aBTOMAaTU3UPOBAHHBIX CHCTEMAX.
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CHUCTEMaAXxX

HopmartuBHo-1ipaBoBast 6a3a 1Jis orpeiesIeHUs] Mep 3aluThl HH(POpMaIui B aBTOMAaTH3UPOBAaHHBIX
MH(OPMALMOHHBIX CHCTEMax M TpeOOBaHUN K HUM

Tema 1.5. Conepxanue
U TIOPSZIOK
skcrutyataiuu AC B
3alUIIEHHOM
UCIIOJTHEHUH

Conepxanue

Wnentudukanus 1 ayreHTUPHUKAIUSA CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA.

VYnpasiieHue J0CTYIOM CyObEeKTOB JJOCTYyNa K 00bEeKTaM JIOCTyIa.

OrpanuyeHnue nporpaMMHOM CPEJIbl.

3amTa MamMHHBIX HOCUTENEH nHpOpMaIiu

Perucrpanus coopITrii 6€30MacHOCTH

AnTHBHpYCcHas 3amuTa. OOHapy)KEHNE MPU3HAKOB HATMYHS BPETOHOCHOTO IIPOTPAMMHOTO 00eCTIeUeHUsI.
Peanuzanus antuBupycHo# 3amuThl. OOHOBICHHE 0a3 JTaHHBIX TPU3HAKOB BPEAOHOCHBIX KOMITBIOTEPHBIX
IIpOrpamM.

Oo6Hapyxenue (MpeaoTBpaIleHNE) BTOPKESHUH

TemaTuka NpakTHUECKUX 3aHATUN U JTa0OPATOPHBIX paboT

15

Kontposns (ananu3) 3amuiieHHOCTH HHHOpMAITII
ObecnieueHne 1EIOCTHOCTH UHPOPMALIMOHHONW CUCTEMBI U MH(OpMaIK

Obecneuenne JOCTYITHOCTH HH(OpMaIK

Texnonmoruu Bupryanmsanuu. Lleas co3ganus. 3agaun, apXxuTekTypa U OCHOBHBIE GpyHKIHU. [IpenmyiecTBa ot
BHEPECHUS.

3aHII/ITa TEXHUYCCKUX CPCACTB.

3ammTa “HGOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H H MEpPeIayM TaHHBIX
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Pe3epBHoe KOIIMPOBAHUC U BOCCTAHOBJICHHUC JTaHHBIX.

COHpOBO}KI[CHI/Ie ABTOMATHU3UPOBAHHBIX CUCTCM. anaBneHI/Ie pUCKaMHU U MHOUACHTaAMU YITPABJICHHUA

0€30MacCHOCTHIO.
Tema 1.6. 3amuta Coneprxanue 6
uHpopManuu B
PACTIPE/ICCHHBIX MexaHu3Mbl U METObI 3aLIUTHl UHOPMAIIUU B pacHpe/eIeHHbIX aBTOMAaTU3UPOBAHHBIX CHCTEMAaX.
ABTOMATH3MPOBAHHBIX ApXUTEKTYypa MEXaHNU3MOB 3aLIUThl PACIIPEIEICHHBIX ABTOMATU3UPOBAHHBIX CUCTEM. AHAIN3 U CUHTE3
CHCTEMAX CTPYKTYPHBIX ¥ ()YHKITMOHATHHBIX CXEM 3alIUIIEHHBIX aBTOMATU3UPOBAHHBIX HH(POPMAIIMOHHBIX CHCTEM.
Tema 1.7. Ocobennoctu | Comepkanue 6
pa3paboTku
HH(OPMAIHOHHBIX O6mue TpeboBaHus 110 3aIIUTE EPCOHANBHBIX JaHHBIX. COCTaB U cojiepKaHNe OPraHU3alMOHHbBIX U
CHCTeM mepcoHamprpix | TEXHAUECKHX ME I10 3auTe WH(GOPMAITMOHHBIX CHCTEM ITEPCOHATBHBIX JaHHBIX. [lopsnok BeIOOpa Mep 10
J@HHBIX obecrniedeHno 0€30IaCHOCTH MIEPCOHANBHBIX JaHHBIX. TpeOOBaHMUS 110 3aIIUTE IEPCOHATBHBIX JaHHBIX, B
COOTBETCTBUH C YPOBHEM 3aLIUILEHHOCTH.
Temaruka npakTUYECKUX 3aHATUH U 1a00paTOPHBIX paboT 10
Omnpenenenus yposHs 3antuimennoct UCITIH u BeiOop Mep mo obecnieuenuto 6e3omnacuoctu [1/1H.
Paznen 2.0OkcrmutyaTanus 3aliMIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM. 64
Tema 2.1. Ocob6ennoctu | Conepxkanue 6

OKCIUTyaTallun
ABTOMATU3UPOBAHHBIX
CHCTEM B 3allITMIIICHHOM
HNCIIOJTHCHUH.

Ananu3 uHPOPMALMOHHON HHPPACTPYKTYPHI aBTOMATU3UPOBAHHON CUCTEMBI U €€ O€30I1aCHOCTH.

MeTo1pI MOHUTOPHHTA U ayAUTA, BBISIBICHUS YTPO3 HHPOPMAIIMOHHOM 0€301acCHOCTH aBTOMATU3HPOBAHHBIX
CHCTEM.

CopepxaHue U TOPSAIOK BBIIOJHEHUS padoT M0 3aIiKuTe HHPOPMAIUHU PU MOJIEPHU3AIMH aBTOMATH3UPOBAHHOM
CUCTEMBI B 3aLUIIICHHOM UCIIOJHEHUU
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Tema 2.2.
AJMUHUCTPUPOBAHKE
ABTOMATHU3UPOBAHHBIX
CUCTEM

Conepixanue

3agaun 1 QyHKIUM aJMUHACTPUPOBAHHS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMATU3ALUs YIPABICHUS CEThIO.
Opranuzanus aAIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN EPCOHAN U paboTa ¢
IIOJIB30BATEISIMU. Y IIPABJICHUE, TECTUPOBAHUE U HKCILTyaTallusl aBTOMaTU3UPOBAHHBIX CUCTEM. MeTobI,
CIOCOOBI M CpeJICTBa 00eCIIeYeHUs] 0TKa30yCTOWYMBOCTH aBTOMAaTH3NPOBAHHBIX CHCTEM.

Tema 2.3. JleaTenbHOCTh
nepcoHasa mo
IKCIUTyaTaIuu
ABTOMATHU3HPOBAHHBIX
(uH(OpPMAITOHHBIX )
CHUCTEM B 3aIUIIEHHOM
WCITOJTHCHUH

Coneprxanue

Copepxanue U IOPANOK IEATEIBHOCTH IIEPCOHANA 110 SKCIUTYaTallMK 3alUIICHHBIX aBTOMaTU3UPOBAaHHBIX
CHCTEM M IOJICUCTEM 0€30I1aCHOCTH aBTOMATU3MPOBAHHBIX cucTeM. O01ue 0043aHHOCTH aIMUHICTPATOpa
MH(POPMAIIMOHHOH 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

Tema 2.4. 3ammra ot
HECAHKIIMOHHPOBAHHOTO
JOCTyTa K HHpopMauu

Coneprxanue

Ocnosublie mpuHIUIE 3amUThl 0T HCJI. OcHoBHEIE crtocoOst HCJI. OcHOBHBIE HAMpaBICHHS 00CCIICUCHUS
3amuThl 0T HCJI. OcHOBHBIE XapaKTEepUCTUKH TeXHUUYECKUX cpeacTs 3amuThl oT HCJl. Opranuzanus padoT no
3amute oT HC/I.

Krnaccugukanus aBromatu3supoBaHHbIX cucteM. Tpebosanust no 3amure nHpopmanuu ot HCJ ans AC

Tpebosanus 3amumenHoctd CBT or HCJI k nndopmanun

TpeboBanus k cpeacTBaM 3allluThl, oOecneunBarouM 6e3onacHoe B3anuMoaelcteue ceteit OBM, AC
MMOCPCACTBOM YIIPABJIICHUA MCKCCTCBBIMU ITOTOKAMU I/IH(l)OpMaHI/H/I, " pCaJIM30BaHHBIX B BUAC MD

Tema 2.5. C3U1 or HCJ]

Conepxxanue

Ha3HnaueHne 1 OCHOBHBIE BO3MOKHOCTH CUCTEMBI 3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIa. ApXUTEKTypa 1
cpenctBa ympasieHus. O0mue npuHIUIb! yrpaBieHus. OCHOBHBIC MEXaHU3MBI 3aIIUTHI. Y TIPaBJICHHUE
ycTporictBamu. KoHTposs anmapaTHoil KOHPUTYparuu KoMibioTepa. M30ouparensHoe pa3rpaHuueHre J0CTyma K

27




YCTPONCTBAM.

VYnpasiieHue A0CTYIOM U KOHTPOJIb MeyaTH KoHpuaeHuuanbHoi napopmaruu. [IpaBuna padboTsl ¢
KOH(HIESHIIMATBHBIMU pecypcamu. HacTpolika MexaHu3Ma IMOJTHOMOYHOTO yIpaBieHus goctynom. Hactpoiika
perucrpanuu COOBITHIA. YTIpaBlIeHHUE PEKUMOM MTOTOKOB. YTIPABIEHUE PEKUMOM KOHTPOJISI ITeYaTH
KOH(HICHIIMATBHBIX JOKYMEHTOB. YTpaBieHue rpudamMu KOHGpUISHINATHHOCTH.

ObecneueHne 1EIOCTHOCTH UHPOPMALMOHHONW CUCTEMBI U HH(OpMaIHK

LlenTpann3oBaHHOE YIPABICHNUE CUCTEMOH 3aIIUTHI, ONEPATUBHBI MOHUTOPUHT U ayAUT O€30MIaCHOCTH

Temartuka npakTUYECKUX 3aHIATHIA U 1a00paTOPHBIX padOT

15

VYcranoBka u Hactpoiika C31 ot HCJ{

3amuTa BXoja B cuctemMy (MaeHTUUKaIMs U ayTeHTU(UKAIKS [10JIb30BaTeNeH )

PaSFpaHI/I‘leHI/IC A0CTYyIIa K YCTPOﬁCTBaM

VYipasneHue 10CTylIoM

Hcnonn3oBanme IIPUHTCPOB IJId IE€YaTu KOH(l)I/IJleHIH/IaJ'IBHI)IX JOKYMCHTOB. KOHTpOJ'H) IIeyaTtu

Hactpolika cucremsl miig 3a1a4 ayaura

Hacrpoiika KOHTpOJIA HETOCTHOCTH U 3aMKHYTOW IPOTPAMMHOM CPEIb

HeHTpaJ'II/BOBaHHOC YIIPABJICHUC CHCTEMOH 3alllUTHhI, OHepaTI/IBHHﬁ MOHUTOPUHT U ayOUT 0€30ITaCHOCTH

Tema 2.6.
OKcIulyaTanus CpesicTB
3aluThl HH(QOPMALIUY B
KOMIIBIOTEPHBIX CETAX

Conepxanue

HOpHI[OI( YCTAHOBKH U BBOJIa B 3KCILTYAaTallUO CPCACTB 3alUThI I/IH(I)OpMaI_[I/II/I B KOMIIBFOTCPHBIX CCTAX.

HpI/IHI_II/IHBI OCHOBHBIX METOJI0OB OpraHu3alv U MpOBCACHUA TEXHUYCCKOI'O O6C.IIy)KI/IBaHI/I}I BBIYHCIIUTEILHOMN
TCXHUKHU U APYTHUX TEXHUICCKUX CPCIACTB I/IH(I)OpMaTI/BaI_[I/II/I
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JIMarHOCTHKa KOMIOHEHTOB CHCTEM 3aIllUThl HHPOPMAIIUH aBTOMATU3UPOBAHHBIX CUCTEM, YCTPAaHEHHE OTKA30B
Y BOCCTaHOBJIEHHE pabOTOCIIOCOOHOCTH aBTOMATU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3aLIUILICHHOM
HCIIOJIHCHUH

Hactpolika u ycTpaHeHHe HeHCIIPAaBHOCTH POTPaMMHO-aNapaTHBIX CPECTB 3aLIUTH HH()OpMAIHH B
KOMITBIOTEPHBIX CETAX M0 3aJlaHHBIM IIpaBUiIaM

TemaTuka MpakTHUECKUX 3aHATHH U 1aOOPaTOPHBIX paboT 11
YcrpaHeHne 0TKa30B M BOCCTAaHOBIICHHE PAa00TOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3aIUThI HH(OpMAIHH
aBTOMATHU3UPOBAHHBIX CUCTEM
Tema 2.7. Coneprxanue 5)
JloxymenTanus Ha
JAIITIACMYIO OcCHOBHBIE 3KCIITyaTallUOHHbIE JOKYMEHTHI 3alllMIIEHHbIX aBTOMATU3UPOBAaHHBIX CUCTEM. Pa3paboTka u BejeHue
aBTOMaTH3MpoBaHHyt0 | OXCTVIYATALMOHHOI NOKYMEHTAIMH 3aIIHMIEHHBIX aBTOMATH3MPOBAHHBIX CHCTEM. AKT BBOJIa B 3KCIUTyaTallMIO Ha
cHcTeMy aBTOMATHU3HPOBAHHYIO cucTeMy. TeXHUUYECKUI NacopT Ha 3allUIIaeMyl0 aBTOMAaTU3UPOBAHHYIO CUCTEMY.
Temarnka MpakTUYECKUX 3aHITHIA U JTa00PaTOPHBIX PadOT
OdopmiieHre OCHOBHBIX IKCIUTYaTallMOHHBIX IOKYMEHTOB Ha aBTOMAaTU3UPOBAHHYIO CHCTEMY.
[IpumepHas TeMaTHKa caMoCTOSATENbHON paboTh! pu u3ydennn M/IK.01.04
1. Pa3zpaboTka KOHLEIUH 3allUThl aBTOMATU3UPOBAHHON (MH(OPMAIIMIOHHOMN) CUCTEMBI
2. Ananu3 6aHKa JaHHBIX YTpo3 O6e30macHOoCTH HH(pOpMaluu
3. Ananu3 xxypHana ayauta OC Ha pabodyem mecTe 41

4. ITocTpoeHne CBOJHON MAaTPHIIBI YTPO3 aBTOMAaTU3UPOBAHHOHN (MH(OPMAIIMOHHOM) CUCTEMBI

5. AHanu3 nonMuMTHK 6€30MacHOCTH UHPOPMALMOHHOTO 00BEKTa

6. I/ISy‘-ICHI/IC AHAJTIMTHYCCKHX O630pOB B 00JacTu MMOCTPOCHUS CUCTCM 0€30IMacCHOCTH
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7. AHanu3 MporpaMMHOro o0ecredeHus: B 00JIaCTH ONpeAeICHUs PUCKOB HH(OPMAITMOHHON 6€30aCHOCTH M MPOEKTUPOBAHUS

0e30macHOCTH HH(pOpMALUU

[Ipomexyrounas arrectanus no MJIK.01.04

MJIK.01.05. Dkcruryaramnusi KOMIBIOTEPHBIX CETEH 164
Paznen 1. OcHoBBI nepeiayn TaHHBIX B KOMIIBIOTEPHBIX CETSIX 56
Tema 1.1. Coneprxanue 3
Mopenu cereBoro Mognens OSI. Yposuu monenu OSI. Bzanmopeiicteue Mexny ypoHsimu. MHkancynauus nasssix. Onucanue
B3aUMOJICHCTBUA ypoBHel moaenu OSI.

Monens u crek porokonoB TCP/IP. Onucanue yposneit mogenu TCP/IP.

Temartuka mabopaTopHbIX padboT 5

N3ydeHue 1eMeHTOB KaOelbHON CUCTEMBI.
Tema 1.2. Conepxanue 3
Pusnyeckuil ypoBeHb [TonsiTre nuHuK 1 kaHana cBsizu. CurHaibl. OCHOBHBIE XapaKTEPUCTUKHU KaHala CBSA3H.
mozenu OSI

MeTobl COBMECTHOT'O MCIIOJIB30BAaHUS CPEJIbI NIEpeiauy KaHalla CBsA3H. MyJIbTUIIIIEKCUPOBAHUE U METOJIbI

MHO>KECTBEHHOT'0 JIOCTYIIA.

OnTOBOJIOKOHHBIE JTMHUH CBA3U

Crannaptsl kabeneit. DnekTpuyeckas MpoBOJIKA.

becripoBogHas cpena nepenauu.

TemaTuka nabopaTopHbIX padoT 5
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Co3pnanue cereBoro kabesns Ha OCHOBE HedKpaHUpoBaHHOU BUTOM mapsl (UTP)

CBapKa OIITHYCCKOI'O BOJIOKHA

Tema 1.3.

Tomnomorus
KOMITBIOTEPHBIX CETEH

Coneprxanue

Iloustrue Tomonoruu cetn. CereBoe 060py,Z[OBaHI/IC B TOITIOJIOTHH. O630p CETEBBIX TOIOJIOTHH,

TemaTuka mabopaTOpHBIX pabOT

PazpaboTka Tomonoru cetu HeOOIBIIOTO MPEIIPUATHS

ITocTpoeHne 0AHOPAHTOBOM CETH

Tema 1.4.

Texnonoruu Ethernet

Coneprxanue

O030p TEXHOJIOTHI TOCTPOSHUS JIOKATBHBIX CETEH.

Texnonorus Ethernet. ®u3znueckuil ypoBeHb.

Texnonorus Ethernet. KananbHblil ypoBeHb

TemaTuka nabopaTopHbIX padoT

N3ydenne agpecanuu kaHanbHoOro yposss. MAC-anpeca.

Tema 1.5. TexHomoruu
KOMMYTaluu

Conepxanue

Anroput™m nmpo3paqHoro mocra. Meroasl kommyTtanuu. TexHonornn kommyranuu 1 moaens OSI.

KoHCTpyKTHBHOE UCTIOTHEHHE KOMMYTAaTOPOB. PU3NYECKOE CTEKUPOBAHUE KOMMYTATOpOB. [IporpamMmmuoe
o0ecrnieueHrne KOMMYTaTOPOB.

OO61re NpUHIKIIBI CeTEeBOro u3aiiHa. TpexypoBHeBas uepapxudeckas MOJENb CeTH
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Texunonorus PoweroverEthernet

TemaTuka 1abopaTOpHBIX pabOT

Co3nanue KOMMYTUPYEMOU CeTr

Tema 1.6. CereBoit
npotoko: [Pv4

Coneprxanue

CereBoii ypoBeHb. [Iporokon IP Bepcuu 4. O0mue GpyHKIIMU KIaCCOBOM M 0E€CKIIACCOBOM aJpecalivi.
Brigenenue agpecos.

Mapmipyruzauus nakeros [Pv4

IIpoTOKOJIBI IMHAMUYECKON MapIIPYTU3aLUU

Temartuka mabopaTopHbIX padboT

N3yuenue IP-anpecanuu.

Tema 1.7. CkopocTHbIE
1 OECIIPOBOJIHBIC CETU

Coneprxanue

Cets FDDI. Cetp 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH

becnipoBoansbie ceTtn

TemaTuka m1abopaTOpHBIX pabOT

HacTtpoiika 6ecripoBoJHOTO c€TEBOT0 000pYy10BaHUS

Paznen 2. TexHonmoruu KOMMYyTaIlMu ¥ MaplIpyTU3aluu coBpeMeHHbIX ceTeil Ethernet

74

Tema 2.1.

Conepxanue

@OyHKIIMOHUPOBAHHE KOMMYTATOPOB JIOKAJIbHOU CeTH. APXUTEKTYpa KOMMYTAaTOpoB. THIbI HHTEp(delcoB
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OCHOBBI KOMMYTAaIUU KOMMYTaTOPOB.

praBHeHI/IC IIOTOKOM B IMOJIYAYIIJICKCHOM U AYIIICKCHOM PEXHUMaX.

XapaKkTepuCTUKU, BIUSIONINE Ha TPOU3BOJUTEILHOCTh KOMMYTAaTOpoB. O030p HYHKIIMOHATBHBIX BO3MOKHOCTEN
KOMMYTaTOpOB

TemaTuka mabopaTOpHBIX pabOT

PaboTa ¢ OCHOBHBIMH KOMaHAaMH KOMMYTAaTopa.

Tema 2.2. Coneprkanue

Hauanbsnas HacTpoiika CpenctBa ymnpasienusi kommyraropami. [lonkimodenne Kk KoHComu HHTEpderica KOMaHIHOW CTPOKU
KOMMYTaTOpa koMMmytaropa. [lonkmouenue k Web-uaTepdeiicy ynpaBieHuss KOMMYTaTopa.

HauanbHas koHQHUrypanus KOMMyTaTopa. 3arpy3ka HOBOTO IMPOrpaMMHOTO 00ecrieueH sl Ha KOMMYTAaTop.
3arpy3ka v pe3epBHOE KOIMMPOBAHUE KOHPUTYPAIIMA KOMMYTATOPA.

Temartuka mabopatopHbIX padboT

Komansl 00HOBIIEHHS TPOrPaMMHOT0 OOecreueHus KOMMyTaTopa 1

COXPAHEHHUS/BOCCTAHOBIIEHUSI KOHPUTYPALIMOHHBIX (ailioB

Komanne! ynipasnenus tabnuiamu kommytauud MAC- u IP-

anpecoB, ARP-taGnuiibt

Tewma 2.3. Conepxanue

Bupryanbubie Tunet VLAN. VLAN na ocHoBe moptoB. VLAN nHa ocHoBe ctangapta IEEE 802.1Q. Craruueckue u
JIOKaJIbHBIE CETH nuHamuueckue VLAN. IIporokon GVRP.

(VLAN)

Q-in-Q VLAN. VLAN Ha ocHoBe nopToB U npoTokoiioB — ctanaapt IEEE 802.1v. dynkuus
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http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
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http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077

TrafficSegmentation

TemaTuka 1abopaTOpHBIX pabOT

Hactpoiika VLAN na ocnoBe cranaaprta IEEE 802.1Q

Hactpoiika npotokona GVRP.

Hacrpoiika cermenTaruu tpadguka 6e3 ucrnoiab3oBanus VLAN

Hactpoiika ¢pyakiuu Q-in-Q (Double VLAN).

CamocrositensHast padota o coznanuto JIBC na ocnose crangapra IEEE 802.1Q.

Tema 2.4.

CDy'HKI_[I/II/I ITOBBIIICHU A
HaACKHOCTH U
MMPONU3BOAUTCIIBHOCTHU

Coneprxanue

[Mporokoxn Spanning Tree Protocol (STP). Ysa3eumocTu nporokoia STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

Z[OHOJ'IHI/ITGJ'IBHBIC (I)YHKI_II/II/I 3alllUThI OT IICTCIIb. ArpeerOBaHHe KaHaJIOB CBsA3U.

TemaTuka nabopaTopHbIX padoT

Hacrpoiika nmporokomnos cBszyromero aepesa STP, RSTP, MSTP.

Hactpoiika ¢pynkiuu 3amursl ot oOpa3oBanus nereinb LoopBackDetection

ArpernpoBaHue KaHAJIOB.

Tema 2.5.

AJlpecarusi CEeTeBOro
YPOBHA U

Conepxxanue

00630p anpecaruu ceteBoro ypoBHs. DopmupoBanue nojcereit. beckmaccopast anpecarus [Pv4. CriocoOsr
koHdurypamnuu [Pv4-aapeca.
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http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109

MapIIpyTU3aLHs

[Ipotokon [Pv6. ®opmupoBanue uneHtudukaropa uarepdeiica.

Crnoco6s1 koHpurypamnuu [IPv6-aapeca.

[Inanuposanue noacereit [Pv6. IIpotokon NDP.

[TonsiTue Mapurpytuzanuu. JJMCTaHIIMOHHO-BEKTOPHBIE ITPOTOKOIBI MapiipyTusanuu. [Iporokon RIP.

TemaTuka mabopaTOpHBIX pabOT

OcHoBHbBIE KOHPUTYPALIUU MAPIIPYTU3ATOPA.

Pacmmpennblie KoHpuUrypaum MapuipyTusaropa.

Pa6ora ¢ mpotokoiom CDP.

Pa6ota ¢ nmpotokosiom TELNET. Pa6ota ¢ nporokonom TFTP.

Pa6ota ¢ mporokosiom RIP.

Pa6ota ¢ nporokosiom OSPF.

Kongurypuposanue ¢pynkuuu mapmpyruzatopa NAT/PAT.

Kondurypuposanue PPP u CHAP.

Tema 2.6.

KauecTtBO
obcmyxxkuBanus (QoS)

Conepxanue

Mopenu QoS. [Ipuopuresarus nakeroB. Kiaccudukanus maketoB. MapkupoBKa MaKeTOB.

VYnpasrienue neperpyskamMyu 1 MEXaHU3Mbl OOCITYKHUBaHUS odyepesieil. MexaHu3M npeoTBpalleHus Ieperpy3ox.
Kontpouns nonocs! nponyckanus. [Ipumep HacTporiku QoS.

TemaTuka mabopaTOpHBIX paboT
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http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

Hacrpoiika QoS. Ilpuoputnzanus tpaduka. YpapieHUe I0JI0CONH MPOIMYCKaHHUS

Tema 2.7.

OyHKIMH 00eCIIeUeHUS
0€30I1aCHOCTH U
OTpaHWYCHUS JOCTYIIA K
cetd

Coneprxanue

Crnucku ynpasieHus 1octynom (ACL). OyHKIUU KOHTPOJIS HaJ MOAKIIOUEHUEM Y3JI0B K IOPTaM KOMMYTaTopa.

Aytentudukanus nonp3oateneit 802.1x. 802.1x Guest VLAN. ®ynkiun 3amuthl LITY kommyTaTopa.

TemaTuka mabopaTOpHBIX pabOT

Crucku ynpasneHus poctynom (AccessControlList)

KoHTpoib HaJ MOIKITIOYCHHEM Y3JI0B K mopTaM KommyTtaropa. @yukmus PortSecurity.

KoHTpouib HaJ| MOIKITIOYCHUEM y3JI0B K TTopTam kommyTaropa. ®yukuus IP-MAC-Port Binding

Tema 2.8.

MHoroaapecHas
pacchUIKa

Coneprxanue

Anpecanust MHOTOaipecHoi [P-paccriiku. MAC-anpeca rpynmnoBoii pacChUIKH.

[Tonmucka u oOciyKuBaHUe IPyMIl. YIpaBiIeHUE MHOT0aIpECHOM pacchlikoil Ha 2-M ypoBHe Mozaenu OSI
(IGMP Snooping).®yuxuust IGMP FastLeave.

TemaTuka nabopaTopHbIX padoT

OtcnexxuBanue Tpadruka MHOTOAPECHON PACCHUIKH.

OtcnexxuBanue Tpaduka Multicast

Tema 2.9.

DyHKINN YIPABICHUS
KOMMYTaTOpaMH

Conepxanue

VYnpasneHue MHOkeCTBOM KoMMyTaTopoB. [IpoTokom SNMP.

RMON (Remote Monitoring). ®yuxkrus Port Mirroring.

36




TemaTuka nabopaTopHbIX padoT 5)
@DyHKIUM aHAJIN3a CETEBOT0 TpaduKa.
Hactpolika npoTtokona ynpasiaeHus Tonojorueit cetu LLDP.
Paznen 3. MexceTreBbie SKpaHbl 24
Tema 3.1. Coneprxanue 3
OcCHOBHBIE IPUHLIUIIBI Knaccudukanus cereBbix arak. Tpuana 6e3onacuoit UT-undpacTpykTypsl.
CO3J1aHUs HAJIS)KHOU U
6e3zomacHoi UT- VYnpasienne KoHPUTypanusMu. YIpaBleHHe HHIMACHTaMU. Vcroap30BaHNe TPEThEW JOBEPEHHOW CTOPOHBHI.
HHGPACTPYKTYPBI Kpunrorpaduueckue MexaHu3Mbl 0€3011aCHOCTH.
Tema 3.2. Coneprkanue 3
MexkcereBble DKpaHbl TexHomornu MexceTeBbIX 3KpaHoB. [lonuTrka MekceTeBoro skpana. MexceTeBble SKpaHbl ¢ BO3MOKHOCTSIMHU
NAT.
Tomonorus ceTu Npy UCHOJIB30BaHUU MEXKCETEBBIX FKpaHOB. [11aHnpoBaHNe U BHEPEHNE MEXCETEBOT0 IKPaHa.
TemaTuka 1a00paTOPHBIX pabOT 4
OCHOBBI 3IMUHUCTPUPOBAHUS MEKCETEBOTO IKpPaHa
CoenuHeHHe IBYX JIOKATBHBIX CETEH MEKCETEBBIMH dKPaHAMHU
Co3naHue NoMUTUKY 0€3 MPOBEPKH COCTOSIHHUS.
Co3nanue NONMUTUK IS TpaauimonHoro (unu ucxoxasuero) NAT.
Co3nanue nonuTuk s (ByHarnpasieHHoro (Two-Way) NAT, ucnonb3ys meron pinholing
Tewma 3.3. Conepxxanue 3
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Cuctembl 0OHapYKEHUS
U TIPEIOTBPAICHUS

OcnoBHoe HazHaueHue IDPS. Cnioco6s! knaccudukarmu IDPS. Beibop IDPS. JlononHuTtenbHbie
MHCTPYMEHTAJIbHBIE CPE/ICTBA.

MIPOHUKHOBEHHI
TpeGoBanwus opranuzanuu kK pyakiuonuposannio IDPS. Bosmoxunoctu IDPS. PassepreiBanue IDPS. CunbHbie
CTOPOHBI M OrpaHndeHHOCTh IDPS.
Tematuka 1a00paTopHBIX padoT 4
OO6HapyskeHue U NpeoTBpallleHue BTOPKEHHIA.

Tema 3.4. Coneprkanue 3

[Ipuoputuzanus Coznanue anpTepHATUBHBIX MapIIPyTOB JIOCTyMNa B uHTepHeT. [Ipuoputu3zamnus tpaduka.

TpaduKa U co31aHue

ATBTEPHATHBHBIX TemaTuka 1a00paTOPHBIX pabOT 4

MapIIpyToB =

PHIpYT Coznianue anbTepHATUBHBIX MApIIPYTOB C UCIIOJIB30BAHUEM CTATUUECKON MapLIpyTH3alUuU

[IpumepHas TemaTuka caMocTosTeNbHON padoTel pu n3ydernnu MJIK.01.05

duznyeckoe KOJUPOBAHUE C UCIIOJIb30BAHNEM MaHUYECTEPCKOTO KOJa

Jlornueckoe KOAMPOBAHHUE C MCIIOJIb30BAaHHEM CKPEMOJINPOBAHUS

[MonkmoueHne KIMeHTa K 6ecrpoBOIHOM ceTH B MHPPACTPYKTYPHOM peKUME

Ornenka 6ecripoOBOAHOM TUHUU CBSA3U 16

[IpoexTrupoBanus GeCrIpOBOIHOM CETH

Co6op nHpOpMAIIHH O KIIMEHTCKUX YCTPOHCTBAX

HJ'IaHI/IpOBaHI/IC IMPOU3BOAUTCIILHOCTU U 30HBI JeHCTBUSA 6CCHpOBOHHOI‘;I CETHU

HpCIalOCKTHOC OGCHCJIOBaHI/Ie MECTa YCTAHOBKHU 6CCHpOBOHHOﬁ CETHU
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Obecneuenne 0TKa30yCTONYNBOCTH B OECIIPOBOTHBIX CETSIX
Pexumbl paboThl M OpraHu3alys MUTaHUsS TOYEK JI0CTyIa
CermeHTanus 6€CIIpOBOJHON CETH

Hactpoiika QoS

[MoctrpoexTHOE 0OCIe0BaHKE U TECTUPOBAHHUE CETH
Coznanue ACL-cnincka

Hab6monenue 3a tpadukom B cetnt VLAN

Omnpenenenue ysi3BUMbIX MECT CETU

Peanuzanus pynkumii obecneueHuss 6€30MacHOCTH MOPTa KOMMYTaTopa
UccnenoBanue tpaduka

Coznanue CTpyKTYphl CETH OpraHu3aluu

OmnpeneneHye TEXHUYECKUX TpeOOBaHUI

MOHHUTOPHUHT TPOU3BOAUTEIHLHOCTH CETH

Co3anue nuarpamMMbl JIOTHIECKOH CETH

ITonroroska k 00cCiIeIOBAaHUIO OOBEKTA

Ob6cnenoBaHne 30HbI OECIIPOBOAHOM CBSI3H

dopMynupoBKa OOIIKX LETel IPOoeKTa

PazpaboTka TpeboBaHuit Kk ceTn
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AHanu3 CylecTBYIOLIEN CETH

Onpenenenne XxapakTEPUCTUK CETEBBIX MPUIIOKCHHUN

Amnanu3 ceteBoro Tpaduka

Omnpenenenne NPUOPUTETHOCTH TpapuKa

Nzydenue kauecTBa 00CITyKUBaHUS CETU

HccnenoBanue BIusiHUSA BUACOTpaduKa Ha CETh

Omnpeznenenue NOTOKOB Tpauka, IOCTPOSHUE TUarpaMM MOTOKOB Tpaduka
[IpumeHeHNne MPOEKTHBIX OIPaHUYECHUN

Omnpenenenne NPOSKTHBIX CTPATETHH IS JOCTIKEHHSI MAaCIITaOUPYEMOCTH
Omnpenenenue CTpaTeruil MOBbILIEHUS JOCTYITHOCTH

Onpenenenue TpeboBaHM kK oOecrieueHNI0 0€301MacHOCTH

Pazpaborka ACL-criuckoB i1 peanu3aiiy HabopoB MpaBHIl MEKCETEBOI0 3KpaHa
HUcnonszoanue CIDR g obecnieuennst 00beiMHEHHS] MapLIPYTOB
Omnpenenenue cxemsl [P-anpecanun

Omnpenenenue konuuectBa [P-ceteit

Co3nanue TabnuIbl 17151 BBIACTICHUS a/IpecoB

CocraBieHHE CXEMBI CETH

Amnanus miaHa TECTUPOBAHUA U BBIIIOJITHCHHUE TECTA
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Co3zanue mjiaHa TECTUPOBAHUS JJI CETU KOMILIEKca 3aHui
[IpoexTupoBaHue BUPTYyaIbHBIX YaCTHBIX CeTel

besomacHas nepeaadya 1aHHBIX B 6eCHpOBO,I[HI>IX CCTAX

[Ipomexxyrounas arrecranusa no MJIK.01.05

[IpuMepHBbIe BUIBI CAMOCTOSITEIIBHBIX pa0OT MPU U3YYEHUU pa3zesia 2 MOIyIst

CucremaTudeckasi mpopabOTKa KOHCIIEKTOB 3aHATUH, Y4eOHOM U CIIEIUATBHON TEXHUYECKON JIUTepaTyphl (10 BOpocaMm K maparpadam,
rJIaBaM y4eOHBIX MTOCOOUIA, COCTaBICHHBIM MPEIIOAaBATEIIEM )

HOI[FOTOBKa K IPpaKTHYCCKHUM pa60TaM C UCIIOJIB30BAHUEM METOANYCCKUX peKOMeHZ[aIII/If/'I npernoaaBareiAi, Oq)OpMJIeHI/Ie MMPAKTUYCCKUX
paboT, OTYETOB K UX 3AIIUTE.

DK3aMeH o Npo(ecCHOHATBHOMY MOIYIIIO (AEMOHCTPALlMOHHBIN SK3aMEH)

Bcero

786
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3. VCJIOBUS PEAJIM3ALIVN TTPOT PAMMBI ITPO®ECCUOHAJILHOT'O
MOVJIS

3.1. ns peanu3anuu mporpaMMbl NpoecCUOHANTBHOTO MOYJISL JOKHBI OBITh
MPElyCMOTPEHBI CIEAYIONINE CIeIMATbHbIE TOMEIECHUS:

Peanu3anus nporpamMmsl IpenoiaraeT Hajauurue yueOHoro kabunera, sadboparopuit
MH(OPMALIMOHHBIX TEXHOJIOTH, TPOrpaMMUPOBaHUs U 0a3 JAHHBIX, CETEH U CUCTEM Iepenadu
uH(pOpMaIiU, TPOrPAMMHBIX U IPOTrPAMMHO-ANIAPATHBIX CPEACTB 3aIUTHI HH()OPMALIUU.

O06opynoBaHue yueOHOro KabuHeTa:
—  aBTOMATHU3HMPOBAHHBIC PA0OYHE MECTa O0YUArOIINXCS,
—  KOMIIBIOTEPBI, 00BEIMHEHHBIC B JIOKATBHYIO BBIYHCIUTEIBHYIO CETh;
—  MPOEKTOP;
—  OJKpaH;
—  aKyCTHYECKasl CHCTEMa;
—  y4yeOHO-HarjsHble IOCOOUS:
—  CXEMBl;
—  TaOJIMIIBL;
—  y4eOHbIE MPE3CHTALINY.
— Pa3parouHblii IUIAKTHYECKUI MaTepuall: yueOHbIC KAPTOUKH C 33aHUSMU; TUIAKTHYCCKHIA
MaTepua JUIsl BBITOJHEHUS TPAKTHUECKUX padoT.

TexHuueckue cpeacrBa 06yquI/151:
— KOMIIBIOTEPHI, O6’be)II/IHeHHLIe B JIOKAJIbHYIO BBIYHUCIUTCIIbBHYIO CCTh,

— MyJBTHUMEANA POEKTOP;
— UWHTEpaKTHBHAs JIOCKA.

— IporpaMMHO-amnmnapaTHble cpeacTa 3amuTbl uHPopmanuu ot HCJ, 610kupoBky gocTyna u
HapyuieHus uenoctHocty B Buae: [TAK Cobonb (nMeeTcs B Hamu4uu) — 11T.

— VYueOHO-METOJMYECKHEe MaTepuajbl U o0pa3bl BUPTYaJbHBIX MAaIllMH JAJIS pa3BEpThIBAHUS
y4eOHBIX CTEHJOB MO CIEIYIOIIMM TeMaM: "3alluTa CepBepoB MU paboyux cTaHuui"
(OcnoBbl mpuMmenenus cucteMbl 3anmThl Secret Net Studio, Secret Net LSP u ITAK
"Coboup") — or 16 10 32 akagemuueckux 4yacoB; "3amura cereBoro nepumerpa (OCHOBBI
npumenenust AIIKII "Kontunent" Bepcuit 3.9, 4 11t opranusaiiv CeTeBON 3allUThI) — OT
16 mo 32 akagemudeckux 4acoB; "Opranu3anus J0CTyNa yaaJleHHBIX MMOJIh30BaTeIeH K BeO-
pecypcaM 3anfiaeMol KoprnopaTuBHON ceTu 1o nmpoTokory TLS" (OcHOBBI mpuMeHEHHs
CK3MN "Konrtunent TLS" nns opranumszanuu ypaajaeHHOro jocrynma) — oT 8 1o 16
aKaJeMMYeCKHX 4acoB; "3ammuTa cpeactB BupTyanusauuu" (OcHoBBl npumeHeHus v(Gate
JUIS 3aIIUTHl BUPTYaJIbHBIX HHPPACTPYKTYp) — 8—12 akaieMU4ecKUX 4acoB

Ocnamenue naboparopun MHGOPMAIMOHHBIX TEXHOJOTHH, MpOrpaMMUpOBaHus u 0a3
JAHHBIX:
— paboune MecTa Ha 0a3e BHIYMCIUTEIILHON TEXHUKHU M0 OJTHOMY paboueMy MECTy Ha
00yJaromerocs, MoJAKIIOYCHHBIMA K JIOKATbHOM BBIYMCIUTEIBHOM ceTH U ceTh «HTepHeTY;

—  uctpuOyTHBBI IpOrpaMMHOT0 KoMIUIiekca Vipnet;
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—  Muctpubyrussl nporpammuoro komiuiekca InfoWatch TrafficMonitor

—  JluctpuOytuBbl LiNUX oneparioHHBIX CUCTEM;

—  JIucTpuOyTUBBI aHTUBUPYCHBIX TPOTPAMMHBIX KOMILIEKCOB;

—  Axanemuueckas noamnucka Office 365 Al mis npemnomaBareeii ¥ CTYCHTOB,;

—  IporpaMMHOE OOeCrieueHHUe: TUCTPUOYTUBBI ONEPAIMOHHBIX CHCTEM; IIPABOYHAS MPaBOBas

cucrema «I"apant»; [10 Oracle VirtualBox; antuBupycHas mporpamma;

— IlpukiagHoe mporpaMMHoOe obecrieueHne, B ToM uucie: Akagemuueckas noanucka Office
365 Al nns npenopaBaresneil U CTy€HTOB;
becratnoe I10: LibreOffice - oducHbIi makeT ¢ OTKPBITHIM UCXOIHBIM KOJIOM,
SIBIISIONIUICS OTBEeTBIIeHUEM OT mpoekTa OpenOffice.org u mpeTeHyOMUNA Ha POJIb
OecrutaTHOM albTEepHATHBHI MakeTy oUCHBIX mpuwioxkennit Microsoft Office. B cocras
IIPOrpaMMbl BXOJST TEKCTOBBIN penakrop Writer, Tabmuunblii mpoueccop Calc, mactep
npe3eHTanuii Impress, BekTopHbIi rpaduueckuii penakrop Draw, pexaktop ¢popmyn Math u
MoyJb yrpaBieHus 6a3zamu nanHbix Base; GIMP - cBo6oHO pacnipocTpaHsiemMblii
pacTpoBbIii rpaduyecKuil peaKTop, mporpamma Jiisl co3/1aHusi U 00pabOTKH pacTpOBOA
rpaduKy ¥ YaCTUYHOH MOAIEPKKONU pabOThI ¢ BEKTOPHOH rpadukoii (Anamor Adobe
Photoshop); Inkscape - CBoOo1HO pacripocTpaHsieMblii BEKTOPHBIH rpagUYeCcKuil peakTop,
yo0eH JUTsl CO3AaHUs KaK XYI0KECTBEHHBIX, TAK U TEXHUYECKUX WILTIOCTPAIUii. (aHajIor
Adobe Illustrator, Corel Draw u MicrosoftVisio)

—  chmenuanu3upoBaHHOE mporpammuoe obecrneuenue: EclipselDEforJavaEEDevelopers,
NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition, MicrosoftVisioProfessional,
MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (na nmpaBax
cereBoit akagemun Cisco), Oracle VirtualBox, ITaker All Products Pack IDE ot JetBrains
(AkameMuuecKast JTUICH3HS).

— IporpaMMHbIE U IPOrpaMMHO-aINapaTHbIE CpeACcTBa OOHapyKeHus BropxeHuil (Secret Net
Studio);

—  CpenacTBa YHHUUTOXKEHMsI OCTaTOYHON MH(OPMAIUK B 3aIIOMHHAIONIMX ycTpoiicTBax: [10
HU3KOYPOBHEBOTO (hOpMaTHPOBAHUS HHPOPMALIUY;

—  YcranoBounsle komiiekTsl Secret Net Studio, Secret Net LSP u vGate ¢ Habopom yueOHbIX
auneH3ui Ha 3 roja GecriaTHO JUIsl pa3BepThIBAHUS B yUeOHOM Kiacce;

— BbIxon B 31€KTpOHHO-WH(DOPMAIIMOHHYIO 00pa30BaTEIbHYIO Cpeny Kojuiemka (TMOopsaoK
noctyna k oanemeHTaM OWOC u otraenbHbIM WHGOPMAIMOHHBIM 0a3aM M CHCTEMaM):
https://moodle.yakit.ru

3.2. UudopmanmonHoe obecriedeHre 00y4eHus
3.2.1. OCHOBHBIE NT€YATHBIE UICTOYHUKH

1. Cucrtembl yIpaBJICHHS TEXHOJOTHYCCKHUMH TIporeccaMd W WHGOPMAIMOHHBIE
TEXHOJIOTHH : y4eOHOe Tmocobue It  CpeaHero mnpodecCHOHAIBHOrO  0Opa3oBaHwus /
B. B. Tponerko, B. K. ®enopo, A. U. 3a0ynckuii, B. B. KomennanToB. — 2-¢ u3M., UCHp. U
morm. —  MockBa: UzmarensctBo  FOpaiir, 2022.— 136c¢c.— (IlpodeccuonansHoe
obpaszoBanue). — ISBN 978-5-534-09939-3. — Tekcr : snexkrponHblii // OOpazoBaTenbHas
iatdopma IOpaiit [caiir]. — URL: Uhttps://urait.ru/bcode/493021U
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2. Cucrembl YOpaBICHHS TEXHOJOTHYECKUMH TMpOIeccaMd H  WH(GOPMAIMOHHBIE
TEXHOJIOTHH : y4eOHOe Toco0ue Uil CpPeaHero mNpoQecCHOHATBHOrO  0Opa3oBaHwUs /
B. B. Tpouenko, B. K. ®enopos, A. . 3a0yackuii, B. B. KomenganroB. — 2-e u3n., ucmp.
morm. —  MockBa: HzmarensctBo  FOpaiir, 2022. — 136c¢c.—  (IlpodeccuonansHoe
obpaszoBanue). — ISBN 978-5-534-09939-3. — Tekcr : snexkrponnslii // OOpazoBaTenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/493021U

3. TocreB, U. M. OmnepanvioHHBIC CHUCTEMBI . Y4COHUK WU TMPAKTUKYM JUJISI CPEIHETO
npodeccuonaibHoro oo6paszoanusi/ M. M. 'octeB. — 2-¢ wu3m., ucnp. U jgom. — MockBa :
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4. KOHTPOJIb 1 OUEHKA PE3VYJIbTATOB OCBOEHUA
[TPOPECCHUOHAJIBHOI'O MO VYJIA

Kon u HaumeHoBaHue
npodecCHOHABLHBIX U
OOIIMX KOMITETEHIUH,
(dhopMupyeMbIe B paMKax
MOTYJISI

Kpurepuu onenku

MeTtoIbl OLICHKH

[IK 1.1. IIpousBoautsb
YCTaHOBKY ¥ HACTPOUKY
KOMITOHEHTOB
aBTOMATU3HPOBAHHBIX
(MHMOPMAITMOHHBIX )
CHCTEM B 3aIllUIICHHOM
WCIIOJTHEHUH B

JleMOHCTpHUpOBATh yMEHUs
YCTaHOBKH U HaCTPOWMKHU
KOMITOHEHTOB
ABTOMATU3HPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM
B 3aI[UIIICHHOM UCTIOJHEHHUH
B COOTBETCTBHUH C

TECTUPOBAHUE,

IK3aMeH
KBaJIM(DUKALIMOHHBIN,

IKCIIEPTHOE HAOIIOICHHE
BBITTOJIHEHUS TA00PaTOPHBIX
pabor,

CHUCTEMBI B 3allTMIIICHHOM
HUCITIOJTHCHHUH.

CHUCTEMBI B 3allTMIIICHHOM
HUCITOJTHCHUH

COOTBETCTBUU C TpeOOBaHUSIMU
TpeOOBaHUAMU JKCIUTyaTallMOHHOU SKCIIEPTHOE HAOIIOICHUE
JKCIUTyaTalMOHHOU TOKYMCHTaIIUH BBIIIOJIHCHUS IIPAKTUICCKUX
JOKYMEHTAIUH. pabor,
OIICHKA peIICHUs
CUTYallMOHHBIX 3a/1a4,
OILIEHKA Ipoliecca U
pE3yJIbTaTOB BBIIIOJIHEHUS
BUJIOB pabOT Ha MPAKTHKE
IK 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,
AJIMUHUCTPUPOBATH MIPaKTUYECKOIO OTbITa
JK3aMEH
MIPOrpaMMHBIE U aJIMMHHUCTPUPOBAHUS .
KBaJIM(DUKAIIMOHHBIM,
MIPOrpaMMHO- MIPOrpPaMMHBIX U
anmnapaTHble MIPOrpaMMHO-aIIAPaTHBIX JKCTIEPTHOE HAGI0IeHHeE
KOMITOHEHTHI KOMITOHEHTOB BBITTOJTHEHUS 1a00PaTOPHBIX
aBTOMATHU3UPOBAaHHOU aBTOMATHU3UPOBAHHON pabor,
(nH(pOPMAITOHHOI) (MH(pOPMAITMOHHOI)

SKCIIEPTHOE HAOIOICHHE
BBHITIOJTHEHUS MPAKTUYECKUX
pabor,

OIICHKA PCIICHUA
CUTYallMOHHBIX 3a/1a4,

OIICHKA MMpoueccca u
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IIK 1.3. ObecnieunBaTh
OecniepeboitHyI0 paboTy
aBTOMATH3MPOBAHHBIX
(MH(pOpPMAIIMOHHBIX)
CHCTEM B 3aIUIIIEHHOM
WCTIOJTHCHUH B
COOTBETCTBUH C
TpeOOBaHUSIMH
AKCILTYaTallMOHHOU
JOKYMCHTAIHH.

IIpoBenenue nepeuns padboT
110 00ecreyeHuIo
OecriepeOoiiHOM paboThI
aBTOMATH3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEM
B 3alMIIIEHHOM HCIIOJHEHUN
B COOTBETCTBUHU C
TpeOOBAHUAMU
9KCIUTyaTallMOHHON
JOKYMEHTalu1

TECTUPOBAHUC,

SK3aMeH
KBaTM(UKAITMOHHBIHN,

IKCIEPTHOE HAOIIOICHHE
BBINOJIHEHUS J1TA00PAaTOPHBIX
pabor,

IKCIEPTHOE HAOIIOICHHE
BBITOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKAa PCIICHUA
CUTYAallMOHHBIX 3a/1a4,

OIICHKA IIponecca u
PE3YIbTATOB BBIITIOJIHCHUA
BUI0B pa60T Ha IIPAKTHUKE

IIK 1.4. OcymiecTBisaTh
MIPOBEPKY TEXHUUECKOTO
COCTOSIHUSI, TEXHUYECKOE
oOcCiTyKMUBaHUE U
TEKYIIUHA PEMOHT,
YCTPaHATH OTKA3bI U
BOCCTaHaBIINBATh
paboTocrnocoOHOCTh
aBTOMAaTH3UPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CHCTEM B 3all[UIIIEHHOM
UCTIOJTHEHUH.

[TposBSTE 3HAHUS U
YMEHHUSI B IPOBEPKE
TEXHUUYECKOTO COCTOSIHUSI,
MIPOBEJICHUU TEKYIIIETO
PEMOHTA ¥ TEXHUYIECKOTO
oOcy>)kuBaHUs, B
YCTpaHEHUU OTKA30B H
BOCCTaHOBIICHUH
paboTocmnocoOHOCTH
aBTOMATH3UPOBAHHBIX
(MH(pOPMAITMOHHBIX ) CHCTEM
B 3aI[UIIICHHOM UCTIOJTHEHHUH

TECTUPOBAHUC,

JK3aMeH
KBaJTU(DUKAIIMOHHBIN,

IKCIIEPTHOE HAOII0ICHNE
BBITIOJTHEHUS JTA0OPATOPHBIX
paoor,

IKCIIEPTHOE HAOII0ICHNE
BBIMOJIHEHUS TPAKTHUECKUX
paoor,

OIICHKA pelIeHUs
CUTYaIlMOHHBIX 33]ad,

OILICHKA IIponecca u
PE3YIbTAaTOB BBIIIOJTHCHUA
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