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1. TIACIIOPT PABOYEM ITPOTPAMMBI VYEBHOT'O TTIPO®ECCHOHAJILHOTO
MOVJIS

IIM.02 BAIMMTA THOOPMAILIMHU B ABTOMATHU3MPOBAHHBIX CUCTEMAX
I[TPOT'PAMMHBLIMU U ITPOITPAMMHO-AIIITAPATHBIMU CPEACTBAMU

1.1. lens u mnanupyemble pe3yabTaThl OCBOSHUS MPO(HECCHOHATLHOTO MOIYJIS

1.1.1.B pe3ynbraTe u3ydeHus: npoheCCUOHATHFHOTO MOIYJIS CTYICHT JIOJDKEH OCBOUTH BUJT
NESITeTbHOCTH 3aIuTa HHPOPMAIIUU B aBTOMATU3HUPOBAHHBIX CUCTEMAaX IMPOTPAMMHBIMH U
POTPaMMHO-aIapaTHBIMKU CPEIICTBAMU U COOTBETCTBYIOIIHME €My PO ECCUOHATBHBIE
KOMITCTCHIIHH:

[1IK 2.1. OcymecTBasTh yCTAHOBKY M HACTPOMKY OT/IEIbHBIX IPOTPAMMHBIX, IPOTPAMMHO-
anmapaTHbIX CPEJCTB 3alIUThl HHPOPMAIUH.

I1K 2.2. ObecneunBarh 3alIUTy UHPOPMALIMKY B aBTOMAaTU3UPOBAHHBIX CUCTEMAX OT/IEIbHBIMU
IPOTrpaMMHBIMHU, IIPOTPAMMHO-ANNAPATHBIMU CPEJICTBAMHU.

1K 2.3. OcymmecTBiaTh TeCTUpOBaHUE (DYHKIMIA OTJEIBHBIX MPOTPAMMHBIX U IIPOTPAMMHO-
anmapaTHbBIX CPEACTB 3alIUTHI HH(OPMAIIHH.

[1K 2.4. OcymiecTBasTh 00pabOTKy, XpaHEHHUE U Tiepeaady nHPOpMaIui OrpaHUYEHHOTO JOCTYTIA.

[1K 2.5. YauuToXaTh HHPOPMAIUIO U HOCUTENH HH(OPMALIUU C UCTIOIb30BAaHUEM ITPOTrPAMMHBIX U
IIPOrpaMMHO-ANIAPATHBIX CPEICTB.

1K 2.6. OcymiecTBIsTh pErucTpalnio OCHOBHBIX COOBITUI B aBTOMATU3HPOBAHHBIX
(MHOPMAaIMOHHBIX) CUCTEMAX, B TOM YHUCJIE C UCIOIb30BaHUEM NIPOTPAMMHBIX U IPOTPAMMHO-
anmnapaTHbIX CPEICTB OOHAPYKEHHUS, IPEIYNPEXKACHUS U JIMKBUAALNN TOCIEACTBUN
KOMIIBIOTEPHBIX aTakK.

OO01Me KOMIIETEHIINN

OK 01.Bp10upats cioco0sl perieHus 3a1ad npo(eccHoHAIbHON JesITeIbHOCTH, TPUMEHUTENBHO K
Pa3INYHBIM KOHTEKCTAM.

OK 02.0OcymiecTBasTh MOUCK, aHATU3 U UHTEPIIPETALNIO HH(OpMAIH, HEOOXOIUMOM JUIst
BBITOJIHEHUS 3a]1a4 PO ECCHOHATIBHOMN 1EATEIIbHOCTH.

OK 03.I1nanupoBaTh U peaqn30BbIBaTh COOCTBEHHOE MPOPECCHOHATBLHOE U TMYHOCTHOE Pa3BUTHE.

OK 04. PaGoTath B KOJUIEKTHBE U KOMaH/e, 3()()EKTUBHO B3aUMOEICTBOBATH C KOJJIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 05.0cymecTBisITh YCTHYIO M TUCBMEHHYIO KOMMYHHUKAIIUIO HA TOCYJITAPCTBEHHOM S3BIKE C
Y4€TOM 0COOEHHOCTEN COLIMATIBLHOTO U KYJIBTYPHOTO KOHTEKCTA.



OK 06.I1posBISITh TpaKIAHCKO-MTATPUOTUYECKYIO MTO3UINIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBCACHHUEC HA OCHOBC TpaJAUIIUOHHBIX OGH.IC‘-IGJIOBG‘IGCKI/IX HCHHOCTGI\/JI, IMPUMCHATH CTaHAAPThL
AHTUKOPPYIIMOHHOTO IIOBEAECHUA.

OK 07.CopelicTBOBAaTh COXpAaHEHUIO OKPYKAIOIIEH Cpebl, pecypcocOepexeHnto, 3PPeKTHBHO
JICICTBOBATH B UPE3BBIYAUHBIX CUTYaLUsX.

OK 08.HMcnons3oBath cpeacTBa puU3nUECKOr KyIbTYPhI Il COXPAHEHHUS U YKPETUICHHS 3/I0POBbsI B
nporecce MpoPecCHOHANTBHON JAEITeTFHOCTH U MOAICPKaHUs He0OX0IUMOT0 YPOBHS (PU3HUECKON
MOATOTOBJICHHOCTH.

OK 09. Hcnonb3oBaTh HHGOPMAITMOHHBIC TEXHOJOTHH B MPO(HECCUOHATBLHON eATEIbHOCTH.

OK 10. ITonp3oBaThcs mpohecCHOHATBHOM JOKYMEHTAIMEeH Ha TOCYy1apCTBEHHOM U MHOCTPAHHOM

SI3BIKAX.

JIIK 5.3. PazpaboTka mpornenypsl IpoBepKH pabOoTOCIIOCOOHOCTH ITPOTPAMMHOTO
obecreueHus

AIIK 5.4. SI3bIKH, YyTUIIMTHI U CPEIbI IPOTPAMMHPOBAHUS, H CPEICTBA TAKETHOTO BBHITTOTHCHHUS
npoucayp

1.1.3. B pe3ynbTaTe ocCBOCHHS MPOPECCHOHATEHOTO MOYJIS CTYACHT JOJIKCH:
HMeTh npakTU4EeCKUI OIIBIT:

-YCTaHOBKH, HACTPOWKH MTPOTrPAMMHBIX CPEJICTB 3aLUThl HH(OPMaLMK B aBTOMATU3UPOBAHHON
CUCTEME;

-o0ecreueHus 3aIlUThl ABTOHOMHBIX AaBTOMATU3UPOBAHHBIX CUCTEM ITPOTPAMMHBIMHU U
MporpaMMHO-aImnapaTHbIMu CPEACTBAMU,

-TCCTUPOBAHU (I)YHKI_II/II\/'I, ANAarHoCTUKa, YCTpaHCHUA OTKA30B U BOCCTAHOBJICHUA
pa6OTOCHOCO6HOCTI/I MMPOrpaMMHELIX U IPOIpaMMHO-AIIIAPATHBIX CPEACTB 3allIUThL I/IH(l)OpMaI_II/II/I;

-pClICHUd 3a1a4 3allIUTEI OT HCI[ K I/IH(l)OpMaLII/II/I OrpaHUYCHHOI'0 AOCTYIIa C TOMOIIbBIO
MMPpOrpaMMHBIX U IPOIpaMMHO-AMIIaPATHBIX CPEACTB 3alIUThL I/IH(I)OpMaI_II/II/I;

-IIPUMCHCHUA BHGKTpOHHOﬁ noATnurcCH, CHMMETPUYHBIX H ACUMMCETPHUYHBIX KpI/IHTOFpa(bI/I‘-ICCKI/IX
AJITOPUTMOB U CPCACTB I.HPI(I)pOBaHI/ISI JaHHBIX

-yuéra, 00pabOTKH, XpaHEHUs U Nepeaadd MHGOpMaIiH, 111 KOTOPOH YCTaHOBIIEH PEXKUM
KOH(HIEHIINATLHOCTH;

-paboThI C IOJICUCTEMAMH PErHCTpaIK COOBITHIA;
-BBISIBJIEHUS COOBITHI U MHIMAECHTOB 0€30M1aCHOCTH B aBTOMAaTU3UPOBAHHOM cHUCTEME.
JOJKEH YMETh:

-yCTaHaBJIMBATh, HACTPANUBATh, IPUMEHATH IPOTPAMMHBIE U TPOTPAMMHO-AIApaTHBIE CPEICTBA
3alUTh MH)OpMAIIH;



-yCTaHaBJIMBATb U HACTpauBaThb CPCACTBA aHTI/IBI/Ip}ICHOI\/'I 3alllUTHI B COOTBETCTBHUU C
MNpEaABABIACMBIMU Tpe6OBaHI/ISIMI/I;

-IUarHOCTUPOBATh, YCTPAHATh OTKa3bl, 0OecreunBaTh pabOTOCIIOCOOHOCTh U TECTUPOBATh
(GyHKINY TPOrpaMMHO-ANIapaTHBIX CPEACTB 3alUTHl HH(POPMAILIUH;

-IIPUMEHSATH IPOTPaMMHBIC U IIPOTPaMMHO-aIIapaTHbIC CPEICTBA I 3alIUThl HHPOPMAIUU B
0a3zax JaHHBIX;

-[IPOBEPSITH BBIMOJIHEHUE TPEOOBAHUH 110 3aIUTe HHPOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA TPH ATTECTAIUN 00BEKTOB MH(POPMATHU3ALIUY 110 TPEOOBAHHUSIM OE30MAaCHOCTH
nHpopMmanuu;

-IIPUMCHSATDH MaTeMaTHYeCKUH alrapar J1JId BbIIIOJIHCHUA KpI/IHTOl"pa(I)I/I‘ICCKI/IX Hp606pa3OBaHHﬁ;

-~UCII0JIb30BATb TUIIOBLIC ITPOI'PAMMHLIC KpI/IHTOFpa(bI/I‘leCKI/IC CpeacTBa, B TOM YUCIIC SJICKTPOHHYIO
HOoAIHNCH,

-IPUMEHSATH CPEICTBA TAPAHTUPOBAHHOTO YHHUTOXKEHHS HH(POPMAIINH;

-yCTaHaBJIMBATh, HACTPANBATh, IPUMEHSTH MPOTPAMMHBIE U TPOTPAMMHO-AIAPaTHBIE CPEICTBA
3aIUThl HHQOpPMAIHH;

-OCYIIECTBIJISITh MOHUTOPUHT M PETUCTPALINIO CBEJICHUN, HEOOXOAMMBIX JIs 3aIlIUTHl OO BEKTOB
uH(pOpMaTU3aIKK, B TOM YHCIIE C UCIIOJIH30BAHUEM MTPOTPAMMHBIX U MPOTPAMMHO-aIMapaTHBIX
CPENCTB OOHAPYKEHUS, IPEAYNPEKACHUS U JIUKBUIAIIUN TTOCIIEICTBUI KOMIBIOTEPHBIX aTaK.

JOOJIKEH 3HaTh.

-0COOEHHOCTHU U CIIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U MTPOTPAMMHO-AMIAPATHBIX CPEACTB
3aIUTHl HH()OPMAIIMHU, B TOM YKCIIE, B ONIEPAIIMOHHBIX CUCTEMAaX, KOMITBIOTEPHBIX CETsIX, 0a3zax
JTaHHBIX;

-METO/Ibl TECTUPOBAHUS (PYHKIMI OT/IEIBHBIX MPOrPAMMHBIX U POrPAaMMHO-aNapaTHBIX CPEACTB
3alUThl HH(GOPMALIUK;

-~TUTIOBBIE MOJIEJIH YIIPABIIEHUS JIOCTYIIOM, CPEJCTB, METOAOB U MPOTOKOJIOB UACHTHU(PHUKAIIMU U
ayTeHTU(UKaLNY;

-OCHOBHBIE TIOHATHS KpUNTOrpauu U TUIIOBBIX KPUNTOIPAaPUUIECKUX METOJIOB U CPEJICTB 3AILUTHI
uHpOpMaINH;

-0COOCHHOCTH U CIIOCOOBI MPUMEHEHHS TPOrPAMMHBIX U IIPOTrPaMMHO-ANIapaTHBIX CPEACTB
rapaHTHUPOBAHHOTO YHUUTOXXEHUS HH(OopMaIuuy;

-TUTIOBBIE CPEJICTBA U METObI BEJCHHS ayAUTa, CPEICTB M CIIOCOOOB 3aIIUTH HHPOPMAIIUH B
JIOKAJIbHBIX BBIYMCIUTEIIBHBIX CETSIX, CPEICTB 3aIUTHI OT HECAHKLIMOHUPOBAHHOTO TOCTYTIA.

1.2. KonndecTBO 4acoB, OTBOJUMOE Ha OCBOCHHE MPOGECCHOHATHHOTO MOTYJIS



Bcero 900 gacoB, 13 HUX
Ha ocBoeHne MJIK — 786 JacoB, B TOM 4mcCIIC
Ha IPOMEXyTOUHYIO0 arrectanuto mo MJIK — 6 yacos,

Ha npakTuku — 108 yacos



2. CTPYKTYPA N COAEPXXAHME YYEBHOI'O ITPO®ECCHUOHAJIBHOI'O MOAYJIA

2.1. Ctpykrypa npodeccuonanpHoro moayis [IM.02 3amura nadopmauu B aBTOMaTH3UPOBAHHBIX
CUCTeMaxX IPOrpaMMHBIMH U IPOrPaMMHO-AMNIAPATHBIMU CPEICTBAMU

O06wem npodeccroHaIbHOTO MOTYJIs, Yac.
06 MJIK
Obne yuerie no MJIK, 5 ITpakTuku
M qac.
Konapr
npodec 0bpas B TOM 4HUCIIE
CII/:OHaJ'H: HaumenoBanus OBa-
eI pasnenon TEINbH Kypco npomssozc | CaMocTo
npodeccuoHanpHOro | O BCET Bast y1eb TBEHHAs A
o0Immx naboparo Has
MOYJIst npor | 9 pabot npakTuka, | TC/IbHAA
KOMH?T pavy PHBIX U . IIPaKT paGota
SHITHIA 4aco | MpakTuye HKa. | 9acom
o B CKHX (poex :
4acoB
qac. Y
3aHATHUH ’
4acoB
[IK 2.1 | Pazgen 1 monyis.
- [Ipumenenue
I1IK 2.6
HPOTPAMMEIBIX 1 210 | 210 |60 26 2 |- 20
IPOTPaMMHO-
OK 1-
amrmapaTHbIX CPEACTB
OK 10
3aIuThl HHQOpMaLUU
I[IK 2.4 | Paznen 2 momyns.
IIpumeHeHne
OK 1- kpunrorpapudeckux | 236 | 236 | 90 - - - 48
OK 10
CPEZCTB 3aLIUThI
uHpOpMaLuu
[IK 2.4 | Paznen 3 momyns.
Pazpab
OK 1. | oPevotka 340 [340 | 120 - _ _ 100
IPOTPaMMHOTO
OK 10
obecrieueHus
VYyeOHast mpakTUKa 36 36
IIpousBoacTBeHHAs
IpakTUKa (1o
npouIIIo
CIEIUAIBbHOCTH), 72 72 —
4acoB (ecnu
IpeayCMOTpEHa
UTOTOBast
(KOHLIEHTPUPOBaHHAs)




MpaKTUKa)

IIpomexyTouHas
aTrecTanus

DK3aMeH 1o
npodecCHOHATTLHOMY
MO/TYJTEO

Bcero:

900

786

270

26

36

72

168




2.2. TemaTudeckuii 1j1aH U coaiepkanue npodeccuonaabHoro moayis (ITM)

HaumenoBanue
pa3zienos
Copaeprxanue yue0HOro MaTepuaJa,
npogdeccuoHa b
JabopaTopHble padoThl M MPAKTHYECKHE
HOI'0 MOJYJIfl O06bem yacoB Yposennb
3aHSITHS, CAMOCTOSITEJIbHAsSI padoTa
(IIM), OCBOEHMSI
o0yuaronierocsi, Kypconasi pabora
MesKIMCIHIIIUH
(mpoexT)
apHBIX KyPCOB
(MIK) u Tem
1 2 3 4
Paznen 1 moayas. [IpuMeHeHHe NPOrPaAMMHBIX U 210
NPOrpaMMHO-aNNAPATHBIX CPEACTB 3aIIUTHI HHpOPMALUM
MJK.02.01. IlporpaMMHBbIe ¥ TPOrPaAMMHO-ANNAPATHBIE 210
cpelacTBa 3alUTHI HHpopMauu
Pa3nen 1. OcHOBHBIE NPUMHUMIIBI MPOTPAMMHON U 41
MPOrPAMMHO-ANNAPATHOM 3a1IUTHI HH(OPMALUH
Tema 1. IIpenmer 5 3a7a41 NIPOrpaMMHO-
IIpenmer u anmapaTHON 3aIuThl HHQOPMAaLUU
3a1a4n OcHoBHbIE MOHATHS MIPOTPaMMHO-
IpOrpaMMHO- anmapaTHOU 3aIuThl HHQOPMaLuu
amnmapaTHOH Knaccudukammss MeTomoB W CpPeACTB 5
3aIIUTHI MPOTPaMMHO-AIIapaTHON 3aIIUTHI
uHQOpMAITUH HHpOpPMAITUH
Tema 2. HopmaTuBHBIE IPAaBOBBIE AKTHI,
CranzpapTsl HOPMAaTUBHBIE METOJMYECKHE JTOKYMEHTBHI,
Oe3omacHoCTH B COCTaB KOTOPBIX BXOJAT TpeOOBaHUS U 5
PEKOMEHIAINH 110 3aIIuTe HHPOPMALUH
MPOTPaMMHBIMHU M IPOTPAMMHO-
anmapaTtHbIMU cpeficTBaMu. [Tpodumu
3alIUTHl IPOrPaMMHBIX U IPOrPaMMHO-
anrmapaTHbIX CPeCTB (MEXKCETEBBIX
9KPaHOB, CPEACTB KOHTPOJISI ChEMHBIX
MAaIlIMHHBIX HOCHTENel HHOopMaIny,
CPEICTB IOBEPEHHOU 3arpy3KHu, CPEACTB
AQHTUBUPYCHOMW 3aIINTHI)
CranaapThl 110 3aIUTe HHPOPMAIIUH, B
COCTaB KOTOPBIX BXOJSAT TPeOOBaHUS U
PEKOMEHIAINH 110 3aIIuTe HHPOPMAaLUH
MPOTPaMMHBIMHU M IPOTPAMMHO-
anmapaTHBIMHU CPEJICTBAMH.
IIpakTHyeckue 3aHATHSA 10

O030p HOPMATHBHBIX IPABOBBIX aKTOB,
HOPMAaTUBHBIX METOJMYECKUX JOKYMEHTOB
uHbopMaIK, B
BXOJIST TpeOOBaHUSL u

IO  3alIuTe
KOTOPBIX

cocTan

PCKOMCHAAIMHU 110 3allUuTe I/IH(l)OpMaLII/II/I

10




MPOrPaMMHBIMA u MPOrpaMMHO-
amnmapaTHeIMU cpeficTBamMu.  Pabota ¢
COJIep)KaHUEM HOPMATHBHBIX  IPABOBBIX
aktoB. O030p cranmaptoB. Paborta ¢
coJiep>kaHueM CTaHIAPTOB

Tema 3.
SanumnicHHas
aBTOMATHU3UPOBAH
Has cCUCTeMa

ABToMmaTtu3anus nporecca 00paboTku
nHpOopMaIuu.

[TonsiTHE aBTOMATU3UPOBAHHON CUCTEMBI.
Oco0eHHOCTH aBTOMAaTH3UPOBAHHBIX
CUCTEM B 3alUIIEHHOM HCTIOJTHEHUU.
OcHosuble Buasl AC B 3aIUIIEHHOM
WCTIOJTHEHHH.

Mertoap! co3ganusi 6€30MMaCHBIX CUCTEM
Meroaonorust IpOeKTUPOBAHUS
rapaHTHPOBAaHHO 3aIuIeHHbIX KC
JuckpenmoHHble MOIEIN

MaHjaTHble MOAEIH

IIpakTH4Yeckoe 3aHATHE

Yder, 00paboTKa, XpaHCHHE U Mepeaada
nH(popmaruu B AUC

OrpaHudeHue I0CTyIa Ha BXOJ B CUCTEMY.
Wnentndukanus u ayTeHTUDUKAIHS
II0JIb30BaTeICH

Pazrpannuenue noctyna

Perucrpamus cobprTuii (ayaur).
YnpapiieHUE MOJIUTUKOM O€30IMaCHOCTH.
[11a610HEBI O€30MMaCHOCTH

YHUUTOKEHUE OCTATOYHON UH(DOPMAIIHH.
KoHTpoib 11€710CTHOCTH TaHHBIX

Tewma 4.
JecTabunmupyro
1ee BO3ACHCTBHUE
Ha 00BEKTHI
3AIIUTHI

Hcrounnku JIeCTaOITN3UPYIOIETO
BO3/IEHCTBHS HA OOBEKTHI 3AIIHUTHI
CriocoObl BO3/ICHCTBYSI HA UHPOPMAITHIO
[Ipuaunsb! U ycnoBus
JiecTaOMITM3UPYIONIETO BO3IEHCTBUS Ha
nH(OPMAITHIO

Temaruka NpakTHYECKUX 3aHATHH U
J1a00PaTOPHBIX padboT

Pacnpenenenue kaHaJIOB B COOTBETCTBHU C
HUCTOYHUKAMH BO3ACHUCTBHSI HA
nH(OPMAITHIO

IIpakTHYeckue 3aHATHS

Pacnpenenenue kKaHajloB B COOTBETCTBUHU C
HMCTOYHHKAMHU BO3JIEHCTBHA Ha
nHPOPMALIHIO.

Tema 5.
IIpunuumne
MIPOrpaMMHO-
arnmapaTHou
3aLUTHI

IToHsATHE HECAHKLIMOHUPOBAHHOTO AOCTYIIA
K HHpOpMaIH

OCHOBHBIE TOAXO/IBI K 3aIUTE
nHpopmaruu ot HCJI

Opranuzanust Joctyna K daitnam,

11




UHQOPMaIIH OT
HECAHKIIMOHUPOB
aHHOTO JI0CTyINa
OpraHM3aINu

KOHTPOJIb JOCTYIA U pa3rpaHUYCHUE
JOCTyTIa, HEPAPXUUCCKHUI TOCTYII K
¢aitnam. @ukcanus goctyna K daitnam
JlocTyTl K TaHHBIM CO CTOPOHBI ITPOIIecca
Oco0eHHOCTH 3alIUThI JAHHBIX OT
n3menenus. Llugposanue.

IIpakTH4Yeckue 3aHATHS
Opranuzanust JocTyna K daitnam
O3HaKOMJIEHHE C COBPEMEHHBIMH
MPOTPaMMHBIMU U IPOTPAMMHO-
anmapaTHBIMH CPEICTBAMH 3aIIUTHI OT
HCJQ

Paszgen 2. 3amura
CHCTEM

ABTOHOMHBIX aBTOMAaTU3HPOBAHHBIX

51

Tema 1. OcHOBEI
3aIIUThI
aBTOHOMHBIX
aBTOMaTI/I3I/IpOBaH
HBIX CUCTEM

Pa6ora aBToHOMHO# AC B 3aIIUIIIEHHOM
pexKHuMe

Anroputwm 3arpy3ku OC. llltaTtHbie
Cp€ACTBa 3aMbIKaHUA CPEAbL

Pacmmpenue BIOS kak cpenctBo
3aMBIKaHUS TIPOTPAMMHOM CpeJIbI

Cucrembl THIIA DIEKTPOHHBIN 3aMOK. D3 ¢
MTPOBEPKOI IEIOCTHOCTHU MPOTPAMMHO
cpensl. Ilorsatue AM/I3 (moBepenHas
3arpysKa)

[IpumeneHne 3aKiagoK, HAPABICHHBIX Ha
3¢ (EeKTUBHOCTH

CHHKCHHUC CpCACTB,

3aMbIKAOIHUX Cpeay.

Tema 2. 3amura
porpamMmm OT
U3yUYCHUS

Uzyuenne u 00paTHOE NPOESKTUPOBAHNE
o

CniocoOr1 uzyuenus 110: cratuueckoe u
JUHAMHYECKOE U3YUEeHHUE

3amayn 3amuThl OT U3YYEHHUS U CIIOCOOBI
UX peLIeHus

3amuTa OT OTJIAJKH.

3ammra oT 1u3acceMOIUpOBaHUs

3ammra OT TPACCUPOBKH 110 PEPHIBAHUSM.

Tema 3.

Bpenonocnoe
pOrpaMMHOE
obecreueHne

BpenonocHoe nporpaMMHoe obecrieueHue
KakK 0CcoOBIi BUJ pa3pyLIarOIIX
BO3EHCTBUI

Kiraccuduxkarvs Bpe10HOCHOTO
nporpaMMHoro obecrieueHus. Cxema
3apakenus. CpejcTBa HeHTpaTu3auu
BpenonocHoro [10. [Ipodunakruka
3apaKeHUs

[Mowck clieloB aKTUBHOCTH BPEIOHOCHOTO
[1O. Peectp Windows. OCHOBHEIEC BETKH,
cozepkarue HHHOPMAITHIO O
BpenonocHoMm [10. JIpyrue oObeKTHI,

12




coJieprKarire HHPOPMAIIHIO O
BpenonocHoM 110, daiiner prefetch.
Bor-uvetsr. [TpuHIUT (GYHKIIMOHUPOBAHMSL.
MeTtoap1 0OHApYKEHUS

Knaccudukarys aHTUBUPYCHBIX CPEJICTB.
CUrHaTypHBIN U IBPUCTUYCCKHIA aHAIIN3
3amuTa OT BUPYCOB B ""pydyHOM peknme"
OCHOBHBIE KOHLETIUU OCTPOCHUS CHCTEM
AQHTUBUPYCHOM 3allIUTHI HAa IPEATPHUSITHN

IIpakTHyeckne 3aHATUA

[IpumeneHust  cCpeaCTB  HMCCIIEIOBAHUS
peectpa Windows Ut HaXOXISHHUS CIEIOB
aKTUBHOCTHU BpenoHocHoro 110

IIpomexyTounas arrectanus mo MJ1K.02.01

Tewma 4. 3amura
IporpaMm u
JAaHHBIX OT
HECaHKI[MOHHUPOB
aHHOTO
KOMTUPOBAHUS

HecanknonupoBanHoe KOITUPOBaHHUE
nporpamm kak tun HCJJ

IOpunuueckue ACIEKTEHI
HECaHKIIMOHUPOBAHHOTO KOITUPOBAHUS

nporpamM. OOImee MOHATHE 3aIlIUTHl OT
KOIIMPOBAHMUS.

[Ipussska I1O k anmapaTHOMY OKPYKEHUIO
1 HOCHUTCIIAM

3alUTHRIE MEXAaHHU3MBl B COBPEMEHHOM
MPOTPaMMHOM OOECTIeYeHUH Ha TpUMEpe
MS Office

3alUTHEIE MEXaHU3Mbl B NPHIOKEHHAX
(ma  mpumepe  MSWord,  MSExcel,
MSPowerPoint)

IIpakTHyeckoe 3aHsITHE

3ammTa HHGOPMAIHH OT
HECaHKIIMOHUPOBAHHOTO KOMTMPOBAHUS C
UCIIOJIb30BAaHUEM CIICHIUATN3HPOBAHHBIX
MPOrPaMMHBIX CPEIICTB

3aluTHbIE MEXaHM3MBbI B TIPHIIOKEHHSX
(na npumepe MSWord, MSExcel,
MSPowerPoint)

Tewma 5. 3amura
UHpOpMAIUH Ha
MAIIIMHHBIX
HOCHUTEIIIX

[IpoGiiema 3aMTHI OTHYKIAEMBIX
KoMIoHeHnTos II19BM

MeTo/1p1 3a1UTh HHPOPMALIUK Ha
otuyxaaeMbix Hocutensx. Lludposanue.
CpencTBa BOCCTAaHOBIICHUS OCTATOYHOU
nHpopMmaruu. Co3laHue MOCEKTOPHBIX
obpazo HXKM/I.

[IpumMeneHue cpecTB BOCCTAaHOBICHHUS
0CTaTOYHOU WH(POPMAITIH B CYIEOHBIX
KPUMHHATUCTHICCKUX IKCIIEPTU3AX U TIPH
paccliieZIOBaHuN UHIIUJICHTOB.
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HopmartusHast 6a3a, JOKyMEHTHpPOBaHHE
pe3yIbpTaToOB

IIpakTH4Yeckoe 3aHATHE

[IpuMeneHue cpencTBa BOCCTAHOBICHUS
0CTaTOYHOW WH(OPMAIINH HA TIPUMEPE
Foremost unu ananora

[IpuMeHeHre crienuanu3upoOBaHHOIO
MIPOrPaMMHO CPEeJICTBA IS
BOCCTaHOBJICHUS YAaJCHHBIX (hailioB
IIpumeHneHue nporpamMm s
0€3BO3BPATHOTO yJaJIeHHsI JAHHBIX
[Ipumenenune mporpamm it (G POBaAHUS
JaHHbIX HA CbEMHBIX HOCUTCIIAX

Tema 6.
ArnmnapatHele
cpencTBa
UAeHTU(OUKAINN
u
ayTeHTU(PUKAITIU
MOJIb30BaTeICH

TpebOoBaHMA K armapaTHBIM CPEICTBaM
WACHTU(QHUKALNY U ayTeHTUDUKAIN
0JIb30BaTeNIel, IPUMEHSIEMbIM B O3 U
ATIM/13

Yerpotictea Touch Memory

Tema 7. Cucrembl
oOHapyKeHHS
aTak u
BTOP>KEHHI

COB u COA, otnuuusi B QyHKIHSAX.
OcHoBHbIe apxuTekTypsl COB.
Hcnons3oBanue ceteBbix cHU(D(EPOB B
kauectBe COB.

Amnmnapataelid komnoneHT COB.
[Iporpammusiii komnoneHT COB.
Mogenu cucteMsl OOHAPYKEHUS
BropkeHui, Knaccuduxarus cucrem
oOHapyxeHus BropkeHuit. OOHapyKeHHE
curHaryp. OGHapyXeHUe aHOMaJIUH.

Hpyrue metoap! 0OHapyKEeHUs BTOPKEHHI.

IIpakTH4eckoe 3ansITHE
MonenupoBaHne IPOBEICHHUS aTaKH.
N3ydeHne MHCTpYMEHTAJIBHBIX CPE/CTB
00HapYyKEHUS BTOPYKCHHIMA

Pasznen 3. 3amura

I/IH(I)OpMaIIHI/I B JTJOKAJIBbHBIX CETHAX

16

Tema 1. OcHOBEI
MTOCTPOEHUS
3aIIUIICHHBIX
cerei

Certu, paboTaromyie no TeXHOJIOTUU
KOMMYTaIlUH TTAaKETOB.

Crek mpotokonoB TCP/IP. OcobennocTr
MapIIpyTU3AIUH.

ITaTrHbIe cpecTBa 3aMUTH HHPOPMAITUH
creka npotokonos TCP/IP.

Cpenctpa uieHTHOUKAIIHA U
ayTeHTU(UKAIMY Ha Pa3HBIX YPOBHAX
nportokona TCP/IP, nocTtouHcTBa,
HEJOCTaTKH, OTpaHINYEHUSI.

Tema 2. Cpenctsa

Buptyanbnas yactHas cetb. DyHKINH,
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OpraHH3alnun
VPN

Ha3HA4YCHHE, PUHITUI IOCTPOCHUSL.
Kpunrorpadudeckue u
HEKpUNTOrpaduIecKre CpeaCTBa
opranuzanuu VPN.

CamocTrosiTenbHasi padorta

Ycrpoiicta, oOpa3yromue VPN.
KpunromapmpytuzaTop 1 KpunToQUIBTP.
Kpunropoytep. [lpuHuunme1, apxuTekTypa,
MOJIeTTh HapYIIUTENs, TOCTOMHCTBA 1
HEIOCTAaTKU

IIpakTH4Yeckoe 3aHATHE
PaszseptriBanne VPN

Pa3nea 4. 3amura

HHpopManuu B ceTsiX 001Iero A0CTyna

27

Tema
1.006¢ecmeueHne
0e301macHOCTH
MEXKCETEBOTO
B3aMMOCUCTBHS

MerTopl 3amuThl HHPOPMAIMY TIpU padoTte
B CeTsX 00IIero qocTyra.

MesxceteBble 3kpaHbl Trma firewall.
JocTOMHCTBA, HEIOCTATKH, Pealn3yeMble
MOJIMTUKK 0€301aCHOCTH

Ocuogubie Tumsl firewall.
CumMMeTpUYHbIE U HECUMMETPUYHbIE
firewall.

VYpogens 1. [TakeTHbIE PUIABTPHI
VYposens 2. @unpTpanus ciayx0, MTOHUCK
KITIOUEBBIX CJIOB B TeJIe MAKETOB Ha
CETEBOM ypOBHE.

10

CamocrosiTesibHasi padoTa

VYposens 3. Proxy-cepsepa NpHUKJIagHOTO
YpOBHS

OHOXOCTOBBIE U MYJITHXOCTOBEIC
firewall

OCHOBHBIE TUTIBI APXUTEKTYP
MYJBTUXOCTOBBIX firewall.

TpeboBaHus K KaXKIOMY XOCTY UCXO/S U3
APXHUTEKTYPHI M BHIMOIHICMBIX (YHKIHHA
TpeboBanus no cepTudukanu
MEKCETEBBIX IKPAHOB

Temaruka NpakTHYECKUX 3aHATHH U
nabopaTopHBIX padoT

10

l'[paRaneCKoe 3aHATHE

W3ydenue u cpaBHeHue apxurektyp Dual
Homed Host, Bastion Host, Perimetr.
N3yueHune pa3IuvHbIX CIIOCOO0OB 3aKPBITHS
"onacHbIX" IOPTOB

Pa3nea 5. 3amura

HHpopManuH B 0a3ax JaHHBIX

16

Tema 1. 3ammura
UHQOpMaIUH B
0Oa3ax JaHHBIX

OcHoBHBIE TUTIBI yTPo3. Mozenb
HapyIIATEIS

Cpenctpa upeHTHOUKAINHA U
ayTeHTHU(UKAIUHN. YTIPaBIeHHUE JOCTYIIOM
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CpencrBa KOHTPOJIS IIETOCTHOCTH
nH(popMaIuy B 6a3ax TaHHBIX

CpencTBa ayiuTa U KOHTPOJIS
0e30macHOCTH.

CamocrosiTenbHasi padorta
Kpurepun 3amumentoctr 6a3 JaHHBIX

[Ipumenenne KpunrorpaduaecKux CpecTB
3amuUThl HHpOpMaIHK B 0a3aX JaHHBIX

IIpakTH4Yeckue 3aHATHS

Nzyuenne mexannzmoB 3amutel CYBJ] MS
Access

W3yuyeHne mTaTHBIX CPEACTB 3aINUTHI
CYB MSSQL Server

Pa3znen 6. MOHUTOPUHT CHCTEM 3aALUTHI

31

Tema 1. [TonsTie n o6ocHOBaHNE HEOOXOAUMOCTH
MoHuTOpHHT UCTIONIH30BaHNSI MOHUTOPHHTA KaK
CHCTEM 3allUThl | HE0OXOAUMON KOMIOHEHTHI CUCTEMBI
3amuThl HTHPOPMAIHH

OcoOeHHOCTH (PUKCAIMU COOBITHH,
MOCTPOSHHBIX Ha PAa3HBIX IPHHIAIIAX: CETH
C KOMMYyTalUel coOeqUHEHUH, CETh ¢
koMMmyTanueit makeros, TCP/IP, X.25
Kraccuukanms oTciexnBaeMbIxX
coObITHL. OcOOEHHOCTH TIOCTPOSHHUS
CHCTEM MOHHUTOPHHIA

Hcroynnkn uHGOpMANK IS
MOHHUTOPHHTA: CETEBbIE MOHUTOPBI,
CTaTHCTHYECKUE XapaKTePUCTHKU Tpaduka
gepe3 M3, mpoBepka pecypcoB 00IIero
MOJIL30BaHUSI

Kraccugukanms ceTeBbIXx MOHUTOPOB
CucTeMsl yripaBleHHsT COOBITHAMHU
nHpopmanmonHoi 0ezonacHocTu (SIEM).
0630p SIEM-cuctem Ha MUPOBOM U
POCCHIICKOM pBIHKE

10

IIpakTH4eckoe 3ansITHE

N3yuenue 1 cCpaBHUTEIbHBIN aHAIN3
pacipoCTpaHEHHBIX CETEBBIX MOHUTOPOB
Ha npumepe RealSecure, SNORT, NFR
WM JPYTUX aHAJIOTOB

[IpoBenenue ayauta JIBC ceTeBbIM
CKaHEepOM

Tema 2. Nzydenune TpeboBaHuii 0 3amuTe
Uzyuenne mep nHPOPMALIMH, HE COCTABIIIOLICH
3aIUThI rocy/1apCTBEHHYIO TailHy. M3yueHue
uHGOpMAIUH B Metoamdeckux qokymeHToB @CTOK 1o
WHGOPMAITMOHHBI | MPUMEHEHHUIO MEp 3alTUThI

X CHCTEMAX HpaRTI/I‘leCKOQ 3aHATHC
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Br16op Mep 3amuThl HHGOPMAIHH I UX
peanu3anuy B THPOPMAIIMOHHOHN CHCTEME.
Br100p COOTBETCTBYIONUX MIPOTPAMMHBIX U
MIPOrpaMMHO-aNIapaTHBIX CPENICTB 1
pEeKOMEHJIalUM 10 UX HACTPOITKe

Tema 3. I[IpakTH4eckoe 3ansTHE

N3yuenue VYcraHOBKa U HACTPOKKA KOMILJIEKCHOTO
COBpPEMEHHBIX cpeactBa Ha ipuMmepe SecretNetStudio
MIPOrpaMMHO- (y4ueOHast TUIEH3MS) MU JPYTUX aHaJIOTOB
arnmapaTHbIX YcraHoBKa ¥ HACTPOMKa MPOTrPaMMHBIX
KOMIUIEKCOB. CPEJCTB OLEHKH 3aIIMIIEHHOCTH U ayuTa
nH(OPMAITMOHHON 0€301TaCHOCTH,
M3y4eHue QYHKIMNA U HACTPOHKA PEIKUMOB
paboThl Ha npuMepe MaxPatrol 8 wiun
JIpYTHX aHAJIOrOB

W3yueHue TUNOBBIX pPEIIECHUN IS
noctpoerust VPN nHa mpumepe VipNet umu
JIpYTHX aHAJIOrOB

N3ydeHne coBpeMEHHBIX CUCTEM
AHTUBHMPYCHOMH 3aIlUTHI HA IPUMEpE
KopropaTuBHBIX pemennii KasperskyLab
WY JPYTHX aHAJIOrOB

Wzydenune ¢pyHKIIMOHANA U 00JIacTei
npumeHenus DLP cucrem Ha npumepe
InfoWatchTrafficMonitor wmu npyrux
aHaJIOTOB

10

KypcoBas paGora

26

KouncyabTanun

[IpumepHas TeMaTHKa KypCOBBIX paboT

Ornenka 3QEeKTUBHOCTH CYNIECTBYIOINIMX MPOTPAMMHBIX H
MPOrpaMMHO-aNIapaTHBIX CPEJICTB 3aIIUTHl HH(OPMAITUH C
MIPUMEHEHHUEM CIICIIHAIM3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB
(MHIMBHOYaThHOE 331aHUC)

0030p 1 aHAIN3 COBPEMEHHBIX POTPAMMHO-AIIAPATHBIX
CPEJICTB 3aIIuThl HHGOpMAIK (MHAUBUIYaIbHOE 33 aHHE)
Br160p onTHMAanbHOTO CPECTBA 3aIIUTHl HHPOPMAIIMN UCXOIS
u3 merogundeckux pekomeraanuii ®CTIK n nmerommxcs
WCXOJHBIX JaHHBIX (MHIUBUIYyAILHOE 32/IaHUE)

[IpumeHeHre TpOoTrpaMMHO-AIIIaPATHEIX CPECTB 3allUThI
HHGOPMAIUH OT Pa3IMYHBIX TUIIOB YIPO3 HA MIPEIIPUITHH
(MHIMBUYaTbHOE 331aHUC)

[IpoGnema 3amuThl HHGOPMAIIUHU B 00JAYHBIX XPAHUIIUIIIAX
nmaaubeix 1 1O /Jax

3amuTa cpe BUPTyaIu3aiuu

IIpuMepHas TeMaTHKa CaMOCTOSATEIRLHOUM paboThl mpu uzydennn M/IK.02.01

I/I3y‘-ICHI/I€ HOBBIX TEXHOJIOTHI XpaHCHHUA I/IH(l)OpMaI_II/II/I
CraTHCTUKA U aHAIU3 KPYIIHBIX YTCUCK I/IH(I)OpMaL[I/II/I 3a10q

[Mouck nHGOpMAIH 0 HOBBIX BHJIAaX aTaKk HA HHPOPMAITUOHHYIO CHCTEMY
0030p COBPEMEHHBIX MTPOrPaMMHBIX U IPOTPaMMHO-AIIAPATHBIX CPEJICTB 3aIUThI
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https://www.infowatch.ru/products/traffic_monitor_enterprise

CpaBHI/ITeJ'II:HBIf/’I aHaJIN3 COBPCMCHHLIX MMPOrPpaMMHBIX U IPOTrPpaMMHO-ANINAapaTHBIX CPECACTB 3allIUThL

IIpomexyTounas arrecrauusa mo M/IK.02.01 72

Y4eOHas npakTHKa 1o pazaeny 1 Momyns

Bugst pabort:

[MpumeneHne mporpaMMHBIX M TIPOTPaMMHO-ANIAPATHBIX
cpeAcTB obecriedueHus! HHPOPMALTMOHHON 0€30MacHOCTH B
aBTOMAaTH3MPOBAHHBIX CHCTEMAaxX

JlnarHocTHKa, ycTpaHeHHE OTKa30B M 00ecIeyeHne
PpaboTOCTIOCOOHOCTH MPOrPaMMHO-ANIAPATHBIX CPEIICTB
obecrieueHnss HHOOPMAITMOHHOM 0€301TacCHOCTH

OueHka 3 PpEeKTUBHOCTH MPUMEHSIEMBIX MTPOTPAMMHO-
anmapaTHBIX CPeCTB o0ecTieueHus HH(POPMATMOHHOMN
Oe3omacHOCTH

CocraBieHnue JOKyYMEHTAIMH 110 Y4eTy, 00paboTKe, XpaHEeHHIO
U niepeaade KoHpHUIEeHIMAaTFHOW HHPOPMAITHH
Hcnonp3oBaHue mporpaMMHOro o0ecreueHus st 00paboTKH,
XpaHeHUs 1 Nepeaayr KoHpuaeHInansHoH HHhopMaluu
CocraBieHre MapIIpyTa ¥ cOCTaBa MPOBEACHHS PA3TMIHBIX
BUJIOB KOHTPOJIBHBIX IPOBEPOK MPH aTTeCTallui 0OHEKTOB,
HOMEIICHHUH, IIPOTPaMM, aJrTOPHUTMOB.

YcTpaneHnue 3aMeqaHuil o pe3ysibTaTaM MPOBEPKH

Amnanus u cocTaBiIeHUE HOPMATHUBHBIX METOAUYCCKUX
JIOKyMEHTOB TI0 00ecTie4eHHI0 MH()OPMAIIHOHHON 0€30MacHOCTH
[IPOrPaMMHO-AINIaPAaTHBIMU CPEACTBAMHU, C YIETOM
HOPMaTHBHBIX IPABOBBIX AKTOB.

HpI/IMeHeHI/Ie MaTEMaTUYCCKHUX METOJ0B AJI1 OLICHKHW Ka4yeCTBa
¥ BBIOOpA HAMITYUIIEr0 IPOIrPAMMHOTO CpeZCTBa

Paznen 2 moayJs. [lpumenenne KpunTorpapuyecKux 236
CPeACTB 3aIMTHI HHPOPMAIIMH

MJK.02.02. Kpuntorpaguyeckue cpeacTsa 3aliuThI 236
uHopMauuun

Paznen 1. MaTemaTHueckre 0CHOBBI 3aIMTHI HHPOPMAUH 24
Tewma 1. OneMeHThl TEOPUU MHOXKECTB. | pymbl, 12
MaremaThdeckrie | KOJIbIIa, TOJIS.

OCHOBBI JenumocTs unced. [Ipu3HaKu JeTMMOCTH.

KpurnTorpaduu IIpocThie u cocTaBHBIE YUCTA.

OcHoBHas TeopeMa apu(QpMETHKH.
HauGonpmmuii oOmuii genureis. Bzaumuo
mpocThie ynciaa. Ajaroput™ EBkinaa mis
HaxoxaeHus HOJI.

OtHommenns cpaBauMocTH. CBOICTBA
cpaBHEeHUH. MonyspHas apupMeTHKa.
Knaccer. [lonHas v npuBeieHHAs cUCTEMa
BerdeToB. DyHKINA Ditntepa. Teopema
depma-Ditiepa. AITOpUTM OBICTPOTO
BO3BEJICHUS B CTENIEHB 110 MOZYJIIO.
CpaBHeHuUsI TIepBOH cTenieHu. JInHeitHbIe
muodaHTOBBl ypaBHeHHs. PactmpeHHbIi

anroput™ EBkiuja.
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Kuraiickas Teopema 06 ocraTkax.
[IpoBepka uncen Ha IPOCTOTY. AITOPUTMBI
reHepaly MpoCThIX yucesl. Meron
poOHEIX feneHui. Pemero Dparocdena.

CamocrosiTeibHAsE padoTa
Paznoxenue yncia Ha MHOXUTEIH.
ANTOpUTMBI (DaKTOPU3AIIHH.
®axropusanus Pepma. Meron Iomnapaa
AJTOPUTMBI JUCKPETHOTO
nmorapudmupoBanus. Merox [lomrapaa.
Merton loppa.

ApudmeTrnyecKue onepaun Haj
OOJBIINMU YHCIAMU

DNITUNTHYECKUE KPUBBIE U UX TPUIIOKEHUS
B KpunTorpadun

IIpakTH4Yeckoe 3aHATHE

ITpumenenue anropurma EBxiinna mis
Haxoxaeaus HOJI. Pemenne nuHeHBIX
0] aHTOBBIX YpaBHEHUH

Pewenune 3a1a4 ¢ anemMeHTaMu TEOPUU
quces.

Pa3nen 2. Knaccnueckas kpunrorpadus

Tema 1. Knaccudukaius OCHOBHBIX METOJIOB
Mertoast KkpunTorpadhudeckon 3armuTel. MeTozs!
Kpunrorpaduiec | CHMMETPUYHOTO IU(PPOBAHUSI.

KOT'0 3aIllUTHI [nudpsr 3amensr. [IpocTas 3ameHa,
UHPOpMAITUH MHOTOoaN(aBUTHAS TIOACTAHOBKA,

MPOTIOPIMOHANBHBIN IUP.
MeTo/pI TepecTaHOBKH.

CamocrosiTeibHast padora
TabnuvHas nepecTaHOBKA, MapIIPyTHASI
MepecTaHOBKa

I'ammuposanue. ['ammupoBanue ¢
KOHEYHOM ¥ OECKOHECUHOM raMMaMH.

IIpakTH4yeckoe 3aHATHE
[IpumeHneHune Kaccuyeckux mu@pos
3aMEHbI

[IpuMmeHeHne KiIacCUYecKuxX mudpos

MEePECTAaHOBKHU

[Ipumenenne MeTo1a TaMMHUPOBAHUS
Tema 2. OCHOBHBIE METOIbI KPUIITOAHAIN3A.
Kpunroananus Kpunrorpaduyeckue ataku.

Kpunroraduaeckas cTOWKOCTb.
AOCONIOTHO CTOHKHE KPUIITOCUCTEMBL.

CamocTrosiTeqibHasi padoTta

punnunsr Kupxxoddea

[lepcniekTHBHBIEC HaNpaBICHUS
KPUITOAHANN3a, KBAHTOBBIM KPUIITOAHAJIHS.

HpaRTl/I‘leCKOQ 3aHATHC
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Kpunroananus mudpa npoctoit 3aMeHbI
METOJIOM aHaJIM3a YaCTOTHOCTH CHMBOJIOB
Kpunroananus KiacCU4ecKux mMugppos
METOIOM IOJTHOTO Tepedopa KIroueit
Kpunroanamms mmdpa Bwknaepa

IIpomexyTounas arrectanust mo M/K.02.02

Tema 3.
IToTounsle
muQpsl 1
TeHEPaTOPBI
IICEBJIOCITY YA HbI
X 4uCel

OcHOBHBIE TPUHIUIIBI TOTOYHOTO
mmdposanus. [IpuMeneHne reaepaTopos
[1CY B xpuntorpadguu

CamocrosiTeibHAasE padoTa

Mertoapl NOJy4YEeHHUs ICEBAOCTYYalHBIX
nocaenoBarensHocTel. JIKI, MmeTox
dudonauyn, merox BBS.

IIpakTH4yeckoe 3aHATHE
[Tpumenenue metonoB rerepanuu [1CH

Pa3nen 3. CoBpemennas kpunrorpagus

147

Tema 1.
Koauposanue
WH(POPMAITHIHL.
Komnsrotepusan
usl IUQPOBaHUSL.

Konuposanue nadopmarmn. CHMBOIBHOE
KoaupoBaHue. CMBICIOBOE KOJMPOBAHUE.
Mexannzanus muQpoBaHUs.
[IpencraBnenue nHbOpMaLUK B ABOUYHOM
koze. Tabmuma ASCII

Komnerorepusanus mudpoBaHus.
AnmaparHoe ¥ PorpaMMHOe U POBaHHE
CrannapTu3anus IporpaMMHO-
anmnapaTHbIX KPUNTOrPadhUUECKUX CHCTEM
Y CPEICTB.

12

CamocrosiTeqibHasi padoTta
W3yuenne coBpeMeHHbIX IPOrPAMMHBIX U
anmapaTHbIX KPUNTOrpadUUECKUX CPEJICTB

IIpakTHYeckoe 3aHATHE

Koauposanue nadopmanmn
[IporpamMmHas peanu3zanus KJIacCUYECKUX
muQpoB

N3ydeHne peanusanyy KJIaCCUUECKUX
mr¢POB 3aMEHBI U TIEPECTAHOBKH B
nporpamme CrypTool nim anasore.

14

Tema 2.
CumMmMeTrpuyHbIE
CHCTEMBI
ndpoBaHus

O6mue cBenenus. CTpyKTypHas cxema
CUMMETPUYHBIX KPUITOTPahUIECKUX
cucTeM

CamocTtosiTenbHasi padoTa
OteuecTBEeHHBIE ANTOPUTMBI Marma u
Ky3zneunk u cranmaptst 'OCT P 34.12-
2015 u 'OCT P 34.13-2015.
Cummerpuunsie anroputMel DES, AES,
I'OCT 28147-89, RC4

IIpakTH4eckoe 3ansITHE
N3ydenue nmporpaMMHON peanu3anuu
COBPEMEHHBIX CUMMETPUYHBIX IIH(POB

Tema 3.
AcuMMeTpUYHbIE

KpunTocucTemsl ¢ OTKPBITHIM KITFOUOM.
HeobpatuMocTs cuctem.

CamocrosiTeibHAasE padoTa
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CUCTEMBI
UG pOBaHUS

CtpykTypHas cxema U POBaHHUS C
OTKPBITHIM KJIFOYOM.

DJeMEHTHI TEOPHH YKCcell B KpunTorpaduu
C OTKPBITHIM KITIOYOM.

IIpakTH4yeckoe 3aHsATHE

[IprMeHeHune pa3TU4HbIX aCUMMETPUYHBIX
aITOPUTMOB.

N3yuenue nporpaMMHON pean3atuu
aCUMMETpHYHOro anroputma RSA

Tewma 4.
AyteHTudukanus
JAHHBIX.
OIIEeKTpOHHAs
MOANKCH

Aytentudukanus nranaeix. O0mme
moustus. JI1. MAC. OgHoHanpaBieHHBIC
Xem-(QyHKIUU. ATTOPUTMBI HUPPOBOI
TOJITHCH

CamocrosiTeibHast padora
[Mpumenenue pa3nuvHbIX QYHKIANA
XeINPOBaHUs, aHATH3 0COOEHHOCTEH
Xemren

IIpakTnyeckoe 3ansiTue

[Tpumenenne KpunTorpauuecKux aTak Ha
XeTr-(pyHKIHH

Uzyuenne nporpaMMHO-anmapaTHBIX
CPEICTB, PEaM3YIOIINX OCHOBHBIE
¢ynkunu OI1

10

Tema 5.
ANropuTMBI
oOMeHa Kirouei
Y TIPOTOKOJIBI
ayTeHTU(UKAITIU

AJTOpUTMBI pacIipe/ieleHns KIodeil ¢
MPUMEHEHUEM CUMMETPUYHBIX U
aCUMMETPHYHBIX cxeM [IpoTokobl
ayreHTUUKaMy. Bzanmuas
ayreHTuuKanya. OTHOCTOPOHHSS
ayTeHTU(HUKAIHS

CamocrosiTeqibHasi padorta
[Ipumenenune npotokona Auddu-
XenmaHna Juis oOMeHa KITIoYaMu
UQPpPOBaHUSL.

[Ipumenenune npotokona Auddu-
XemMana Juis 0OMeHa KITIoYaMu

mudpoBaHusL.

IIpakTH4eckoe 3ansITHE

N3ydenne npuHIUIOB pabOTHI MPOTOKOJIOB
ayTeHTU(HUKAIMU C UCTIOJIb30BaHUEM
JIOBEPEHHON CTOPOHBI HA IPUMEpPE
npotokona Kerberos.

Tema 6.
Kpunro3zaimura
UHpOpMaIUH B
CeTAX mepeaadn
JTAHHBIX

AbonenTtckoe mugpposanue. [laketHoe
mudpoBaHue. 3auTa EHTpa TeHepaIuu
kimoueil. KpunromapupyrusaTop.
[akeTHbIi GUIBTP

Kpunrorpadudeckast 3ammra
0eCIpPOBOJHBIX COEIUHEHNH B CETSIX
craagapra 802.11 ¢ ucmonp30BaHUEM
nporokoiaoB WPA, WEP

Tema 7. 3ammra

[TpuHnune! GyHKIMOHUPOBAHUS

10
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UHQOpMaIUH B 3IEKTPOHHBIX IIATEKHBIX CUCTEM.
3NEKTPOHHBIX DJEeKTPOHHBIE MIACTUKOBBIE KAPTHI.
IIJIATEXKHBIX [lepconanbHbIll HIEHTU(DUKAITMOHHBIH
CHUCTEMaxX HOMEP.

CamocrosiTeibHAsE padoTa
[Mpumenenue kpunrorpaduyeckux
MTPOTOKOJIOB JyIs 00eCIIeUeHUs

0€30I1aCHOCTH EKTPOHHON KOMMEPITHH.

IIpakTH4yeckoe 3aHsATHE
[Mpumenenue ayreHTH)UKAIMN TIO
OJTHOPA30BBIM TMaposiM. Peanmzanus
AITOPUTMOB CO3/1aHUS OJTHOPA30BBIX
napoJen

Tewma 8. CkppiTas nepenava nHGOpPMAINH B
KomnsrotepHas KOMITBIOTEPHBIX cucTeMax. [Ipobiema
cTeraHorpadus ayTeHTU(HUKALNN MyJIbTUMEIUHHOMN
nHpOpMauK. 3alKuTa aBTOPCKHUX TPaB.

CamocrosiTeibHast padora

Ludposie BoasHBIE 3HAKA. ANTOPUTMEL
BcTpanBanus [1B3

MeTo1pI KOMIIBIOTEPHOM CTeTaHorpaduu.

I[IpakTH4eckoe 3aHsATHE

O030p U cpaBHUTEIHHBIN aHATH3
cymectytomiero [10 mist BcTpanBanwst
B3

Peanusanus npocreimmx

cTeraHorpaUyYecKux alropuTMOB

[IpumepHas TemMaTHka caMOCTOATENBHOM paboThl ipu u3yueHun MJIK.02.02

Uctopus pazutust kpunrorpadhuu
[IporpammMHas peanu3zanus KIaCCHUECKUX IUPPOB

OHTI/IMI/ISaLII/IH METOA0B YaCTOTHOI'O aHAJINn3a MOHO&J’I(I)B.BI/ITHI)IX ]J_II/I(l)pOB.

[IporpammMHas peanu3zanus KIacCHUECKUX MUPPOB

Merop! MexaHH3aMU MH(POBaHUSI

Hudposoe npencrapieHne pa3tHIHbIX GOPM HHPOPMAIH
Amnamm3 COBPEMCHHBIX CUMMETPUYHBIX KPUIITOAJITOPUTMOB
AHalu3 COBpEeMEHHBIX aCUMMETPUYHBIX KPUIITOAITOPUTMOB
IIporpamMmHas peasin3anusi COBpEMEHHBIX KPUIITOAITOPUTMOB

KouncyabsTanun

IIpomexyTrounas arrectanusi mo MJIK.02.02

72

IIponsBoacTBennas mpakTuka mo 11M.02

Buast pabot

— AHau3 MPUHIIUIIOB MOCTPOSHHS CHCTEM HHPOPMAITUOHHON
3aIUThBI ITIPOU3BOJACTBEHHBIX HOﬂpaS}IeHeHHﬁ.

— TexHnveckas 3KCITyaTaIs SJIEMEHTOB MPOrPAMMHON U
arnmapaTHoOW 3alIUThl ABTOMATU3UPOBAHHON CUCTEMBI.

— Yyactue B JMarHOCTUPOBAHHH, YCTPAHEHUH OTKA30B U
obecrieueHn paboTOCIIOCOOHOCTH MTPOTPaMMHO-AIaPaTHBIX
CpeacTB obecreueHust HHHOPMAIMOHHOM 0€301MacHOCTH;

— AHanu3 3G GEeKTUBHOCTH MPUMEHSIEMBIX POTPAMMHO-
amnmnapaTHBIX CPeICTB oOecreueHUs MH(DOPMALIMOHHON
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0€30MacHOCTH B CTPYKTYPHOM HOApa3aelIeHUN

— Y4acThe B obecliedeHnH ydeta, 00pabOTKH, XpaHeHHS U
nepeaavy KOHGUACHIIMAIEHOW HH(OpMAITUU

- HpI/IMeHeHI/IC HOPMATHUBHBIX IIPABOBEIX aKTOB, HOPMAaTHBHBIX

METOANYECKUX JOKYMEHTOB 10 00€CIICUEeHHIO
MHQOPMAIMOHHOH 0€30MIaCHOCTH POTPAMMHO-aNIapaTHBIMU

Cp€acTBaMu IIPpU BBINIOJITHEHUHU 3a/1a4 IIPaKTUKH.

Paznen 3 moayss. PazpaGorka nporpaMMHOro odecnedeHust 180
MK 02.03. Texnosnorusi pa3paéoTKu NpPOrpaMMHOro 180
olecneyeHus
Tema 1. [TonsTus TpeboBaHmi, KiIacCUMUKAIIHS, 15
OcHoBHBIE YPOBHH TpeOOBaHUH.
HOHSTHUS U CoBpeMeHHBIE IPUHIMIIBI H METOIBI
CTaHJapTH3alusl | pa3pabdOTKH MPOTPAMMHBIX MTPUIOKEHHUH.
TpeOOBaHMIT K MeTo 161 OpraHu3anuy padoThl B KOMaH/IC
MPOrPaMMHOMY pa3paboTUNKOB.
00€eCIIeUeHUIO CamocrosiTeabHass pabora 15
CucTtemMbl KOHTPOJIS BEpCUit
I[IpakTHYeckoe 3aHATHE 15
AHanu3 npeMeTHOH 00nacTu
Pa3paboTka 1 oopMIIeHIE TEXHUIECKOTO
3a/1aHMS.
Tema 2. MeTo10510THMH U CTaHIAPTHI, 15
OcHOBHBIE periiaMeHTHpyonHe padoty ¢
HOHSTHUS U TpeOOBaHUSAMHU
cranpaptusanus | CamocrosiTebHasi padoTa 15
TpeGoBanmii K OCHOBHBIE ITOJIXO/IBI K MHTETPUPOBAHUIO
IPOrPaMMHOMY MPOTrPaMMHBIX MOYJIEH.
00€ecreueHuIo CraHnapThl KOJUPOBAHHUS
I[IpakTHYeckoe 3aHATHE 15
[TocTpoeHne apXUTEKTYpBI IIPOrPAMMHOTO
CpeAacTBa.
H3ydenne paboThI B CHCTEME KOHTPOJIS
BepCcUil.
Tewma 3. Omnucanue TpeOoBaHUIA: 15
Onwucanue u YHU(QUIMPOBAHHBIHN SA3bIK MOAEITUPOBAHUS
aHAIIN3 Kpatkuii cioBaps. [{ua- rpammer UML.
TpeOOBaHMIA. Onwucannie u opopmiieHre TpeOOBaHNH
JnarpaMmsl (cienudukanus). AHanu3 TpeOOBaHUH U
IDEF CTpaTeruy BbI- O60pa pemeHws..
CamocrosiTenbHasi padorta 15
[locTpoenune nuarpaMmbl BApHaHTOB
WCTIOJIB30BaHUS U THarpaMMbl
MOCJIEe/IOBATEILHOCTH.
IIpakTH4eckoe 3aHsTHE 15

[locTpoenune nuarpaMmBbl KOOTIEpauy U
JarpamMMbl pa3BEPTHIBAHUS.
[TocTpoenue auarpamMmsl JesATEIHLHOCTH,
JarpamMMbl COCTOSHUHN M TUarpamMMbl
KJIaCCOB.
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[TocTpoenue auarpaMmMbl KOMIIOHEHTOB.
ITocTpoeHne quarpaMm IOTOKOB JAHHBIX.

Tema 4. Uenu, 3amaun 1 BUABI TECTUPOBAHHUSL. 15
Onenka kauectBa | CTaHmapThl KayecTBa MPOrPaMMHOM
HPOrPaMMHBIX JNOKYMEHTalMu. Mepbl 1 METPUKH.
CpEJICTB TecToBoe MOKpHITHE.
TecToBbIi clieHapuii, TECTOBBIM MaKeT.
Ananu3 crienudukaruii. Bepudukanms u
aTTeCTalus MPOrPaMMHOTO 00eCTICUCHHUSI.
CamocrosiTeibHAasE padoTa 15
TecToBO€ MOKPHITHE.
TecToBbli CLIeHapUll, TECTOBBIN ITAKET.
Anamms crierudukanuii. Bepudukanus u
aTTECTalus MPOrPAaMMHOTO 00eCTICYEHHUSI.
I[MpakTHYeckoe 3aHITHE 15
Pazpabotka TecTOBOro CrieHapHs.
Ornenka HEOOXOIMMOTO KOJIUYEeCTBa
TECTOB.
Pa3paboTka TeCTOBBIX TAKETOB
OreHka IpOrpaMMHBIX CPEJICTB €
MIOMOILBIO0 METPHUK
WHcnekuuns nporpaMMHOr0 Kojia Ha
MpeaMET COOTBETCTBUS CTaHAApTaM
KOAWPOBaHHMS.
[IpumMepHas TeMaTHKa CAaMOCTOSITEIEHOW Pa0OTHI IPH U3yUSHHUN
M/IK.02.03
AHanu3 rnpeaMeTHON 00IaCTH.
Pa3paborka u ohopmiieHHE TEXHUUECKOTO 33 aHusl.
Co3pmanue KoMaH bl pa3pabOTIYHKOB.
[IpoexTrpoBaHue apXUTEKTYPhl IPOTPaAMMHOTO CPEJICTBA.
IToctpoenne nuarpamm UML.
Pabora B cucTeme KOHTPOIIS BEpCHH.
WuTerpupoBanue nporpaMMHBIX MOIYJICH.
Pa3pa0oTka 1 npuMEeHEHHNE TECTOBBIX CLIEHAPUEB.
OneHka IpOrpaMMHBIX CPEJCTB C TOMOIIBIO METPHK.
WHcneknus mporpaMMHOTO KOJia Ha IIPEeIMET COOTBETCTBHSI
CTaHJapTaM KOAWPOBAHUSL.
IIpomexyTounas arrectanus no MIK.02.03
MJK.02.04 UHucTpyMeHTAIBHBIE CPECTBA Pa3padoTKH 160
NPOrPaMMHOr0 o0ecrnevyeHus
Tema 1. [TonsTHEe peno3nTopus MPOEKTa, CTPYKTypa 8
CoBpemeHHbIe HIPOEKTa
TEXHOJIOTHH | IIpakTH4eckue 3aHATHS 8
MHCTPYMCHTEI Br160p HCTOYHUKOB 1 TPUEMHUKOB
HHTCTpaLii JAHHBIX, COMIOCTABICHNE 00BEKTOB
JAHHBIX.
Tema 2. Bujpl, 11e11 1 ypoOBHU UHTETpalid 8
CoBpeMeHHbBIC MPOTPaMMHBIX MOJTyJIei. ABTOMaTH3aIHs

Ou3HeC-TIpoIlec- COB
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TCXHOJIOTHH 1
WHCTPYMCHTEI
HUHTCTpalun

IIpakTH4eckue 3aHATHS
TpancnoptHble TpoTOKOIIBL. CTaHAAPTHI
(dbopMaTupoBaHUsl COOOIICHHH.

CamocTosiTeIbHBIE PAaG0THI
Opraau3arus paboThl KOMaHIBI B CHCTEME
KOHTPOJISL BEPCU.

Tema 3.
CoBpeMeHHbIe
TEXHOJIOTHH U
WHCTPYMECHTBI
UHTETrparyu

PazpaboTka cTpyKTypBI IpOEKTA.
PazpaboTka MOAYyNbHOI CTPYKTYPHI
MpoeKTa (IuarpaMMbl MOTyJIEH).
PazpaboTtka u uHTErpanyst MogyJIeH
IpoekTa (KoMaHaHas paboTa).
Otianka OTAENBEHBIX MOTyJIeH
MPOTPaMMHOT'O TIPOEKTA.

Opranuzarysi 00pabOTKH NCKITIOYEHHH.

12

CamocrosiTeibHbIE pa00ThI
PazpaboTka 1 uHTETpaIUs MOIYJICH

mpoekTa (KoMaHHas paboTa).
OTnagka OTAeNbHBIX MOIYJeH
MPOTPaMMHOT'O TIPOEKTA.

Opranuzarysi 00pabOTKH NCKITIOYEHHUH.

IMpakTHyeckune 3aHATHS

Pazpabotka nepeuns apreakToB 1
MPOTOKOJIOB IIPOEKTA.

HacTtpoiika paGoThl CHCTEMBI KOHTPOJIS
BEpPCHiA (TUIIOB UMIIOPTHPYEMBIX (DaiiiIoB,
nyTel, GUIBTPOB U Ap. MapaMeTpoB
HMMIIOpPTa B PEMO3UTOPUH).

12

Tema 4.
MNuctpymenrapuii
TECTUPOBAHUS U
aHaJINn3a

OTitagka IporpaMMHBIX TPOAYKTOB.
WNHCTpyMEHTHI OTIIAAKH.
OTtagoyHbIE KITAaCCHhI.

12

CamocTtosiTeqbHbIE Pa0OTHI
Py4HO€ M aBTOMaTH3UPOBaHHOE

TeCTHUpOBaHUE. METOBI U CPENCTBA
OpraHu3allK TECTUPOBAHMS

IIpakTH4eckue 3aHATHS
HNHcTpymMeHTapuy aHanu3a KayecTBa
MIPOrPaMMHBIX MPOIYKTOB B CpeJie
paspaboTke.

Tema 5.
WHcTpymenTapuit
TECTHPOBAHUS U
aHanu3a

O06paboTKa UCKITIOYUTENLHBIX CUTYAIINH.
MeTo/1p1 ¥ CIOCOOBI MACHTU(UKAIIAN
c0oeB H ommnooK.

CamocTtosiTeqbHbIE Pa0OThI
BeisiBieHue ommoOO0OK CHCTEMHBIX

KOMIIOHCHTOB.

Tewma 6.
IIpumenenue B
MIPOEKTE.

[MpuMeHeHnE OTIIAI0YHBIX KIIACCOB B
MPOEKTE.

12

CamocTtosiTeqbHBIE PAa0OTHI
[TpnMeHeHne OTIIaTOYHBIX KJIACCOB B

12
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MIPOEKTE.
OTnanka mpoeKTa.

IIpakTHYeckue 3aHATHS 12
MNHcneknus koaa MOAyJed IpoeKTa.
TectupoBanre nHTEpdEiica IOTH30BaATEIA
CpeACTBaMH WHCTPYMEHTAILHON CPE/IbI
pa3paboTKH.
Tema 7. CamocTosiTesibHBIE PA0OTHI 10
ITpuMeHeHue B Brimonnenue GyHKIMOHAIBHOTO
TIPOEKTE. TECTHPOBAHMUSI.
PazpaboTka TecTOBBIX MOAYJICH MpOeKTa
JUIsl TECTUPOBAHUS OTAENBHBIX MOIYyJICH
IIpakTHYecKue 3aHATHS 12
TectupoBanue HHTErpaLUK
JIOKyMEHTHPOBaHHUE PE3YNbTATOB
TECTHPOBAHMUSI.
[TpumepHas TeMaTHKa CaMOCTOSATENLHON paboThI PU U3YUCHUH
MJK.02.04
Pa3pabotka cTpyKTypBsI IpOeKTa.
Hcnons3oBaHre cUCTEMBI KOHTPOJIS BEPCUI.
Pa3pabotka u uHTErpanys MoayJel NpoeKTa (KoMaH THast
pabota).
Opranu3aius 00pad0TKU UCKITFOUCHUH.
OTtnagka MOJyJieil MPOrpaMMHOTO MTPOEKTA.
MHcnekuus koga MOLyJIed IPOEKTa.
MoybHOE U MHTETPallMOHHOE TECTHPOBAHUE.
TectupoBaHue MOJIB30BATENBCKOTO HHTEPdeEiica.
JlokyMeHTHpOBaHUE PE3YIIbTATOB TECTUPOBAHUSL.
IIpomexyrounas arrectarms nmo MJ1K.02.04
OK3aMeH 10 NpoeCCHOHATBHOMY MO0 6
BCEI'O 900
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3. YCJIOBUA PEAJIM3ALINU TTPOT'PAMMBI [TPOOECCHUOHAJIBHOI'O MOAYJIA

3.1. [Ing peanuzanuu mporpaMMbl NpoQeccuoHaAIbHOIO MOJIYJISl JOKHBI ObITh IPEAYCMOTPEHBI

CICAYIOMUE CIICHUATIbHBIC TIOMCIICHUS:

Peanusanus nporpamMmsl IpeoiaraeT Hajluurue yueOHoro kabunera, sadboparopuit

I/IH(l)OpMaHI/IOHHI)IX TCXHOJIOFPIﬁ, MporpaMmMupOBaHusg U 0a3 JaHHBbIX, CEeTEH M CHCTEM nepeaaun

uH(pOpMaLU, TPOTPAMMHBIX U IPOTrPAMMHO-ANIAPATHBIX CPEACTB 3aIUThHI HH(OPMALIUY.

O06opynoBaHue yueOHOro KabuHeTa:
aBTOMAaTH3UPOBAHHbIC paboune MecTa 00y4JaroIIHXCs;
KOMITBIOTEPBI, 00bEAMHEHHBIE B JIOKAJIbHYIO BEIYUCIUTEIBHYIO CETh;
IPOEKTOD;
9KpaH;
aKyCTHUYeCKasl CHCTEMa;
yueOHO-HarJIsJHbIe TOCOOUS:
CXEMBI;
TaOJIMIIEL;
y4eOHBIC MTPE3CHTAIIH.
Pa3znatouHblil qUIAKTHYECKUN MaTepra: y4eOHbIE KApTOUYKH C 3aJaHUSIMU; JTHIAKTHUCCKUI
MaTepua JUIsl BBITOJHEHUS TPAKTHYECKHUX PadoT.

TexHuueckue cpeacTBa 06yquH51:

— KOMIIBIOTEPHI, O6I>€I[I/IHCHHLIC B JIOKAJIbHYIO BBIYUCIIUTCIIbBHYIO CCTh,

MYJIbTUMENNA ITPOCKTODP,

HHTCPAKTUBHAA JOCKA.

porpaMMHO-anmnapatHeie cpenctsa 3amuTsl nHGopmanuu ot HCJI, 6;10kupoBKU AocTyna 1

HapymieHus uenoctHocty B Buae: [IAK Cobonb (nMeeTcs B Hamu4uu) — 11T.

Y4eOHo-MeToAMUeCKe MaTepuanbl U 00pa3bl BUPTYAIbHBIX MAalIUH JUISl pa3BEpPThIBAHUS
y4eOHBIX CTEHJIOB IO CIEAYIOUIMM TeMmaMm: "3alluTa CepBepoB M pabouyMx CcTaHUui"
(OcnoBbl mpumenenus cucteMbl 3anmThl Secret Net Studio, Secret Net LSP u ITAK
"Cobomnp") — ot 16 1o 32 akagemuueckux 4acoB; "3amura cereBoro nepumerpa’ (OCHOBBI
npumenenust AIIKII "Kontunent" Bepcuit 3.9, 4 1ig opranusanuy ceTeBoy 3allluThl) — OT
16 mo 32 akagemudeckux 4acoB; "Opranu3anus J0CTyNa yJaJleHHBIX MMOJIb30BaTeIeH K BeO-
pecypcaM 3alfiaeMoil KoprnopaTuBHO#M ceTu 1o npoTtokony TLS" (OcHOBBI mpuMeHEHHS
CK3MN "Kontunent TLS" nns opranumszanuu ypaajaeHHOro jocrynma) — oT 8 1o 16
aKaJeMMYeCKHX 4acoB; "3ammuTa cpeactB BupTyanusauuu" (OcHoBbl npumeHeHus v(Gate
JUIS 3aIIUTHl BUPTYaJIbHBIX HHPPACTPYKTYP) — 8—12 akaieMU4eCcKUX 4acoB

Ocnamenne naboparopun MH(pOpMAIMOHHBIX TEXHOJIOTUH, MPOrpaMMHUpOBaHUsA U 0a3

JaHHBIX:

paboune MecTa Ha 6a3e BBIUMCIUTEILHON TEXHUKH 110 OJTHOMY pabouemMy MecTy Ha

06yqa10mer0csl, IMOAKJIIOYCHHBIMHU K JIOKAJTbHOM BBIUMCIIUTSIIFHOM CETH U CETH ((I/IHTepHeT»;

JluctpuOyTHUBBI TPOTPAaMMHOTO KoMIutekca Vipnet;
Juctpubytussl mporpammuoro komiuiekca InfoWatch TrafficMonitor
JuctpuOyTuBsl LINUX omepainoHHBIX CHCTEM;
JIucTprOyTHBEI aHTHBUPYCHBIX TIPOTPAMMHBIX KOMILICKCOB;
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—  Axanemuueckas noanucka Office 365 Al mis npernoaaBareeii 1 CTYICHTOB,;
— mporpaMMmHOe oOecCrieueHHe: TUCTPHUOYTUBBI ONEPAIMOHHBIX CHCTEM; MPABOYHAS MPABOBas

cucrema «I"apanr»; I[1O Oracle VirtualBox; antuBupycHas mporpamma;

— IIpuxmagHoe mporpaMmMHoe oOecriedeHne, B ToM yrcie: Akanemuueckas moamucka Office
365 A1l nys nmpenogaBarelieil U CTY/ICHTOB;

Becrutataoe I1O: LibreOffice - oducHbIil makeT ¢ OTKPBHITBIM HCXOTHBIM KOIOM,
ABIISIOLIMICS 0TBEeTBIeHHEM OT npoekTa OpenOffice.org u nmpeTeHyOmUi Ha POJIb
OecrutaTHOM aabTEPHATHBHI IMaKeTy 0(UCHBIX TpuiiokeHuil Microsoft Office. B cocTas
IpOTpaMMBbl BXOJISIT TEKCTOBBIN pepakTop Writer, Tabnuunblii poueccop Calc, mactep
npesenTanuii Impress, BekTopHbIN rpaduueckuii peaaktop Draw, penaktop ¢opmyn Math u
MOJyJb yrpaBieHus 6azamu ganubix Base; GIMP - cBo6ogHO pacnpocTpaHseMblii
pacTpoBbIii rpaduvecKuil peaaKTop, IporpaMMa Jjisi CO3JaHus U 00paboTKH pacTpoBOi
rpauKi U YaCTUIHOM MOICPIKKONU paboThI ¢ BeKTOpHOM rpadukoit (Anazor Adobe
Photoshop); Inkscape - CBo6o1HO pacripocTpaHseMblii BEKTOPHBIH rpapMUecKuil perakTop,
yI00eH Ui CO3aHus KaK XyJ0)KECTBEHHBIX, TaK U TEXHHUECKUX WIUTIOCTpalluid. (aHaIor
Adobe Illustrator, Corel Draw u MicrosoftVisio)

—  crenuanu3upoBaHHOe mporpammHuoe obecrieyenue: EclipselDEforJavaEEDevelopers,
NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition, MicrosoftVisioProfessional,
MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (na mpaBax
cereBoii akagemun Cisco), Oracle VirtualBox, ITaker All Products Pack IDE ot JetBrains
(AxkageMuuecKast JTUICH3HS).

— TIporpaMMHBIE U TPOrPaMMHO-aINapaTHbIE CPpeACTBa OOHApYKeHus BTopkeHuil (Secret Net
Studio);

—  CpEeICTBa YHUYTOXEHHUS OCTaTOYHOW MH(OpMAalLIUK B 3allOMUHAIOMIMX ycTpoicTBax: [10
HU3KOYPOBHEBOTO (pOpMaTHUPOBaHUS UHPOPMAIUH;

—  VYcranoBounble koMmiiekThl Secret Net Studio, Secret Net LSP u vGate ¢ Habopom yueOHBIX
JTUTEH3WH Ha 3 ToJ1a OeCIUIaTHO AJI pa3BEPTHIBAHUS B YYEOHOM KJ1acce,

— Bbixox B 31eKTpOHHO-MH(OPMAIIMOHHYIO 00pa3oBaTeIbHYIO Ccpely Kosulemka (HMOpsIoK
noctyna k oaneMmeHtaM OWOC u otraenbHbIM MHGOPMAllMOHHBIM 0a3aM M CHCTEMaM):
https://moodle.yakit.ru

3.2. NadopmanmonHoe odecriedeHrne 00yIeHUS
3.2.1 OcHOBHEBIE NIEYATHBIE UCTOUYHUKU:

1. BaykoB, A. A. OcHOBbl HMH(OpPMAIMOHHONH O€30MacCHOCTH: 3alIUuTa WHPOPMALUH !
yuebHoe mocobue JUIsl cpeiHero npogeccuoHaabHoro oopasosanus / A. A. Buykos. — 3-e u3n.,
nepepad. u norn. — Mocksa : UznarensctBo FOpaiit, 2022. — 161 c. — (IIpodeccronanbhoe
obpazoBanue). — ISBN 978-5-534-13948-8. — Tekcr : anekrpoHHbId // OOpazoBaTenbHAas
iatdopma HOpaiit [caiir]. — URL: Uhttps://urait.ru/bcode/495525U

2. Kazapun, O. B. IIporpammHoO-anmapaTHbsie CpeCcTBa 3allUThl WHGOpMAIU. 3aliuTa

MPOTPaMMHOTO OOECIIeUeHHs : y4eOHWK M TPAKTUKYM JUIsI CpeaHEero MpodecCHOHATBHOTO
obpazopanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3garensctBo FOpaiit, 2022, —

312 c. — (IIpodeccuonanvHoe obOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr
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anexkTpoHHbd  //  OOpasoBarenvHas  1iarpopma  FOpaiit  [caiit] —  URL:
Uhttps://urait.ru/bcode/497433U
3. Kazapun, O. B. IIporpamMMmHo-amnmapaTHbie CpeCTBa 3alUThl HHPOpMaIMK. 3amra

MPOrPaMMHOTO O0O€CIIeUCHHS | YUYeOHHUK M MTPAKTUKYM I CPETHEro MpoQecCHOHATBHOTO
obpazoBanus / O. B. Kazapun, A. C. 3a6abypun. — Mocksa : MU3narensctBo Opaiit, 2022. —
312 c.— (IIpodeccuonanbuoe o6Opazoanue). — ISBN 978-5-534-13221-2. — Tekcr
anexkTpoHHbd  //  OOpasoBarenpHas  1arpopma  FOpaiit  [caiit]. —  URL:
8TUhttps://urait.ru/bcode/497433

4, T'aBpunoB, M. B. HMuadopmarnka u uH)OpMAIMOHHBIE TEXHOJIOTHH : yYUYSOHUK ISt

cpenHero mnpodeccuonansHoro obpazoBanus/ M. B. 'aBpmiio, B. A. KiumoB. — 4-¢ wu3gm.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 383 c. — (IIpodeccronanpHoe
obpazoBanue). — ISBN 978-5-534-03051-8. — Tekcr : snekrponHsiii // OOpazoBaTenbHas
iatdopma IOpaiir [caiir]. — URL: Uhttps://urait.ru/bcode/489603U

5. Kazapun, O. B. IIporpammHo-anmapatHbsie CpeCTBa 3allUThl HHGOPMAIUU. 3aluTa
IPOTPAMMHOTO OOCCIICUCHHUS : YYCOHHK W TPAaKTHKYM Ui CPEIHEro MpodecCHOHAIBHOTO
obpazoBanus / O. B. Kazapun, A. C. 3a6abypun. — Mocksa : MU3natensctBo Opaiit, 2022. —
312 c. — (IIpodeccuonanbroe o6OpazoBanue). — ISBN 978-5-534-13221-2. — Tekcer
uiekTpoHHBIH  //  OOpaszoBarenpHass  miatdpopma  FOpaiit  [caiit] —  URL:
Uhttps://urait.ru/bcode/497433U

6. OpraHn3anMoHHOE ¥ TpaBOBOe obecneueHrne HHPOPMALMOHHOW O€30MacHOCTH :

y4eOHHMK W TPAKTHKYM JJIsi cpeaHero mnpodeccuoHambHoro obpaszoBanus / T. A. Ilomskosa,
A. A. Crpensiios, C. I'. UybykoBa, B. A. Huecos ; orBercTBeHHbIe pefakTopsl T. A. ITomnsikoBa,
A. A. CtpenbuioB. — Mocksa : U3natensctBo FOpaiit, 2022. — 325 c¢. — (IIpodeccuonanbHoe
oOpaszoBanue). — ISBN 978-5-534-00843-2. — Texkct : snexkTpoHHbI // OOpazoBaTenbHas
miatdopma IOpaiit [caiit]. — URL: Uhttps://urait.ru/bcode/498889U

7. 'nunenko, WU.T'. TexHonorus pa3paOoTKM HpOrpaMMHOro oOecredeHus : yueOHoe

nocodue s cpenHero mpodeccuonanbHoro obpazoBanus / U. I'. 'munenko, @. @. [1asnos,
. 0. ®enopoB. — Mocksa : M3natensctBo FOpaiit, 2022. — 235 c. — (IIpodeccrnonanbroe
obpazoBanue). — ISBN 978-5-534-05047-9. — Texkcr : snekrponHbd // OOpazoBaTenbHAas
iatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/492496U

8. Ty3oBckuii, A.®. IlpoekTupoBaHue u pa3paboTKa Web-IPUIOKEHHH : yueOHOe
nocobue nis cpemHero mpodeccroHantbHoro obpazoBanusi/ A. ®@. TyzoBckuilt. — Mocksa :
UznarensctBo FOpaiit, 2022. — 218 c. — (IIpodeccuonansnoe obpasosanue). — ISBN 978-5-
534-10017-4. — TexcT : anekTpoHHbIH // Obpa3oBarenbHas wiatdopma KOpaiir [caiit]. — URL:
Uhttps://urait.ru/bcode/495109U

9. YeptkoBa, E.A. [TIlporpammuHas wuHxeHepusi. BusyampHOe MOAETHpOBaHUE

NPOTrPaMMHBIX ~ CHCTEM . YYeOHHK Uil  cpemHero mnpodeccroHadbHOro obOpa3zoBanus /

E. A. YeptkoBa. — 2-¢ wu3m., ucnp. m jgon. — Mocksa : MzmarenbctBo IOpaiit, 2022. —
147 c. — (IIpodeccuonansHoe oOpazoBanue). — ISBN 978-5-534-09823-5. — Tekcr
NeKTpoHHBIH  //  OOpazoBarenbHas  matgopma  FOpaiir  [caiit]. —  URL:

Uhttps://urait.ru/bcode/493226U
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3.2.2. JlonomHuTeIRHAS JTUTEPATYPA

1. OpraHuzanyoHHOE M TpaBoOBoe obOecreueHue HHGOPMALMOHHONW O€30MacHOCTH !
yu4eOHUK W TMPaKTUKyM sl cpefHero mnpodeccuoHanbHoro obOpazomanusi/ T. A. [lomsikosa,
A. A. Crpensuos, C. I'. UyOykoBa, B. A. Huecos ; orBerctBennbie peaaktopsl T. A. Tlomnsikosa,
A. A. CrpensiioB. — Mocksa : U3natenscrBo FOpaiit, 2022. — 325 c. — (IlpodeccuonansHoe
obpaszoBanue). — ISBN 978-5-534-00843-2. — Texkcr : snexktponHblii // OOpazoBaTenbHas
iatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/498889U

2. CracpimuH, B. M. ba3bl JaHHBIX: TEXHOJOTHH J0CTyHa : ydeOHOe mocoOue Jis
cpennero npodeccuonanbHoro oopaszosanus / B. M. Craceimu, T. JI. Craceimmnaa. — 2-¢ u3.,
ucrip. u jomn. — Mocksa : MznatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snexrponHbiid // OOpa3zoBarenbHas
wiatgopma HOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/494562U

3. Hosoxwunos, O.Il. Huadopmaruka B 2 u. Yacte 1: yueOHHMK mJisi CpeIHETO

npodeccuonansaoro ooOpaszosanus / O. I1. HoBoxwunoB. — 3-¢ m3a., mepepab. w JoIm. —
Mocksa : M3narensctBo FOpaiit, 2022. — 320 c. — (IIpodeccuonanbroe obpazoBaHue). —
ISBN 978-5-534-06372-1. — Tekcr : snekrponusiid // OOpa3zoBarenbHas miardgopma FOpaiit
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493964U8T

4. Hosoxwmnos, O.Il. HNudopmatuka B 2 uy. Yacte 2: y4eOHMK ISl CpEIHETO
npodeccuonansHoro ooOpazoBanus/ O. II. HoBoxunos. — 3-¢ wu3a., mepepad. u Jom. —
Mocksa : UzparensctBo FOpaiir, 2022. — 302 c. — (IIpodeccuonansuoe obOpa3oBaHue). —
ISBN 978-5-534-06374-5. — Tekcr : snekrponnsii // OOpazoBarenbHas miardopma FOpaiit
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493965

5. IlpoexTupoBaHue MHPOPMALIMOHHBIX CUCTEM : YUEOHUK U MPAKTUKYM JJI CPETHETO
npodeccuonanpHoro obpazosanus / JI. B. Uucros, II.II. MensaukoB, A. B. 3on0Tapiok,

H. b. Huuenopyxk ; mon obmeit penakiueit J[. B. UuctoBa. — Mocksa : M3garensctBo FOpaiir,
2022. — 258 c. — (IlpodeccuonanbHoe obpazoBanue). — ISBN 978-5-534-03173-7. — Teker :
NeKTpoHHBIH  //  OOpazoBarenbHas  miatgopma  FOpaitir  [caiit]. —  URL:

Uhttps://urait.ru/bcode/491568U
6. BuykoB, A. A. OcHOBbI HH()OPMAIIMOHHOW 0E30MaCHOCTH: 3alUTa MH()OPMAIIHUH :

yaeOHoe 1mocobue It cpeaHero mpodeccuoHaIbHOro oopasoBanus / A. A. BHykoB. — 3-¢ u3f.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 161 ¢. — (IIpodeccronanpHoe
obpazoBanue). — ISBN 978-5-534-13948-8. — Tekcr : asnekrpoHHbId // OOpazoBaTenbHAas
mwiatdopma IOpaiit [caiit]. — URL: 8TUhttps://urait.ru/bcode/495525U8T

7. CraceimmH, B. M. ba3bl AaHHBIX: TEXHOJOTWH JOCTyNa : y4yeOHOe mmocobue ams
cpeanero npogeccuoHansHoro oopasosanus / B. M. Craceiuun, T. JI. Ctaceimmna. — 2-€ u3f.,
ucnp. u jon. — Mocksa : M3parensctBo FOpaiit, 2022. — 164 c. — (IIpodeccuonanbhoe
obpa3zoBanue). — ISBN 978-5-534-09888-4. — Texkcr : snexkrpoHHblid // OO6pazoBaTenbHas
iatdopma Opaiit [caiit]. — URL: Uhttps://urait.ru/bcode/494562U

8. Ty3oBckuii, A. ®. IIpoektupoBanwe W pa3paboTka Web-TPUIOKEHHUH : ydeOHOe

nocobue s cpeaHero mpodeccuoHanbHOro ob6pazoBanus / A. . Ty3oBckuit. — Mocksa :
NznatenberBo FOpaiit, 2022. — 218 ¢. — (IIpodeccronansaoe oopazoBanue). — ISBN 978-5-
534-10017-4. — TexcT : anekTpoHHbI // Obpa3oBarenbHas miatdopma IOpaiir [caiit]. — URL:
Uhttps://urait.ru/bcode/495109U

9. IIpoektupoBanue HHGOPMAIIMOHHBIX CUCTEM : YUEOHHK U MPAKTUKYM JJIsI CPETHETO

npodeccuonansHoro obpazoBanus / [ B. Uucros, II. Il. MenpaukoB, A. B. 3o10Taprok,
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H. b. Huuenopyk ; mox o6mieit pemxaknueit J[. B. UuctoBa. — Mocksa : U3znarensctBo IOpaiir,
2022. — 258 c. — (Ilpodeccuonanpuoe odbpazoBanue). — ISBN 978-5-534-03173-7. — Tekcer :
aekTpoHHBIH  //  OOpaszoBarenpHass ~ maatdpopma  FOpaiit  [caiit] —  URL:
Uhttps://urait.ru/bcode/491568U

10. TI'aBpunoB, M. B. Hudopmaruka 1 uHGOPMAIIMOHHBIE TEXHOJOTUH : YYCOHHUK IS

cpennero npodeccronanbHoro ob6pazoanus/ M. B. Mapuos, B. A. Kinumos. — 4-¢ wu3g,.,
nepepad. u pon. — Mocksa : M3gatensctBo HOpaiit, 2022. — 383 ¢. — ([IpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-03051-8. — Tekct : snexrponHbiid // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/489603U

11. T'ampenko, U. I'. TexHomnorusi pa3paboTKu MPOTPaAaMMHOIO OOecredeHus : ydeOHoe
nocobue mns cpeanero mnpodeccuonanpbHoro obpazoBanus / W. I'. T'aupenko, @. @. [1anos,
. 1O. ®enopoB. — Mocksa : U3natensctBo FOpaiit, 2022. — 235 c. — (IIpodeccuonanbroe
obpazoBanue). — ISBN 978-5-534-05047-9. — Texkcr : snexkrponHbid // OOpazoBaTenbHas
wiatdopma Opaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492496U

4. KOHTPOJIb U OLIEHKA PE3VJIbTATOB OCBOEHUSI [TPO®ECCUOHAJILHOT'O
MOJTYJIS

PeSyJ’leaTbl 06yquHﬂ (I)OpMI)I U METOAbI KOHTPOJIAA U OLHCHKHU

(ocBOECHHBIE YMEHMS, YCBOCHHbIE 3HAHMS) Pe3yaILTaToB 00yyenns

YMmenua:

-yCTaHaBJIUBATh, HACTPAUBATh, IPUMEHSAThH
IporpaMMHBIE U IPOTPaMMHO-aNIMapaTHbIe CPEACTBA
3alUThl MH(OpPMAIIH;

-yCTaHaBJIMBATb U HACTpAUBATL CPCACTBA
aHTHBHPYCHOﬁ 3allUThl B COOTBETCTBUHU C
MNpEaABbABIACMbIMU Tpe6OBaHI/I${MI/I;

-AUAarHoCTUPOBATDH, YCTPAHATH OTKA3hI, obecneunBaTh

paboTOCIIOCOOHOCTD U TECTUPOBATH (PYHKIMH

IPOrPaMMHO-AMNTIAPATHBIX CPEICTB 3aIUTHI IlpakTirieckue  3aHATAA,  AOMAIIHAS

a0oTa, TECTUPOBAHUE
MH(pOPMaInH; p ’ p

-IIPUMEHSTH MPOTPaAMMHBIE U IIPOTPAMMHO-
anmnapaTHble Cpe/ICTBa I 3alUThl HHPOPMAIUH B
0asax JTaHHBIX;

-IIPOBEPSITH BHIMIOJIHEHUE TPEOOBAHUH 110 3aIIUTe
nH(pOpMallMU OT HECAaHKIITMOHUPOBAHHOT'O JOCTYIIa IPH
aTTecTauuy 00bEeKTOB MHPOPMATH3ALUU 110
TpeOOBaHUSIM O€30MaCHOCTH MH(POPMAIIHH;
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-IIPUMEHATh MaTeMaTHYECKHUH anmapar JJs
BBITOJIHEHUS KpUNTOrpadUuecKux Mpeodpa3zoBaHui;

-HCII0JIb30BaTh TUIIOBBIE TPOIPaMMHBIE
KpunTorpaduueckue CpecTBa, B TOM YUCIe
AJIEKTPOHHYIO MOJIINCH;

-IIPUMEHATH CPEICTBA FrapaHTUPOBAHHOTO
YHUYTOXXEHUSI HHPOpMaIuy;

-yCTaHaBIIMBaTh, HACTPAUBATh, IPUMECHSITh
MIpOrpaMMHBIE U POTPaMMHO-aITIapaTHbIC CPEACTBA
3aIUTHl THPOPMAIIHH;

-OCYILIECTBJISITh MOHUTOPUHT U PETUCTPALIHIO
CBEJIEHUI, HEOOXOMUMBIX JIJIS 3aIIUThI 00BEKTOB
uH(pOpMaTU3aIKK, B TOM YHUCJIE C UCIIOIH30BAHUEM

IIPOrPaMMHBIX U ITPOTPaMMHO-ANIAPATHBIX CPEICTB
OoOHapyXeHHUs, IPEAYNPEKICHUS U JTUKBUIALIUN
IIOCJIEICTBUM KOMIIBIOTEPHBIX A TaK.

3HaHuA:

0COOEHHOCTH U CIIOCOOBI TPUMEHEHHUS TPOrPaMMHBIX
U IIPOrpaMMHO-AMIAPATHBIX CPEACTB 3aLUTHI
UH(pOpMalH, B TOM YHCJIE, B ONEPALUOHHBIX
cucTeMax, KOMIbIOTEPHBIX CETAX, 0a3axX JaHHBIX;

-METO/Ibl TECTUPOBAHMSI (DYHKIIMHA OTJEIBHBIX
HIPOTPaMMHBIX M IPOrpaMMHO-AINAPaTHBIX CPEJICTB
3alUThl UH(OpMAIIH;

-TUTIOBBIE MOJEIIN YIPABICHUS JOCTYIIOM, CPEACTB,
METOJIOB M MMPOTOKOJIOB UACHTU(DUKAIINU U
ayTeHTH(UKAIIH;

-OCHOBHBIE TIOHATHS KpUNTOrpaduH U THIIOBBIX
KpUNTOrpauuecKux METOA0B U CPEJCTB 3aIIUThI
uH(pOopMaLnu;

-0COOEHHOCTHU U CIIOCOOBI MPUMEHEHUS POTPAaMMHBIX
Y IPOTrPaMMHO-AIIAPATHBIX CPEACTB
rapaHTUPOBAHHOTO YHUUTOXKEHHS HHPOPMAIIHH;

-THIIOBBIC CPEJICTBA U METOIbI BEJICHUS AyANTA,
CPEJICTB | CIIOCOOOB 3aIIUThI HH(POpMAIUU B

HomamHss pabora, TeCTHpOBaHKE
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JIOKAJIbHBIX BBIYUCIIMTCIIbHBIX CCTAX, CPCACTB 3alllUThI
OT HCCAHKITMOHHUPOBAHHOI'O AOCTYIIA.

0COOEHHOCTH U CLIOCOOBI IPUMEHEHHUS IPOTPAMMHBIX
U IpOorpaMMHO-alIapaTHbIX CPCACTB 3allIUThI
I/IH(I)OpMaLII/II/I, B TOM YHUCJIC, B OIICPALIMOHHBIX
CUCTCMAX, KOMIIBIOTCPHBIX CCTAX, 0azax JaHHBIX
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