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1. TIACIIOPT PABOYE ITPOT'PAMMBI [TPO®ECCUOHAJIBHOT'O MOJIY JIS

I[IM.01 OKCIUIYATALIUA ABTOMATU3NUPOBAHHBIX (MH®OPMAIIMOHHBIX)
CHUCTEM B 3AIIMINEHHOM UCITOJIHEHUA

1.1. Iens u uIaHUpyEeMBbIE€ PE3YIbTAThI OCBOEHHUS MPOGECCUOHATHBHOTO MOTYJIS

1.1.1. B pesynprare m3ydeHus MPOPECCHOHATHBHOTO MOIYIS CTYACHT JOJDKEH OCBOWTH
OCHOBHOM BHJI I€ATEIHLHOCTU DKCILTyaTalusi aBTOMaTU3UPOBAaHHBIX (MH(GOPMAIIMOHHBIX) CHCTEM B
3alIUIIEHHOM HCIIOJIHEHUH U COOTBETCTBYIOIINE €My OOIIHE KOMIIETCHIIUN:

OK O0I. BseiGupats cmoco0Obl pemeHHs 3afad  Npo(ecCHOHAIBHOM AEATeNbHOCTH,
NPUMEHHUTEIBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymecTBiATh MOUCK, aHAIW3 U UHTEPIPETALNIO HHPOPMALIUU, HEOOXOAUMON ISt
BBITNOJIHEHUS 33/1a4 MPOGECCHOHATBHON JAeSITENbHOCTH.

OK 03. IlmaaupoBaTh W peagn30BBIBATb COOCTBEHHOE MPO(ECCHOHAIBHOE W JTUYHOCTHOE
pa3BUTHE.

OK 04. PaGoTaTh B KOJUIEKTHBE U KOMaH 1€, dPPEKTUBHO B3aMMOIEHCTBOBATh C KOJUIETAMH,
PYKOBOJCTBOM, KIIMEHTaMH.

OK 05. OcymiecTBiasiTh YCTHYIO M NHCbMEHHYI0 KOMMYHHMKAIMIO Ha TOCYJapCTBEHHOM
SI3BIKE C Y4ETOM OCOOEHHOCTEH COIMAIbHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 06. ITposBAsATh rpaskJaHCKO-NIATPUOTUYECKYIO MMO3UIINIO, IEMOHCTPUPOBATh OCO3HAHHOE
NIOBEJICHHE Ha OCHOBE TPAJUIIMOHHBIX OOIEYETOBEYECKUX LEHHOCTEH, MPUMEHSATh CTaHIApPTHI
AHTUKOPPYIMLHUOHHOTO MOBEIEHUS.

OK 07. CopmelicTBOBaTh COXpPAaHEHHUIO OKPYKAIOMICH Cpelbl, pecypcocOepekeHHIo,
3¢ (peKTUBHO AeCTBOBATH B YPE3BBIYANMHBIX CUTYAIIHSIX.

OK 08. Hcnonp3oBaTh cpeAcTBa (pU3WUECKONW KYJIbTYPHI IIJII COXPAHCHHS W YKpEIUJICHUS
3I0pOBbsI B Tpoliecce MpoheCCHOHATBHON NESTEIbHOCTH M MOAJIEPKaHUI HEOOXOIMMOI0 YPOBHS
($U3uUeCcKOil MOArOTOBICHHOCTH.

OK 09. Mcrionb30BaTh HH(OPMAIIMOHHBIE TEXHOJIOTUHU B MPO(ECCHOHANBHON A TETbHOCTH.

OK 10. TIlomb3oBaThCcsi TpodecCHOHATBHON JOKyMEHTAIlMe Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX.

[IpodeccrnonanbHubie KOMIIETEHIINU:

I[IK 1.1. IIpom3BoAWTH YCTAaHOBKY W HACTPOMKY KOMIIOHEHTOB aBTOMAaTHU3HPOBAHHBIX
(vHGOPMAIIMOHHBIX) CHUCTEM B 3alMIICHHOM HCIOJHEHUH B COOTBETCTBHHM C TPEOOBaAHUSIMHU
HKCIUTYaTallMOHHOW JOKYMEHTAIUH.

IIK 1.2. AQMUHHCTpUpPOBaTh NPOTPaMMHBIE M IPOrPaMMHO-AIIapPATHBIE KOMIIOHEHTHI
ABTOMATH3UPOBAHHOM (MHPOPMALMOHHOM) CHCTEMBI B 3AIIUIIIEHHOM UCTIOJTHEHUH.

1K 1.3. O6ecnieunBath O6ecriepedoiiHyo padoTy aBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX)
CUCTEM B 3alllMIICHHOM HCIOJHEHHH B COOTBETCTBMM C TpPeOOBaHMSIMH SKCILTyaTallHOHHON

JIOKYMEHTaIUH.
IIK 1.4. OcymecTBiaATh MPOBEPKY TEXHUYECKOTO COCTOSIHUSI, TEXHUUECKOE 00CTy)KMBaHUE U
TEKyIIMd  pPEMOHT,  yCTpaHSATh  OTKa3hl U  BOCCTaHABIMBATh  pabOTOCIOCOOHOCTH

aBTOMAaTH3UPOBAHHBIX (MH(OPMAI[MOHHBIX) CUCTEM B 3alLUIIEHHOM UCIIOJHEHUH.
1.1.2. B pe3ynbraTe 0CBOEHUS NMPO(EeCCHOHANTBHOTO MOTYJIS CTYIEHT JOJDKEH:
HMeTh pakTU4ECKUI OIIBIT:
— YCTAaHOBKM ¥  HACTPOMKM  KOMIIOHEHTOB  CHUCTEM  3allUThl  MH(pOpMaLUU
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM;
— aIMMHHMCTPUPOBAHUS aBTOMATU3UPOBAaHHBIX CUCTEM B 3alIUILEHHOM HCIIOJIHEHUU;
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—_— 9KCILTyaTallukh KOMIIOHCHTOB CHUCTCM 3alllUThI I/IH(bOpMaI_[I/II/I ABTOMATHU3UPOBAHHBIX
CHCTEM;

—_— AJUArHOCTUKHN KOMIIOHCHTOB CHCTEM 3alllUThI I/IHq)OpMaI_II/II/I ABTOMATHU3UPOBAHHBIX
CHCTEM, YCTPAaHCHHS OTKa30B M BOCCTAHOBJICHUS Pa0OTOCIIOCOOHOCTH aBTOMATH3WPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B 3aIUIIICHHOM UCIIOJTHEHUU

JlomkeH ymeTh

— OCYIIIECTBIISATh KOMIUIEKTOBaHHE, KOH(UTYpHpOBaHUE, HACTpPOIKY
ABTOMATU3UPOBAHHBIX CHUCTEM B 3alIMIIEHHOM KCIOJIHEHUH KOMIIOHEHT CHCTEM 3alllUThl
nH(pOpMallK aBTOMATU3UPOBAHHBIX CUCTEM;

— OpPraHW30BBIBATh, KOH(DUTYpUPOBaTH, MPOU3BOAUTH MOHTAX, OCYIIECTBISTH
JTUArHOCTUKY M YCTPaHATh HEUCIPABHOCTUM KOMIBIOTEPHBIX ceTed, paboTaTh C CETEBBIMU
MPOTOKOJIAMHU Pa3HBbIX YPOBHEH;

— OCYILIECTBIISATh KOH(UTYpUpPOBaHUE, HACTPOWKY KOMIIOHEHT CHCTEM 3allUThI
nH(pOpMalli aBTOMATU3UPOBAHHBIX CUCTEM;

— IPOM3BOJIUTh YCTAHOBKY, aJalTallI0O U COMPOBOXKJIEHHE THUIIOBOTO MPOrPaMMHOTO
o0ecreyeHns, BXOASIIET0 B COCTAaB CHCTEM 3aIlUThl HHPOPMALIMU aBTOMATU3UPOBAHHON CHCTEMBI

— HACTpaWBaTh H YCTPAHITh HEUCIPABHOCTH MPOrPaMMHO-AMMAPATHBIX CPEACTB
3amUThl UHOOPMALIUY B KOMIIBIOTEPHBIX CETAX TI0 33JJaHHBIM MTPABUIIAM;

— obecreunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATh HEUCTIPABHOCTH

JloJKEeH 3HaTh.

— COCTaB M MPHUHIUIBI padOThl aBTOMATU3UPOBAHHBIX CUCTEM, OMIEPALMOHHBIX CUCTEM
U Cpen;

— OPUHLMIIBI  pa3pabOTKU  aJIrOpUTMOB  MPOTpamMM,  OCHOBHBIX  INPUEMOB
IPOrPaMMHUPOBAHUS;

— Moenu 0a3 JaHHBIX;

— NPUHIUIBI IOCTPOCHUS, (PU3HUecKre OCHOBBI Pa0OTHI epUepHitHbIX YCTPOMCTB;

— TEOPETUYECKHE OCHOBBI KOMITBIOTEPHBIX CETed M HX alllapaTHbIX KOMIIOHEHT,
CETEBBIX MOJIeNIeH, IPOTOKOJIOB U MPUHIIUIIOB aJpecaliy;

— MOPSAOK YCTAHOBKM M BBOJIAa B AIKCIUTyaTallMI0 CPEICTB 3alIUThl MHPOpPMAIUMU B
KOMIIBIOTEPHBIX CETSX;

— NOPUHIUIBl  OCHOBHBIX METOJOB OpraHW3allid U MPOBEACHUS TEXHUYECKOTO
00CTyXKMBaHUS BEIYUCIUTEILHON TEXHUKHU U JPYTUX TEXHUYECKUX CPEICTB MH(OPMAaTU3ALINH.

1.2. KonudecTBO 4acoB, OTBOJUMOE Ha OCBOCHUE MPOPECCHOHATHHOTO MOTYJIS
Bcero 1032 yacoB, U3 HHX:

MaKCUMaJIbHOU yueOHOM Harpy3ku oOyuatorierocs (Bcero) — 1032 yacos;
00s13aTeIFHON ayJUTOPHON yueOHOM Harpy3ku oOydatromerocs (Bcero) — 622 4acos;
camocTosITenbHas pabora obyuaromerocs (Bcero) — 188 vacos;

npakTuyeckas padbora oOydaromierocs (Bcero) — 128 vacos;

nabopaTopHbIe 3aHITHs oOydaromierocs (Bcero) — 210 yaca;

KOHCYJBTAIIMN 00y4aromierocsi(Bcero) — 2 4acos;

y4eOHOU MpaKkTUKHU oOydaromierocs (Bcero) — 144 qacos;

MPOU3BOICTBEHHAS IPAKTUKA (110 MPO(UITIO CIIEATIbHOCTH) — 72 4acoB;
MIPOMEXKYTOUHAsI aTTecTarus oOydJaromierocs (Bcero) — 6 4acos.



2. CTPYKTYPA U COAEP>XXAHUE ITPOPECCHUOHAJIBHOT'O MOAYJIA
2.1. Ctpykrypa npodeccuoHaIbHOTO MOAYJIS

Konpr HaumenoBanust O6Bem O06Bem podecCHOHATEHOTO MOAYJIS, Yac.
npodeccronanb pas3znenos o0pa3oBaTenb O6yuenue no MJIK, B gac. [TpakTuku CamocrosTens
HBIX 00IINX npodeccuoHabH HOM BCET B TOM YHCIIE y4eOHa | IPOM3BOJACTBEH | Has pabora
KOMIICTEHIIUI OT0 MOAYJIA IporpamMmeali, o, 71a00paTOpPH | KOHCYJbTAIl | KYpCOB A Has IIPaKTHKa,
4ac. 4aco BbIX U nu asd IIpaKTHU 4acoB
B MPaKTHYECK paborta K,
UX 3aHATHH (mpoek, | 4acoB
4acoB
OK 01 -OK 10 M/JK.01.01 128 94 52 36 34
IIK 1.1. - TIK OnepanoHHbIe
1.4. CUCTEMBI
OKO01-0OK 10 | MJIK.01.02 ba3sl 128 128 76 36
IIK 1.1. - TIK JAaHHBIX
1.4.
OKO0I1-OK 10 | MIK.01.03 Cerun 158 108 62 2 36 50
I[IK 1.1. - TIK U CUCTEMBI
1.4. nepenayu
nHpopmaruu
OK 01 -OK 10 M/IK.01.04 236 178 70 18 58
IIK 1.1. - TIK DKCIUTyaTalus
1.4. aBTOMAaTU3UPOBAH
HBIX
(uH(OPMAITOHHBI
X) CHCTEM B
3aIMUIIEHHOM
VCIIOJIHEHU U
OK 01 -OK 10 M/K.01.05 160 114 78 18 46
IIK 1.1. - TIK DKCIUTyaTalus
1.4. KOMITBIOTEPHBIX
ceTen




OK01-0K 10 VYyeOHnas 144
IIK 1.1. - TIK IIpaKTHKa

1.4.
OK 01 -OK 10 | IlpousBoacTBEHH 72
I[IK 1.1. - TIK as MPAKTHUKA,

1.4. 4acoB
OK 01 -OK 10 | TIpomexyrouHas 6
K 1.1. - TIK aTTecTalus

1.4. DK3aMeH 1o

npodeccnoHabH

OMY MOJYJIIO

BCEI'O:

1032

| 622 |

338

144

72

188




2.2. TemaTudeckuii 1j1aH U coqepkanue npodeccuonanbHoro moayss (IIM)

HaumenoBanue Coneprxanue yueOHOro MaTepuaia, 1abopaTopHbie paboThl M MPAKTHUECKUE 3aHATHS, O6wem | YpoBeHb
pas3esoB U TeM camMocCTosITeNIbHasl paboTa 00y4aroIIUXCs 4acoB | OCBOEHUS
npogecCuoHaIbLHOTO
monysst (ITM),
MEXKTACIUTTTHAPHBIX
kypcoB (MJIK)
1 2 3 4
MJIK.01.01 OniepaniiOHHBIE CUCTEMBI 128
Pazgen 1. DnemeHThl TE€OpHM OnepanmoHHbIX cucteM. CBOMCTBA ONEpPalMOHHBIX CUCTEM
Tema 1.1. OcHOBEI Conepxanune 4 1,2
TEOpHUH ONEPAlMOHHEIX | OmpezeneHue onepanuoHHoM cucteMbl. OCHOBHBIE MOHATHUSA. McTOpHs pa3BUTHS ONepalliOHHBIX
CUCTEM cucteMm. Buser onepannonasix cucreM. Kimaccudukaus onepaoHHBIX CUCTEM O Pa3HBIM
npusHakaM. OnepanuoHHas cucTemMa Kak nHTepdeiic Mex a1y NporpaMMHBIM U anfapaTHBIM
obecnieuenneM. CucTeMHBIC BBI30BBL. VccienoBanus B 00JIaCTH OMEPAITMOHHBIX CUCTEM.
Tema 1.2. MamuaHO- Conepxanue 4 1,2
3aBHCUMBIE U MAILIMHHO- 3arpy3unk OC. Mnunuanuzanus annapatasix cpenacts. [Ipouecce 3arpy3ku OC.
He3aBMCUMBbIE CBOMCTBA | [Tepenocumocts OC. Mammuno-3asrcumble Moxyar OC. 3agaun OC 1o yInpaBIeHHIO OIepallusIMK
OIICPALIMOHHBIX CUCTCM BBOJa-BbIBOJA. MHOrOCI/IOWHAas MOJENb TOACUCTEMBI BBOIAa-BbIBOAA. JpaiiBepsl. [loanepxka
ornepanuii BBOJa-BbIBOJA.
Pabota c¢ ¢aitnamu. Qaiinosas cucrema. Bunsl ¢aitnoBeix cuctem. @usnyueckas OpraHu3arys
daiinoBoii cucrembl. Tunsl daitios. DaiioBbIe onepayi, KOHTPOJIb JOCTYyNa K (haiiiam.
TemaTuka NPaKTUYECKUX 3aHATHN 7
Bupryanpasie Mamuabl. Coznanue, MoauduKamms, padbora
VYcranoBka OC
Co3anne ¥ U3y4eHUEe CTPYKTYPHI Pa3esioB )KECTKOTO IUCKa
Omneparnuu ¢ dainamu
Tema 1.3. MoaynbHas Conepxanue 4 1,2
CTPYKTYpa Dk30s71po. Moaenb kimeHT-cepBep. Pabota B pesxkume nonb3oBatens. Pabota B KOHCOTEHOM
OMEPALMOHHBIX CUCTEM, pexrme. OO0T0UKH ONIEPAIMOHHBIX CHCTEM.
MIPOCTPAHCTBO Temaruka npakTUYECKUX 3aHITHIA 5
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MOJIH30BATEIS PaboTa B KOHCOJIBHOM M IpaUIECKOM PEKUMAX
Tewma 1.4. Yopasnenue Conepxxanue 1,2
MaMsAThIO OcHoBHOE ynipaBieHue namsaTeio. [logkauka. BupryanbHas naMsTh. AJTOPUTMBI 3aMEILICHUS
cTpaHuIl. Bompock! pa3paboTKu CUCTEM CO CTPAaHUYHOW OpraHu3aIei maMatu. Bompocsl
peanuzanun. CerMeHTanus naMsaTu
TemaTuka NPaKTUYECKUX 3aHATHN
MOHUTOPHHT 32 UCNOIB30BAHUEM MTAMSITH
Tema 1.5. Yopasnenue Conepxxanue 1,2
IpolLECCaMu, [Tonstue npouecca. [Toustue noroka. [loHaTHe mpuopuTeTa U OYEpear MPOIECCOB, OCOOCHHOCTH
MHOTOIPOLIECCOPHbBIE MHOT'OIIPOIIECCOPHBIX CHCTEM. MEXITPOLIECCOPHOE B3aUMOIEHCTBHE
CUCTEMBbI [onsarue B3aumMo0OI0KpoBKHU. Pecypchl, oOHapy)keHrne B3auMoOIOKUpOBOK. M30eranue
B3aUMOOJIOKHPOBOK. [IpenoTBpanienne B3auMoOJIOKUPOBOK
TemaTuka NPaKTUYECKUX 3aHATHN
VYrpasieHue nponeccamm»
HabmioneHue 3a HCrosib30BaHHEM PECYPCOB CHCTEMBI
Tema 1.6. Conepxanune 1,2
Bupryanm3zauus u TpebGoBanusi, MpUMEHsieMbIe K BUpTYyaau3amnuu. [ unepsusopsl. TexHomornu 3HPeKTUBHOM
o0JauHble TEXHOJIOTUU BUpTyaln3anuu. Bupryanuzanus namsaru. Bupryanuzauus BBoAa-BsiBoJa. BupTyanbHbie
ycTporcTBa. Bonpocs! IMneH3upoBaHus
Ob6naunple TexHosoruu. MccnenoBanus B 006J1aCTH BUPTYaTU3allui U 00JaKOB
TeMarnka NpakTUYECKUX 3aHATUN
N3ydyenne npumepoB BUpTyasbHbIX MaH (VMware, VBox)
Paznen 2. besonacHOCTH OnepalMOHHBIX CUCTEM
Tema 2.1. IlpuHnunmel Copepxanue 1,2

HOCTPOCHHUS 3aIIUTHI
uHpopManuu B
OTIEPAIIMOHHBIX

cucreMax

[Tonsitue 6e3onacuoctu OC. Knaccudukanus yrpo3 OC. Mctounuku yrpo3 nHGOPMAITHOHHON
0e30macHOCTH U 00bEKTHI Bo3zeiicTBus. [lopsanok obecnieueHus 6e30macHOCTH HH(POPMAITUH MTPH
SKCIUTyaTanuu onepanroHHbix cucteM. lltatasie cpeacrea OC st 3amuThl HHGOPMAIIHH.

AyTteHTuduKanys, aBTopu3aIus, ayanr.

TemaTuka NPaKTUYECKUX 3aHATHN

VYrpaieHre y4eTHbIMU 3alMCSIMHU MOJIb30BaTENeH U JOCTYIIOM K pecypcam

AynuT COOBITHIA CHCTEMBI

M3ydeHre MTaTHBIX CPEJICTB 3alIUThl HHOPMAIIMU B ONEPAIIMIOHHBIX CUCTEMax

Paznen 3. OcobennocTr paboThl B COBPEMEHHBIX OMEPAIIMOHHBIX CHCTEMaX




Tema 3.1. Conepxanue 4 1,2
OnepanmoHHbIe 00630p cuctemsl Linux. IIporeccs! B cucreme Linux. Ympasienue namsaTeio B Linux. BBoa-BeiBOA
cucteMbl UNIX, Linux, B cucteme Linux. ®atinosas cucrema UNIX.
MacOS u Android OnepannoHnble cucTeMbl cemeiictBa Mac OS: 0COOEHHOCTH, IPEUMYIIECTBA U HETOCTATKH.
Apxutektypa Android. [Tpunoxenust Android
TemaTuka NPaKTUYECKUX 3aHATHN 6
Coznmanne nuctpuOboTuBalinux. Y cTaHOBKA.
Pa6ora B OC Linux.
Tema 3.2. Conepxxanue 4 1,2
OnepanoHHas cuctemMa Crpykrypa cuctemsl. [Iponeccot u motoku B Windows. Ynpasienue mamsaTeio. BBOa-BRIBOJ B
Windows Windows.
TeMarnka NpakTUYECKUX 3aHATUN 5
YcraHoBKa 1 nepBuyHas HacTpoiika Windows.
Tewma 3.3. CepBepHbie Conepxanune 4 1,2
onepanuOHHbIE OcnHoBHoe HazHaueHue cepBepHbIx OC. Ocobennoctu cepepHbix OC. Pacnipenenennsie haiioBbie
CUCTEMBbI CHCTEMBI.
TeMarnka NpakTUYECKUX 3aHATUN 6
Pabota ¢ ceteBoii (haitioBoi CUCTEMOIA.
Pabota c cepsepnoit OC, nanpumep, AltLinux.
[TpumepHas TeMaTHKa caMocTosTeNbHON paboTel pu u3ydennu MJIK.01.01 34 1,2
Co3nanne BUPTyaJIbHON MallluHBI.
YcraHoBKa ONepaliOHHON CUCTEMBI.
Amnanus xyprHana ayauta OC Ha paboyem mecTe.
W3ydyenne ananuTuuecKkux 0030poB B 001aCTH MTOCTPOCHUSI CUCTEM 0€301IaCHOCTH OTICPAIMOHHBIX CUCTEM.
MJIK.01.02 ba3sl maHHBIX 128
Paznen 1. OcHOBBI TeoprH 6a3 TaHHBIX
Tema 1.1. OcHOBHBIE Copepxanue 3 1,2
MOHSATHSI TeOpUu 6a3 [Tonsitue 6a3bl aHHBIX. KOMIIOHEHTHI CUCTEMBI 06a3 TaHHBIX: JaHHbIE, allllapaTHOE O0ecreueHue,
naHHBIX. Moaenu nporpaMMHOe obecriedeHue, mob3oarenu. OTHOMOIB30BATEIBCKIE U MHOTOTIOIB30BATEIIbCKIE
JTAHHBIX cuctembl 06a3 nanHbIX. IHTerprpoBanHbie U o01mue gaHHble. OOBEKTHI, CBOMCTBA, OTHOLICHHUS.

I{enTpanu3oBaHHOE ypaBlIeHUE TaHHBIMH, OCHOBHBIE TPEOOBAHUSI.

Monenu nanubix. Mepapxuueckue, ceTeBbIe U PEIISIIMOHHBIC MO OpTraHu3alliy JaHHBIX.
[TocTpensironHbie MOAEIN JAHHBIX.

TepmuHoOMOTHS penssuuOHHbIX Mozenei. Kimaccudukamms cynHocreit. /[Benanmnars npasmi Komna
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JUTS OTIPEICIICHHS] KOHIIENITAN PEJISIIIMOHHON MOJICIIH.

Tema 1.2. OcHOBEI Conepxxanue 1,2
PENSAIMOHHON anreOpbl OcCHOBBI pensIMOHHOM anreOpbl. TpaauinoHHbIC onepanuy Haj OTHOIICHUSIMU. CrielinaibHbIe
onepannu HaJl OTHomeHussMHU. Onepalny HaJl OTHOLICHUSIMU IONIOJIHEHHbIE JleToM.
TeMarnka NpakTUYECKUX 3aHATUN
Onepanuuy HaJl OTHOUICHUSIMU
Tema 1.3. bazoBrsle Conepxanne 1,2
MOHSTHS U bazoseie moustuss CYB/I. OcHoBuble dhyHKIMH, peanu3yembie B CYBJl. OCHOBHBIE KOMITOHEHTHI
KJIacCU(UKALIUS CUCTEM CYB/I u ux B3aumopeiicreue. MUutepdeiic CYB/I. SA3wikoBbie cpenactBa CYB/I. Knaccudukanus
yrpaBieHus 6azamu CVYB/. CpasuutensHas xapakrepuctuka CYB/. 3nakomctBo ¢ CYB/] (o BeIOODPY)
JTAHHBIX
Tema 1.4. Conepxanune 1,2
[lenocTHOCTD TaHHBIX [ToHsiTHE LIETOCTHOCTH U HEMPOTUBOPEUUBOCTH JAaHHBIX. [[prMepbl HapyIIeHus IEJTOCTHOCTU U
KakK KJIFOYE€BOE MOHATHE HEIIPOTHUBOPEYMBOCTH AaHHBIX. [[paBuna u orpannyeHus.
0a3 JaHHBIX
Pazgen 2. IlpoexktupoBanue 6a3 JaHHBIX
Tema 2.1. Conepxxanue 1,2
Nudopmanmonnbie Tunbl nHGOPMAIIMOHHBIX MOJienel. Jlormueckue moaenu qaHHBIX. OU3MUECKUE MOJICTH JTAHHBIX.
MOJIEJIN PENSIIIUOHHBIX TemaTuka NpakTUUECKUX 3aHATUN
0a3 maHHbIX [TpoexTupoBanue NHGOIOTHIECKON MOJICITN TaHHBIX
Tema 2.2. Conepxxanue 1,2
Hopmanuzanus Tabmuig Heo0OxomuMocTh HOpManu3anuu. AHOMAaIHK BCTaBKH, yaaneHus u oOHoBNeHUs. [IpuBeneHme
PENSIIMOHHON 0a3bl TaOIUIIBI K TIEPBOM, BTOPOU U TPETheH HOpMaJIbHBIM (hopmam. JlanpHelas HopMaIu3aIys TaOJIHII.
JAHHBIX. UerBepras U msitast HOpManbHbIe (opMmel. [IpuMeHeHme nmpoiecca HopMaTH3aIii.
[IpoekTupoBanue TeMarnka NpakTUYECKUX 3aHATUN
CBSI3CH MEXY [IpoexkTupoBaHue CTPYKTYphI 0a3bl JAHHBIX
Ta0IUIAMU.
Tema 2.3. Cpenctaa Copepxanue 1,2
aBTOMAaTHU3AIUH CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencts.
IPOEKTUPOBAHUS I'paduueckoe npencrasiaenne moaeneii npoekrupoBanus. UML. Jluarpamma CyniHOCTb-CBSI3b,

JuarpaMMa mOTOKOB JJAHHBIX, JUarpaMMa nNpeucacHTOB NCITOJIb30BaHN .

TemaTuka NPaKTUYECKUX 3aHATHN

[TpoexTupoBanue 6a3bl NaHHBIX ¢ ucnoiab3oBanneM CASE-cpencts

Paznen 3. Opranu3zanus 6a3 TaHHBIX
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Tema 3.1. Co3ganue Conepxanue 1,2
0a3bl JaHHBIX. Coznanue 6a3pl JaHHBIX. PaboTa ¢ TabiuiaMu: co3ganue TadlUIbl, U3MEHEHUE CTPYKTYPHI,
ManunynupoBaHue HAIOJTHEHUE TaOIUIIbI TaHHBIMU. YTIpaBJIeHUE 3aIUCSIMU: 100aBlIeHUE, peJaKTUPOBaHUE, YAalleHUuE
JAHHBIMHU. 1 HaBuranus. Pabora c 6a30ii JaHHBIX: BOCCTAaHOBIIEHUE U cxkaTHe. OTKPHITHE U MOIU(DUKAIINS
naHHbIx. KoMaHp1 XpaneHus, 100aBneHus1, peJakTHPOBaHUs, YIaJIEHUs U BOCCTAHOBJICHUS
naHHBIX. HaBuramms no HabOpy JaHHBIX.
TeMarnka NpakTUYECKUX 3aHATUN
Co3nanue 6a3bl nanubix cpeacrsamMu CYBJI. Pabota ¢ Tabnuuamu: no0aBieHue, pelakTHpOBaHHE,
yJajJeHue, HaBUraIus Mo 3aMuCsM.
Tema 3.2. IHOEKCHL Conepxxanue 1,2
CBs3u MeXIY [TocnenoBarenbHBIN MOUCK JaHHBIX. COpTHpPOBKA M GUIBTpalMsl TaHHBIX. IHIEKCUpOBaHNE
TaOJIAIAMU. Tabnui. Pa3nudHbIe TUTTBI HHIEKCHBIX (haiinoB. Paboune obnactu u nceBnoHUMBL. CBsI3b TaOIHII.
O0BenuHeHNE TAOJINII O0bpeanHenne TadJINII.
TeMarnka NpakTUYECKUX 3aHATUN
Co3zpanue B3auMOCBsI3en
CopTupoBKa, MOUCK U GUIBTPAIHS TaHHBIX
Croco0bI 00beTUHEHNS TAOTUL]
Paznen 4. Yopasnenue 6a3oii qaHHbBIX ¢ momombio SQL
Tema 4.1. Conepxanue 1,2
CrpykrypupoBanHblii | OOImas XapakKTepUCTHKA SI3bIKa CTPYKTYPUPOBAHHBIX 3arpocoB SQL. CTpyKTyphI U THIIBI JAHHBIX.
s13bIK 3anpocoB SQL Cranpapts s3b1ika SQL. Komanap! onpenenenuss JaHHBIX U MAHUITYJIMPOBAHUSI TAaHHBIMU.
TemaTuka NPaKTUYECKUX 3aHATHN
Cozmanme 6a3bl JaHHBIX ¢ ToMoIIbI0 KoMaH SQL. PegaktupoBanue, BCTaBKa U yJajieHUE JTaHHBIX
cpeactBamu sizbika SQL
Tema 4.2. Onepatopsl u Conepxanune 1,2
¢bynkuuu s3pika SQL Crpykrypa komanasl Select. Yenoue Where. OnepaTopsl u (pyHKIIUH TPOBEPKH YCIOBUH.
Jlornueckwue onepatopsl. ['pynmosbie dyHkumnn. OyHKIMKA 1aThl B BpeMeHH. CHMBOJILHBIE
GyHKIHN.
TeMarnka NpakTUYECKUX 3aHATUN
Co3anue v UCTOIb30BaHME 3aMpocoB. [ pynnmupoBKa U arperupoBaHue JaHHBIX
KoppenupoBaHHbIe BI0KEHHBIE 3aIIPOCHI
Co3gaHue B 3apocax BBIYUCIAEMBIX Mojel. Mcrnonb3oBaHue yCIoBHil
Paznen 5. Opranu3anus pacnpenenéHHbIX 0a3 JaHHBIX
Tema 5.1. Conepxanune 1,2
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ApXHUTEKTYpbI
pacnpeneseHHbIX 0a3
JTAHHBIX

ApPXUTEKTYpbI KiIMeHT/cepBep. JJocTOMHCTBA M HEIOCTATKU MOJIENIe apXUTEKTYpPbI KIIUEHT/CepBep
U UX BiusgHue Ha pyHkunonuposanue ceteBblx CYB/I. [IpoektupoBanue 6a3pl JAHHBIX MOA
KOHKPETHYIO apXUTEKTYPY: KIUEHT-CEPBEp, paclpeieleHHble 0a3bl JaHHbIX, apajlie/IbHas

00paboTKa TaHHBIX.

OTnnuus ¥ npeuMyniecTBa yAaJlleHHbIX 0a3 JaHHBIX OT JIOKaJbHBIX 0a3 AaHHbIX. [IpenmyiecTsa,
HEJOCTaTKU U MECTO IPUMEHEHMS IBYX3BEHHOM U TPEX3BEHHON apXUTEKTYPBHI.

TeMarnka NpakTUYECKUX 3aHATUN

YrpasiieHue J0CTYIOM K 00beKTaM 6a3bl JAHHBIX

Tema 5.2. CepBepHas Conepxanne 1,2
4acThb PACIPEAEICHHON ITnanupoBanue u pazpéproiBanre CYB/] mist paboThl ¢ KIMEHTCKUMU NPUIIOKEHUSIMH
0a3bl JaHHBIX TemaTuka NpakTUUECKUX 3aHATUN
YcranoBka CYB/I. Hactpoiika komnonenToB CYB/I.
Tema 5.3. Kimueurckast Conepxxanue 1,2
4acTh paclpeieIeHHON [TnanupoBanue npmioxeHuit. Opranuzarus uaTepdeiica ¢ moap3oBaTesieM. 3HAKOMCTBO C
0a3bl JAaHHBIX MacTepaMu U KOHCTPYKTOPaMH MPHU MPOEKTUPOBaHUHU (HopM U oT4eToB. Turmbl meHio. PaboTta ¢
MEHIO: CO37[aHKe, Mo (UKaIus.
Hcnonb3oBaHne 00bEKTHO-OPUEHTUPOBAHHBIX S3BIKOB IPOTPAMMUPOBAHUS IS CO3TAHUS
KJIMEHTCKOM yacTH 0a3bl NaHHBIX. TexXHOIOruu A0cTyna.
Ontumuzanus npousBoauTenbHocT paboTel CYB/L.
TeMarnka NpakTUYECKUX 3aHATUN
Coznmanne GopM U OTYETOB
Coznanue meHro. ['enepanus, 3amyck.
[TpodunmpoBanme 3apoCcoOB KIMESHTCKUX MPUITOKCHHM.
Paznen 6. AnmuHucTprpoBaHue U 0€30MACHOCTh
Tema 6.1. Conepxanue 1,2
ObecrieueHue VYrpo3ssl nenoctaoctd CYBJl. OcHOBHBIE BUJIBI M MPUUKUHBI BOZHUKHOBEHUS YTPO3 LEIOCTHOCTH.
L[ETTOCTHOCTH, Crnoco6s1 mpotuBoOAekicTBHS. [IpaBuna, orpaHuYeHuUs.
JIOCTOBEPHOCTH U [TonsiTue xpanumoit nponeaypsl. JlocTOMHCTBA U HEIOCTATKU UCTIOIb30BAHMS XPAHUMBIX
HEMPOTUBOPEYNBOCTH | mpouenyp. [lonstue Tpurrepa. A3k XpaHUMBIX TpoLeAYyp U TpUrrepos. KackagHbeie BO31€CTBHS.
JAHHBIX. VYrpaBineHue TpaH3aKIUsIMU U KIIIUPOBAHUE MaMSITH.
TemaTuka NPaKTUYECKUX 3aHATHN
Pa3paboTka XpaHUMBIX TPOUEAYDP U TPUTTEPOB
Tema 6.2. Ilepexnar Conepxanue 1,2

HNCKIHYUTCIIbHBIX

IToHsITHE NCKITIOYUTENBHOW CUTYallMu. MATKUN 1 AKECTKUW BBIXOJ U3 UCKIIOUUTEIHHON CUTYaIH.
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cUTyanuii u oopaboTka
omumO0oK

MecTo BO3HUKHOBEHUS UCKIIOUUTEIbHON cuTyanuu. OnpeereHue Xxapakrepa ommoKH,
BBI3BABIIEN UCKJIIOUYUTEIBHYIO CUTYALHIO.

Tema 6.3. MexaHnu3Mbl
3alIUThl HH(OpPMAIIHU B
CUCTEMaXx YIPaBJICHHUS
0a3aMH JaHHBIX

Coneprxanne

CpenctBa uaentudukanuu u ayreHTudukanuu. O6mue ceenenust. Opranuszanys B3auMo1eHCTBHS
CVYB/I u 6azoBoit OC. Cpezactsa ynpapieHus 10CTyrmoM. OCHOBHBIE TIOHATHUS: CYObEKTHI U
0OBEKTHI, IPYIIIBI MTOJIb30BATENCH, IPUBUIIETUH, POJIU U MPEICTaBICHUS. SI3bIKOBBIE CPECTBA
pasrpaHuyeHus noctyna. Buasl npuBuneruii: npusmieruu 0ezonacHocty U nocryna. Konuenuus u
peann3anus Mmexanuszma poseil. CootHoneHue npas gocryna, onpenensemsix OC u CYBJI.

Cpenctsa 3amuThl HHGOpMAIMU B 0a3ax JaHHBIX

TemaTuka NPaKTUYECKUX 3aHATHN

Ynpasienue npaBaMu JocTyna K 0a3aM JaHHBIX

1,2

Tema 6.4. KonnupoBanue
U IEPpCHOC JaHHBIX.
Boccranosnenue
JaHHBIX

Coneprxanne

Co3nanue pe3epBHBIX KOMHM Beelt 0a3bl JaHHBIX, )KypHala TPaH3aKIUil, a TAK)Ke OAHOTO MITH
HECKOJbKUX (paityioB umm ¢aiinoBsix rpynn. [lapaninenn3m onepamnuii MogudUKauyl JaHHBIX U
KONUpOBaHUs. THUIBI pe3epBHOTO KOMMPOBAHUS. Y IPaBICHUE PE3EPBHBIMU KOIIUSAMHU.
ABTOMaTH3a1Ms IPOLIECCOB KOMUPOBAaHUs. BocCTaHOBIIEHNE TaHHBIX

TemaTuka NPaKTUYECKUX 3aHATHN

AynuT naHHbIX ¢ noMouisto cpeacts CYBJI u tpurrepon

Pe3epBHOE KOMMPOBaHNE U BOCCTAHOBIICHHE 0a3 TaHHBIX

1,2

[IpumepHast TemaTHKa caMOCTOSATEIbHOM padoThl ipu u3ydennu MJIK.01.02

Brinonnenue nHAMBH YA IbHOTO 3a1aHus 1o TeMe «IIpoextupoBanne nHPOIOrHuecKon Moaenu 0a3bl JaHHBIX).
BrinosnHenne MHANBHAIyaIbHOTO 3a1aHuA 110 TeMe «Hopmanu3anus OTHOLICHU».

[TonroroBka pedeparos Ha Temy «Pazsurue CYBJl» (konkpernoii CYB/I).

BrimonHeHre nHANBUYaTbHOTO 3a1anus 1o TeMe «Coznanue 6a3pl faHHbIX. Co3znanue Tabnui. OpraHu3amnms

MEXTAa0IMUYHBIX CBA3EI

BrimonnHeHre MHANBUYATLHOTO 3a1aHus 0 TeMe «Opranu3anus 3ampocoBy.

Brinonnenue nHAMBUYaNTbHOTO 3a1aHus 10 TeMe «Co3/1aHne MoIb30BaTENbCKOro npuioxenus cpeactsamu CYB/».

Pa30op cuHTakcuca XpaHUMBIX MPOLIETYP U TPUTTEPOB.

[ToaroroBka pedeparos no Teme «Opranusanus U UCMOJIb30BaHNE MEXAHU3MOB 3aIIUThI 0a3bl TAHHBIX).

1,2

ITpomesxyrounas arrecranus no MJIK.01.02

MJIK.01.03 Cetu u cucteMbl iepenadu nHGOpMaIuu

158

Pasznen 1. Teopust TeET€KOMMYHUKAIIMOHHBIX CETEN

Tema 1.1. OcHOBHEIE
IIOHATHUA U onpezleneHI/m

Coneprxanne

Knaccudukanus cucrem cBsi3u. CooOIIeHUs! U CUTHANIBL. BUIBI 2IEKTPOHHBIX CUTHAJIOB.

1,2
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CrnexTpanpHOe NpeAcTaBieHre CUTHAIOB. [lapameTpsl curanoB. O0bemM 1 HHGOPMAITHOHHAS
€MKOCTb CHUTHAaJA.

Tewma 1.2. ITpuHIUTIEI Conepxanne 6 1,2
nepenauu uHopmanun | HasHadenue u MpUHIUIIBI opranu3amnuu cereit. Kimaccuukamus cereit. MHOTOypOBHEBBIH MMOIXOI.
B CETSX M CUCTEMax [Tporokon. UaTepdetic. CTek mpoToKoIOB. TeleKOMMYyHIUKAIIMOHHAS Cpea.
CBSI3H
Tema 1.3. Tumnossie Conepxanne 7 1,2
KaHaJIbl Iepelauu U UX Kanan nepenaun. CereBoil TpakT, TpyNnoBoil KaHaj nepegadn. Anmnaparypa nudpoBbix
XapaKTePUCTUKU IJIE3MOXPOHHBIX CUCTEeM Mepenadr. OCHOBHBIE TapaMeTPhl U XapaKTEPUCTUKHU CUTHAJIOB.
YrpowméHHas cxema opranusanuu kaaua TH
Tematuka 1a00paTopHBIX PaboT 15
PacueT nponyckHON CIOCOOHOCTH KaHaia CBS3U
Pa3nen 2. Cetu nepegaun JaHHbBIX
Tewma 2.1. Apxurtektypa Conepxanue 10 1,2
Y TIPUHIIUIIBI PaOOTHI CrpykTypa 1 XxapakTepucTuku ceteil. CriocoObl KOMMYTAIMM U TIepeiaun JaHHbIX. Pactipenenenue
COBPEMEHHBIX CeTei GyHKIMI 0 cCUCTeMaM CeTH U apecalns NakeToB. MapuipyTusanus U yrpapieHHe MOTOKaMH B
neperayy JaHHbIX CETSIX CBA3MU.
IIpoTokosbl u nHTEpQEICH yIpaBleHNs KaHaJIlaMU U CEThIO Nepeiauyl TaHHBIX.
TemaTnka 1abopaTopHbIX padoT 30
Kondurypuposanue cereBoro uHTepdeiica paboveit CTaHIINN
Kondurypuposanue cereBoro nurepdeiica MapmpyTiusaTopa 1o npotokoiny IP
Koppekius npobsiem uarepderica MapmpyTusaTopa Ha (pU3HUECKOM U KaHAJIbHOM YPOBHE
Jlnarnoctuka u pa3pelnieHue npobjaeM CETeBOro ypoBHs
JIMarHoCTHKa U pa3perieHue mpoodieM MPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS
Jlnarnoctuka u paspenieHue npoodieM IpoTOKOJIOB MPUKIAJTHOTO YPOBHS
Tema 2.2. Conepxanue 6 1,2
becnipoBogHbIe becnipoBoanbie kaHanb! cBs3u. becnipoBoanbie cetn Wi-Fi. [Ipenmymectsa u 061acthb
CUCTEMBI Nlepeaadn npuMeHeHHs. OCHOBHBIE 3JIEMEHTHI OecIIpOBOIHBIX ceTeil. CTanaapThl OeCIIPOBOJHBIX CETEH.
JAHHBIX Texnomorns WIMAX
TemaTtuka 1a00paTopHBIX PaboT 17
Hacrpoiika Wi-Fi mapuipytuzaropa
Tema 2.3. CoToBEIE 1 Conepxanne 6 1,2

CIIYTHHUKOBBIC CUCTCMBI

[TpuHumns! GyHKIMOHUPOBAHUS cUCTeM coToBoM cBsizu. Ctannaptel GSM u CDMA.
CIyTHUKOBBIE CUCTEMBI IIEpelayy JaHHBIX.
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[IpumepHas TemaTHKa caMoOCTOSATEIbHOM padoThl pu u3ydernnn MJIK.01.03

Hacrpoiika Wi-Fi mapmpyruzaropa
N3yueHne ceTeBbIX yTUIUT
Kondurypuposanue cereBoro nuurepderica
MapmipyTu3sanus 1 ynpaBJleHUE IOTOKaMU B CETSX CBA3H

50

Koncynpranuu

1,2

ITpomexxyrounas arrecranus no MJIK.01.03

1,2

MJIK.01.04 DkcrmyaTtaiusi aBTOMaTH3HPOBAHHBIX (MH()OPMAIIMOHHBIX ) CUCTEM B 3AIIUIIEHHOM HUCIIOIHEHUT

236

Paznen 1. PazpaboTka 3anuiieHHbIX aBTOMAaTU3UPOBAHHBIX (MH(POPMAIMOHHBIX) CUCTEM

Tema 1.1. OcHOBEI
MH(pOPMaITMOHHBIX
CHUCTEM KaK 00BbEeKTa
3aIUTHI.

Conepxxanue

[TonaTne aBTOMaTHU3MPOBAHHOM (MH(pOPMAIMOHHOI) cucTeMbl OTinunTenbHble 4epThl AVIC
Han0oJIee YaCTO UCTIOIB3YEMBIX KiIacCH(HUKAIMI: TI0 MaciiTaldy, B 3aBUCUMOCTH OT XapakTepa
MH(POPMAIMOHHBIX PECYPCOB, IO TEXHOJIOTMH 00pabOTKU JaHHBIX, IO CIIOCO0y J0CTyTa, B
3aBUCUMOCTH OT OpraHM3alUU CUCTEMBI, 110 XapaKTepy UCIOIb30BaHMs HHPOpMAaLUY, 110 chepe
npumeHenus. [Ipumepsr o6nacreit npumenenuss AUC. Ipoueccsl B AWC: BBoI, 00paboTka, BEIBO/I,
obpatHas cBs3b. TpeboBanust K AUC: TmOKoCTh, HaIEKHOCTH, 3PHEKTUBHOCTH, 0€30MMaCHOCTb.

OcHoBHBIE 0COOCHHOCTH COBpeMeHHBIX MPoekTOoB AVC. DneKTpOoHHBIN TOKyMEHTOO0O0POT.

TemaTuka 1a00paTOPHBIX pabOT

Paccmotpenue npuMepoB pyHKIIMOHUPOBAHUS aBTOMATU3HPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEM
(ETAUC, Poccuiickas ToproBas cucteMa, aBTOMaTU3upoBaHHasi HH(OpPMAIIMOHHAS CUCTEMaA
KOMITAaHUH )

1,2

Tema 1.2. Xu3ueHHBIH
LHUKII
ABTOMAaTHU3UPOBAHHBIX
CHCTEM

Coneprxanne

10

[HonsTue xxuznennoro nukna AUC. IIpoueccel xu3znenHoro nukina AVC: ocHOBHBIE,
BCIIOMOTaTeibHbIE, Opranu3anuonnbie. Ctaauu xu3HeHHoro nukia AVC: moaenupoBanue,
yrpaBlieHue TPeOOBAHUSIMHU, aHAIIU3 U TPOCKTUPOBAHKE, YCTAHOBKA U COMPOBOXACHUE. Moenu
xn3Hennoro mukia ANC.

3ajauu U Tansl NPOEKTUPOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM B 3AIIUILIEHHOM UCIOJHEHHH.
MeTtononoruu npoektupoBanus. Opranuzanus padoT, QyHKIMU 3aKa34UKOB U pa3pabOTUHKOB.

TpeGoBaHMs K aBTOMAaTU3MUPOBAHHOW CHCTEME B 3AIUIIEHHOM HCITOTHEHUH. PaboThI Ha cTanusx u
aTarax Cco3JaHus aBTOMaTI/IBHpOBaHHBIX CHUCTEM B 3allTMIIICHHOM HCITIOJTHCHHUU. Tp€6OBaHI/I}I 10
3alIUTEe CBEICHUH O CO3/]JaBA€MOIl aBTOMATU3HUPOBAHHON CHCTEME.

Temaruka 1a60paTOpHBIX padboOT

Pa3paboTka TeXHHUECKOro 3aJjaHus Ha MPOEKTUPOBAHHE aBTOMATHU3NPOBAHHOMN CHCTEMBI

1,2

Tema 1.3. Yrpo3ssl

Conepxanue

1,2
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0€30I1aCHOCTH
uHpopManuu B

[TorennuaneHble YTpo3bl 0€30IaCHOCTH B aBTOMAaTU3MPOBAHHBIX cUCTEMaX. VICTOUYHUKY U OOBEKTHI
BO3/EUCTBUS Yrpo3 6e3omacHocTy nHpopmaruu. Kpurepun knaccudukanu yrpos. Metosl

ABTOMATHU3UPOBAHHBIX OIICHKH OIMACHOCTHU yrpo3. baHk naHHBIX yrpo3 6e3onacHOCTH MHPOpMAIUU
cucreMax [TonsaTtue ysi3BuMoctu yrpo3sl. Kimaccudukanms ysi3BuMocTeii.
TemaTuka 1a00paTOPHBIX pabOT 10
KareropupoBanue nHhopMaMoHHBIX PECYPCOB
AHanu3 yrpo3 6e301macHoCTy nHopMaIuu
IToctpoenue monenu yrpos
Tema 1.4. OcHOBHBIE Copepxanue B 1,2
MepbI 3aIUThHI OpranuzanvoHHbIe, IPAaBOBbIE, IPOrpaMMHO-aIIIapaTHbIE, KpUNTOTpaduUecKie, TEXHUUECKHE
uHpopManuu B MephbI 3alTUTH HH)OPMAIK B AaBTOMAaTU3UPOBAHHBIX CHCTEMaX.
ABTOMAaTU3UPOBAaHHBIX | HopmatuBHO-mpaBoBas 6a3a Ajs onpeaesacHus Mep 3aliuThl UHGOPMAIlUU B aBTOMAaTU3UPOBAHHBIX
cucreMax UH(QOPMALIMOHHBIX CUCTEMAX U TpeOOBaHUil K HUM
Tema 1.5. Coneprxanue Conepxanune 10 1,2
Y TIOPSIAOK Wnentudukanys u ayreHTU(GUKaLUs CyObEKTOB JOCTYIA U 0OBEKTOB JOCTYIIA.
skcruryaraiuu AC B YrpasieHue J0CTyoM CyOBEKTOB JIOCTYIA K 00BEKTaM JIOCTYTIA.
3aIIMILIEHHOM OrpanuueHne NporpaMMHOM cpeabl.
UCIIOJTHEHU U 3amuTa MalIMHHBIX HOcUTeNel nHbopMaluu
Perucrpanus coObITHI 6€30MTaCHOCTH
AnTHuBHpycHas 3amuTta. OOHapyXeHHe IPU3HAKOB HAJMYHUS BPEIOHOCHOTO ITPOrPaMMHOTO
obecrieuenus. Peanuzanus anTuBUpyCcHOM 3anmuThl. OOHOBICHUE 033 JTaHHBIX TPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX IPOTPAMM.
O6nHapyxeHue (IpeIoTBpaIieHIE) BTOPKEHUN
Tematuka 1a60paTopHBIX padoT 12

KoHTposb (aHanm3) 3amunieHHOCTH HHGOPMAITII
ObecneueHue 1EIOCTHOCTH HHPOPMALIMOHHON CUCTEMBI U MH(POPMALIUU
O6ecneyeHne TOCTYIMTHOCTH HH(POPMAITHH

Texnonoruu Buptyanusanuu. Llens co3nanus. 3agauun, apXuTeKTypa U OCHOBHbIE (DYHKITHH.
[IpenmymiecTBa OT BHEAPEHHUS.

3amuTa TEXHUYECKUX CPE/ICTB.
3amuTa HHPOPMAITMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H M MEepeIauu JTaHHBIX

PezepBHoe KOITMPOBAHUC U BOCCTAHOBJICHNEC JAHHBIX.

COHpOBO)K,Z[GHI/Ie ABTOMATU3HUPOBAHHBIX CUCTCM. praBHeHHe pUCKaMU U THIOUACHTAMU
yrIpaBjieHus1 6€301MaCHOCTHIO.
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Tema 1.6. 3amura
uHpopManuu B

Coneprxanne

MexaHU3MBI U METOABI 3allIUTHI I/IH(bOpMaI_II/II/I B pacCripCaACICHHbIX aBTOMATU3UPOBAHHBIX

1,2

pacnpeeeHHbIX cucTeMax. ApXUTEKTypa MEXaHU3MOB 3aLIUTHI PACIIPEICTICHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM.
ABTOMATHU3MPOBAHHBIX AHanM3 ¥ CHHTE3 CTPYKTYPHBIX U (QYHKIIMOHAIBHBIX CXEM 3alIUIIICHHBIX aBTOMATH3UPOBAHHBIX
cUcTeMax MH(OPMALIMOHHBIX CHCTEM.
Tema 1.7. Ocobennoctu Coneprxanue 1,2
pa3paboTku O61ue TpedoBaHUsI 10 3aIIUTE EPCOHANBHBIX JaHHBIX. COCTaB U CoJep:KaHUE OPTaHU3alIMOHHBIX
MH()OPMAITMOHHBIX Y TEXHUYECKUX MEp IO 3alIiTe NH()OPMAIIMOHHBIX CHCTEM NIEPCOHAIBHBIX JaHHBIX. [Topsmok
CHCTEM IEPCOHATbHBIX BBIOOpa Mep 1Mo 00€CTICUeHHIO OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX. TpeOoBaHUS 11O 3aIIUTe
TAHHBIX MEPCOHAIBHBIX TaHHBIX, B COOTBETCTBUU C YPOBHEM 3alTUIIICHHOCTH.
TemaTtuka 1a00paTOPHBIX padOT
Omnpenenenus yposHs 3anmiieHHoctr MCI/IH u BeiOop Mep o obecnieuenuto 6e3omacHoctu [1/1H.
Paznen 2.0kcmryaranus 3alUIIeHHBIX aBTOMATH3UPOBAHHBIX CHCTEM.
Tema 2.1. OcoOenHOCTH Conepxanune 1,2
JKCILTyaTaluu AHann3 nHGOPMAIMOHHON HHPPACTPYKTYPHI aBTOMATU3HUPOBAHHON CUCTEMBI M €€ O€30IMaCHOCTH.
ABTOMAaTHU3UPOBAHHBIX MeTo 151 MOHUTOPHHTA U ayAUTA, BBISIBICHUS YTPO3 HHPOPMAIIMOHHOM 0e30macHOCTH
CUCTEM B 3aIIUIIICHHOM ABTOMATHU3UPOBAHHBIX CHCTEM.
HCIIOJITHCHUH. Coneprxanne U MOPSI0K BRIMOTHEHUS padoT 10 3auTe HHGOPMAIIHU TIPU MOJCPHU3AIIUN
ABTOMATHU3MPOBAHHOW CUCTEMBI B 3aIUIIIEHHOM HCIIOJTHCHUN
Tema 2.2. Conepxanune 1,2
AIMUHUCTPUPOBAHHE 3amaun ¥ QYHKIMU aIMUHHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CHCTEM. ABTOMATHU3AIIHS
ABTOMATHU3UPOBAHHBIX yropasieHus ceThio. OpraHusanus aIMUHUCTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM.
CUCTEM AJIMUHUCTPATUBHBIN MepcoHan u paboTa ¢ MoJIb30BaTesIMH. Y IIpaBIeHNUEe, TECTUPOBAHKE U
JKCILTyaTalusi aBTOMAaTU3UPOBAHHBIX CHCTEM. MeTobl, ClIOcOObI U CpeicTBa 00eceUeHUS
OTKa30yCTOMYNBOCTH aBTOMATHU3UPOBAHHBIX CUCTEM.
Tema 2.3. Conepxanue 1,2
JlesiTenbHOCTD CopepxaHue U MOPAIOK IEATEIbHOCTH IIepCOHaNIa MO AKCIUTyaTalluH 3alIUIIEHHBIX
repcoHalia mno ABTOMATHU3MPOBAHHBIX CHCTEM U TMOJCUCTEM 0€30IaCHOCTH aBTOMATHU3HPOBAHHBIX cucTeM. O0mme
AKCIUTyaTaluu 00513aHHOCTH aIMUHUCTpaTOpa NHGOPMAITMOHHON 0€3011aCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM.
ABTOMATHU3MPOBAHHBIX
(mH(MOpPMAITMOHHBIX )
CUCTEM B 3aIIUIIICHHOM
VCIIOJIHEHU U
Tema 2.4. 3amura ot Conepxanue 1,2
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HECAaHKI[HOHHUPOBAHHOTO
JoCcTymna K HH(popMaun

Ocnosublie npuHIHIE 3amuThl 0T HCJI. OcHoBHBIE crtocoObr HCJI. OcHOBHBIE HanpaBICHUS
obecnieyenus 3amuThl 0T HC/I. OCHOBHBIE XapaKTEePUCTUKH TEXHUYECKUX CPEJICTB 3aIUTHI OT
HCJI. Opraauzanms pa6dot o 3amure ot HCJI.

Knaccudukanus aBTomMmaTu3upoBaHHbIX cucteM. TpeboBanus no 3amute nHpopmanuu ot HCJ muis
AC

Tpebosanus 3anmmenHoct CBT or HC/I k nundopmaryn

TpebGoBaHMsI K CpeICcTBaM 3alIUThI, 00ECTICUNBAIONTNM O€30MIacHOE B3anMoielicTBrE ceTeit DBM,

AC nocpecTBOM yIpaBlIeHHUs] MEKCETEBBIMU TOTOKaMU MH(POPMALIUH, U PEATU30BaHHBIX B BUJIE
MD

Tema 2.5. C3U ot HC]],

Conepxxanue

10

Ha3naueHnue 1 OCHOBHBIE BO3MOXHOCTH CUCTEMBI 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
ApXUTEKTypa U cpencTBa ynpasieHus. OOmme npuHIMIb! ynpasieHus. OCHOBHbIE MEXaHU3MbI
3aIUTHL. YTIpaBJIeHHE ycTpoiicTBaMu. KOHTpOs anmapaTHOW KOH(PUTYpaIlui KOMITBIOTEPA.
N36upatenpHoe pa3rpaHudeHue T0CTYNa K yCTPOHCTBAM.

VYnpasieHue 10CTyIoM U KOHTPOJIb TeYaTu KoHpuIeHIMaabHoi nadopmarun. [IpaBuna paboTsl ¢
KOH(pHIeHIIMATbHBIMU pecypcamu. HacTpolika MexaHn3Ma MOJIHOMOYHOIO YIPaBIEHUS JOCTYIIOM.
Hactpoiika peructpanuu coObITHIA. YTIpaBIeHHE PEKUMOM TOTOKOB. YTIPaBJIEHUE PEKUMOM
KOHTPOJIS MeYaT KOH(PUICHIMAIbHBIX JOKYMEHTOB. YIpaBieHue rpudaMu KOHPpHUICHIHATbHOCTH.

ObecneueHne 1eIOCTHOCTH HHPOPMALIMOHHOM CUCTEMBI U HHPOPMALIUU

LleHTpamn30BaHHOE YIIPaBICHHUE CHCTEMOM 3aIUTHI, ONICPATHBHBIA MOHHTOPUHT U ayIUT
0€30I1aCHOCTH

TemaTuka 1a00paTOPHBIX pabOT

15

Ycranoska u Hactpoiika C3U ot HCJI

3amuTa BXoja B CUCTeMY (MIeHTU(DHUKAIINS U ayTeHTU(UKAIUS TTOJIH30BATENICH )

PasrpanndeHnue 10CTyma K yCTpoucTBam

YipasneHue 10CTyniomMm

Vcnonb30BaHNe MPUHTEPOB ISl TeYaTH KOH(PUIEHIMAIbHBIX TOKyMeHTOB. KoHTposs nevatu

Hactpoiika cucremsl 11 3a1a4 ayaura

Hactpolika KOHTpOJIs ETOCTHOCTH U 3aMKHYTOM TPOTrPaMMHOM Cpeibl

IlenTpann3oBaHHOE yIIPABICHUE CUCTEMOM 3aILUTHI, ONIEPATUBHBIA MOHUTOPUHT U ayJUT
0€e30I1aCHOCTH

1,2

Tema 2.6.
DKCIUTyaTalus CPeACTB
3alIUThl HH(OPMAIHY B

Conepxanue

10

[TopsaoK ycTaHOBKH M BBOJIA B SKCILIYaTalMIO CPEACTB 3aIUTHl HHPOPMAIIUN B KOMIIBIOTEPHBIX
CeTIAX.

1,2
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KOMIIBIOTCPHBIX CCTIAX HpI/IHHI/Il'II)I OCHOBHBIX METOJI0B OpraHu3aliii U NPOBCACHUA TEXHHUYCCKOI'O O6CJ'Iy>KI/IBaHI/I5[
BBIYHCIIMTEIILHON TEXHUKU U APYrux TCXHUYCCKUX CPCACTB HHq)OpMaTI/IBaHI/II/I

JIMarHOCTHKAa KOMITIOHEHTOB CHCTEM 3aIUThl HHPOPMALIUU aBTOMATU3HPOBAHHBIX CUCTEM,
yCTpaHEHHUE OTKA30B U BOCCTAHOBJICHHE PaOOTOCTIOCOOHOCTH aBTOMATH3UPOBAHHBIX
(MHGOPMAITMOHHBIX) CHCTEM B 3aTUIIICHHOM MCTIOJTHEHUN

Hactpolika n ycrpaneHre HEMCIIPaBHOCTH MPOTPaMMHO-aNNapaTHIX CPEJACTB 3aIUThI
nH(pOpMalMU B KOMIIBIOTEPHBIX CETAX 10 3a/IaHHBIM IIpaBHJIaM

Temaruka 1a00paTOpHBIX padboOT

VYcrpaHeHne 0TKa30B M BOCCTaHOBJIEHHE PA00OTOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3allUThI
UH(POPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM

Tema 2.7. Coneprxanne

HOKyMGHTaI_II/I}I Ha OcHOBHBIE OKCILTyaTalUuOHHBIC JOKYMCHTEI 3alllUIIICHHBIX aBTOMATU3HPOBAHHBIX CUCTCM.
3alquacMyro Pa3pa60TKa n BCACHUC BKCHHyaTaHHOHHOﬁ AOKYMCHTAIIMHU 3allIUIICHHBIX aBTOMATU3UPOBAHHBIX
ABTOMATU3UPOBAHHYIO cucreM. AKT BBO/Ia B OKCILTyaTalluIO HAa aBTOMAaTU3UPOBAHHYIO CUCTEMY. Texumyeckuii nacropT Ha
CUCTEMY 3alMUIIACMYH0 aBTOMATU3UPOBAHHYIO CUCTCMY.

TemaTnka MpakTUYECKUX 3aHATUNA U JaOOPATOPHBIX padboT

OdopmiieHre OCHOBHBIX IKCIUTYaTallMOHHBIX JTOKYMEHTOB Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY.

1,2

[IpumepHas TemaTHKa caMOCTOSATEIbHOM padoThl pu u3ydernnn MJIK.01.04
1. Pa3zpaboTka KOHIIETIUH 3aIIUTHl aBTOMATU3UPOBAHHON (MH(OPMAITMOHHON) CUCTEMBI
2. Ananu3 6aHKa JaHHBIX yrpo3 6e30macHoCTH HHpOpMaIuu
3. Ananu3 xxypHana ayaura OC Ha paboyem mecte
4. TToctpoeHne CBOTHON MaTPHUIIbI YIPO3 aBTOMATH3UPOBAHHOM (MH(POPMAIIMOHHOMN ) CUCTEMBI
5. AHanu3 NoIUTHK 6€30MacHOCTH HH(POPMAITMOHHOTO 00BEKTa
6. 3yuenne aHaTuTHIECKUX 0030pOB B 00JIACTH TTOCTPOEHUS CUCTEM 0€301TacCHOCTH
7. AHanM3 IPOrpaMMHOTO 00eCTIeYeHUs B 00JIaCTH ONpeAeTICHUS PUCKOB HH(POPMALIMOHHOM O€30MaCHOCTH U MPOEKTUPOBAHUS
6e30macHOCTH HHGOPMAITUU

58

1,2

[Ipomexyrounas arrectanus no MJIK.01.04

MJIK.01.05. Dkcrmyatanus KOMIbIOTEPHBIX CETEH

160

Pasnen 1. OCHOBBI Iepeauyn JaHHBIX B KOMIBIOTEPHBIX CETAX

Tema 1.1. Conepxanue

Mogenu cereBoro Mogens OSI. Yposau moaenu OSI. BzaumoneiictBue Mexay ypoBHIMU. MHKaNCysuus JaHHbBIX.
B3alMOJIEHCTBUS Onwucanue ypoBHer mogenu OSI.

Mogens u crek npotokosioB TCP/IP. Onucanue yposueit mogenu TCP/IP.

Temaruka 1a60paTOpHBIX padboOT

1,2
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N3yuenune rneMeHTOB KaOeIbHOW CHCTEMBI.

Tema 1.2. Conepxxanue 1,2
Pusnueckuil ypoBeHb [lonsiTre nuHumM n kaHana cBaA3u. CurHansl. OCHOBHBIE XapAaKTEPUCTUKHU KaHAJIa CBSA3H.
monesu OSI Meroasl COBMECTHOTO UCIIOJIB30BAaHUS CPE/bl IIepeadn KaHaua CBsi3u. MyJIbTUIUIEKCUPOBAHUE U
METO]Ibl MHO>KECTBEHHOTO JIOCTYTIA.
OnTOBOJIOKOHHBIE JIMHUU CBSI3U
CrannmapTsl kabeel. DeKTpudeckasi MpoBOIKA.
becnipoBoHas cpena nepenayu.
Temaruka 1a60paTOpHBIX padboOT
Co3zaHne ceTeBoro kabemst Ha OCHOBE HedKpaHupoBaHHOU BuTOM napsl (UTP)
CBapka ONTHYECKOr0 BOJIOKHA
Tema 1.3. Conepxanune 1,2
Tomnonorus [Tonsarue Tononoruu cetu. CereBoe 060pyoBaHue B TOMOJOTHU. OO30p CETEBBIX TOMOIOTHH.
KOMITBIOTEPHBIX CETEH Temaruka 1a60paTOpHBIX padboOT
Pa3zpaboTka Tomosioru cetr HeOOIBIIOTO MPEATPUITHS
IlocTpoeHHEe OHOPAHTOBOM CETH
Tema 1.4. Conepxanune 1,2
Texnonoruu Ethernet O0630p TEXHOJIOTUH MOCTPOCHUS JIOKAIBHBIX CETEH.
Texnomorust Ethernet. ®u3nyeckuii ypoBeHb.
Texnonorus Ethernet. KananbHblil ypoBeHb
Temaruka 1ab0paToOpHBIX padboOT
N3ydenue agpecanun kaHaibHOTO ypoBHs. MAC-anpeca.
Tema 1.5. Texuonoruun Conepxanue 1,2
KOMMYTAaIuu AJITOPUTM MPO3pavyHOro MocTa. MeToabl KOMMyTaluK. TeXHOJOruu KoMMyTaruu u Mojienb OSI.
KoncTpykTHBHOE HCTIOTHEHUE KOMMYTaTOPOB. PU3MUECKOE CTEKMPOBAHNE KOMMYTATOPOB.
[TporpamMmmMHoe obecrieueHue KOMMYTaTOPOB.
OO01I1e NPUHIUITBI CETEBOTO Nu3aifHa. TpexypoBHEBast HepapxXudecKasi MOJENb CETH
Texnonorus PoweroverEthernet
TemaTuka 1a00paTOPHBIX pabOT
Coztlanue KOMMYTUPYEMOI ceTn
Tema 1.6. CereBoit Conepxanune 1,2

nporokoi [IPv4

CereBoit ypoBenb. [Iporokon IP Bepcuu 4. O0mue GyHKIIUN KIaCCOBOM U OECKIacCOBOM
anpecaruu. Beiienenue anpecos.
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Mapupyruzaius nakeros [Pv4

IIpOTOKOJIBI IMHAMUYECKOW MapIIPYyTU3aLUU

TemaTuka 1a00paTOPHBIX padOT

N3yuenue IP-agpecanuu.

Tema 1.7. CkopocTHbIE
U OeCIIpOBOIHBIC CETH

Coneprxanne

Cets FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETU
becnipoBoHbIe ceTH

Temaruka 1a00paTOpHBIX padboOT

Hactpoiika 6ecripoBOTHOTO CETEBOTO 000PYIOBAHUS

1,2

Paznen 2. TexHOI0TMM KOMMYTAIlMK M MapIIpyTH3aluy coBpeMeHHBIX cereil Ethernet

Tema 2.1.
OcCHOBBI KOMMYTAIUU

Coneprxanne

@YHKIIMOHUPOBAHUE KOMMYTATOPOB JIOKAJIbHOU CETH. APXUTEKTYpa KOMMYTaToOpoB. THIIbI
nHTEep(hercoB KOMMYTAaTOPOB.
YipasiaeHue NOTOKOM B IOJTYIYIUIEKCHOM U AYIIJIEKCHOM pEXUMaXx.

XapakTepUCTUKH, BIUAIOIINE Ha TPOU3BOJAUTEIBHOCTE KOMMYTAaTOpOB. O030p (PyHKIIMOHAIBHBIX
BO3MOKHOCTEN KOMMYTaTOPOB

Temaruka 1abopaTopHBIX padboT

PaboTta ¢ OCHOBHBIMH KOMaHJaMH KOMMYTaTOpa.

1,2

Tema 2.2.
HauanbHas HacTpoiika
KOMMYTaTopa

Conepxxanue

Cpenctsa ynpaieHusi KoMMyTaTopaMu. [loaxmoueHne Kk KOHCOIU HHTepdeiica KOMaHTHON
cTpoku koMmmytaTopa. [logkmrouenue k Web-unrepdeiicy ynpasieHuss KomMmyTaropa.

Havanphas koHGUTrypanus kKoMmMmyTaTopa. 3arpy3ka HoOBOro MporpaMMHOI0 00ecrieueHus Ha
KOMMYTATop. 3arpy3ka 1 pe3epBHOE KOMMPOBaHKUE KOH(PUTYpALIUH KOMMYTATOpa.

TemaTuka 1a00paTOPHBIX pabOT

Koman i1 00HOBIIEHHSI TPOTPAMMHOTO 00eCreueHUs] KOMMYTaTopa 1
COXpaHEHHUsI/BOCCTAaHOBJICHUSI KOH(PUTYPAITMOHHBIX (DailyioB

Komannp! ynipaBnenus tabnuiamu kommyTtaiuua MAC- u 1P-
aapecoB, ARP-taGuis

1,2

Tema 2.3.
BupryanbHasie

JIOKAJIBHBIC CECTU
(VLAN)

Coneprxanne

Tunst VLAN. VLAN na ocHose noptoB. VLAN Ha ocHoBe crangapra IEEE 802.1Q. Cratuueckue
u nuHamudeckre VLAN. IIporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe nopToB u npoTokoiioB — ctanaapt IEEE 802.1v. ®ynkuus
TrafficSegmentation

1,2
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TemaTnka 1a00paTOPHBIX pabOT

Hactpoiika VLAN na ocHoBe crangapra IEEE 802.1Q

Hactpoiika npotokona GVRP.

Hacrpoiika cermenTanuu tpaduka 6e3 ucronp3oBanust VLAN

Hacrpoiika ¢pyakmun Q-in-Q (Double VLAN).

CamocrositenbHas pabota no co3ganuto JIBC na ocroBe ctanmapra IEEE 802.1Q).

Tema 2.4.
OYHKIMH TTOBBIIICHUS
HAOEKHOCTH U
MPOU3BOIUTECIIEHOCTH

Conepxanue

ITpoTtokon Spanning Tree Protocol (STP). VsssumocTu npotokosa STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlononuurenbHble GYHKIUU 3aIIMTHI OT NEeTeNb. ATpernpoBaHNue KaHAJIOB CBSI3U.

Temaruka 1a00paTOpHBIX padboOT

Hactpoiika npoTokosoB ces3ytromiero gepesa STP, RSTP, MSTP.

Hacrpoiika ¢hynkimu 3ammTsl oT oOpazoBanus nerenb LoopBackDetection

ArperupoBaHue KaHaJIOB.

1,2

Tewma 2.5.
AJlpecariusi CETeBOro
YpOBHS U
MapLIpyTU3anus

Coneprxanne

00630p aapecaru cereBoro yposss. @opmupoBanue nojacereit. beckinaccoBas aapecarus [Pv4.
Cnoco6n1 koHuryparuu [Pv4-agpeca.

[Ipotokon [Pv6. ®opmupoBanue uneHTudukaropa uaTepderica.
Cnoco6n1 koHuUryparuu [Pvo-agpeca.

[Inanuposanue noacerei [IPv6. Ilporokon NDP.

[TonsTre Mapumpytuzanuu. JIMCTaHIMOHHO-BEKTOPHBIE MPOTOKOIIBI MapuipyTuzanuu. [Iporokon
RIP.

Temaruka 1a60paTOpHBIX padboOT

10

OcHoBHbIE KOHOUTYpALIUK MaplIIPyTU3aTOpPA.

PacmmpenHble KOHGUTypauyu MapuipyTu3aTopa.

Pabota ¢ mporokonom CDP.

Pa6ora ¢ npotokosiom TELNET. Pa6ota ¢ nporokosom TFTP.

Pabota ¢ mpotokonom RIP.

Pabota ¢ mpotoxosom OSPF.

Kondurypuposanue ¢pynkuun mapmpyruzatopa NAT/PAT.

Kondurypuposanne PPP u CHAP.

1,2

Tema 2.6.
KauectBO

Conepxanue

Mogenu QoS. Ilpuopuresarus nakeroB. Kimaccudukanus nakeroB. MapkupoBKa MaKkeToB.

1,2
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http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

obcmyxxkuanus (QoS)

VYnpasieHue neperpy3kaMu 1 MEXaHU3Mbl 00CITyKUBaHUs ouepeieil. MexaHu3M NnperoTBpalieHus
neperpy3ok. Konrpoisb nosocs! nponyckanus. Ilpumep Hactpoiiku QoS.

TemaTuka 1a00paTOPHBIX pabOT

Hactpoiika QoS. [IpuopuTtnszanus tpaduka. YnpasieHHe MOJ0COH MPOMyCKaHUs

Tema 2.7. Conepxanune 1,2
@Oynxuun obecneuenuss | Crucku ynpasieHust ocTynoM (ACL). DyHKIMHA KOHTPOJIS HAI HOAKIIOYEHHEM Y3JI0B K IIOpTaM
0e30MacHOCTH U KOMMYTaTOpa.
OrpaHUYCHHUSA JOCTyNa K Ayrentudukamnus nonp3oBareneit 802.1x. 802.1x Guest VLAN. @ynkiun 3ammtsl LITY
ceTu KOMMYTaTopa.
TemaTtuka 1a00paTOPHBIX padOT
Cniucku ynpasienus goctynom (AccessControlList)
KoHTpoJsib HaJl MOAKITIOYEHUEM Y3JI0B K TopTaM KommyTtaropa. dynkmwms PortSecurity.
KoHTpoub HaJ| MOIKIIFOUEHHEM Y3II0B K opTaM kommyTaropa. @ynakuus IP-MAC-Port Binding
Tema 2.8. Conepxanune 1,2
MHoroaapecHas A nipecanus MHoroasipecHoit [P-pacceuiku. MAC-anpeca rpynnoBoi pacChbUIKH.
paccelika [Monmucka u oOciy:KMBaHUE IrPyMIl. YIpaBieHHE MHOTOAAPECHON pacChUIKON Ha 2-M ypOBHE
mozenu OSI (IGMP Snooping). @yakuust IGMP FastLeave.
Temaruka 1a60paTOpHBIX padboOT
OTtcnexxnBanue Tpapuka MHOTOQIPECHOMN PAaCCHUIKH.
OtcnexxuBanue Tpaduka Multicast
Tema 2.9. Conepxanune 1,2
OyHKINH YIIPABICHUS YnpasiieHue MHOXKECTBOM KOMMYTaTopoB. IIpoTtokon SNMP.
KOMMYTaToOpaMu RMON (Remote Monitoring). ®yuxius Port Mirroring.
TemaTnka 1a00paTOPHBIX pabOT
ODYHKINY aHaJIM3a CETeBOro Tpaduka.
Hacrtpolika nmpoTokona ynpasieHus Tonojorueit cetu LLDP.
Pasznen 3. MexceTeBble SKpaHbl
Tema 3.1. Conepxanne 1,2
OCHOBHBIE IPUHLUIIBI Knaccudukanus cereBbix arak. Tpuana 6e3onacHoit UT-undpacTpykTypsl.
CO31aHMs HAEXKHOW M | VipasiieHne KOHPUIypauusaMu. YIIpaBjieHHe HHIMAEHTaMu. MICob30BaHKe TPEThEN JOBEPEHHOM
oesonacuoit UT- croponbl. Kpunrorpadguueckue MeXaHU3MbI 6€30IaCHOCTH.
HH(PPaCTPyKTyphI
Tema 3.2. Conepxanue 1,2
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MexceTeBble SKpaHbI

TexHom0rUM MEXCETEeBBIX IKpaHOB. [lonuTHKa MexceTeBOro skpana. MexceTeBblie SKpaHbl C
Bo3MOKHOCTSIMU NAT.

Tononorus cetu IIpU UCITIO0JIB30BAHNU MECKCETCBBIX OKPAHOB. HJ’IaHI/IPOBaHI/Ie 1 BHCAPCHUC
MCIKCCTCBOI'O 3KpaHa.

TemaTtuka 1a00paTopHBIX PaboT 5
OCHOBBI aJIMUHHCTPUPOBAHUST MEKCETEBOT0 dKpaHa
CoenMHEHNE ABYX JIOKAIBbHBIX CETEN MEKCETEBBIMH dKpaHaMu
Co3aHue NoJIUTUKY 6€3 TPOBEPKH COCTOSIHUSL.
CosznaHue MONMUTUK IS TpaauiiMoHHOTo (mm ucxozsmiero) NAT.
Cozmanne nmoauTuk it npyHarnpasieHHoro (Two-Way) NAT, ucnions3yst meton pinholing
Tema 3.3. Conepxanue 2 1,2
Cuctemsl oOHapyxeHus | OcnoBHoe HazHaueHue IDPS. Crioco6s! kinaccudukaruu IDPS. Beioop IDPS. JlononHuTeIbHBIC
Y TIPEIOTBPAIICHUS WHCTPYMEHTAIILHBIE CPEJICTBA.
IIPOHUKHOBEHUM TpeboBanus opranuzanuu k ¢pynkironuposanuto IDPS. Bo3smoxknoctu IDPS. Pa3zBepTeiBanue
IDPS. CunbHble CTOpOHBI U orpanuueHHocTh IDPS.
TemaTtuka 1a00paTopHBIX PaboT 3
OOGHapyXeHHe U TTPEA0TBPAIICHUE BTOPKCHUM.
Tema 3.4. Conepxanue 2 1,2
[Tpuoputuzanus Coznlanue aJbTepHATHBHBIX MapIIPYTOB 0CTyMNa B uHTepHET. [Ipuoputnzanus tpaduka.
Tpaduka u cozgaHue TemaTnka 1abopaTopHbIX padoT 3
AJIPTCPHATUBHBIX Co3aHne albTEPHATUBHBIX MAPILIPYTOB C UCIOIB30BAHUEM CTATUYECKOW MapIIpyTHU3aALUT
MapuIpyToB
[IpumepHas TemaTKa caMoCTOsATEIbHON padoThl pu uzydennu MJIK.01.05 46 1,2

duznyeckoe KOJUPOBAHUE C UCIIOJIB30BAHNEM MaHUYECTEPCKOTO KOJa
Jlornyeckoe KOAMPOBAHUE C UCIIOJIB30BAHUEM CKPEMOINPOBAHUS
[MonxmroueHue KIMeHTa K OeCIpoBOIHOM CeTH B MHPPACTPYKTYPHOM PEKUME
Ornenka 6ecrpoOBOAHOM JTUHUHN CBSI3U
[IpoexTrpoBaHus 6€CIIPOBOAHON CETH
Co6op nHpOpMaIIMK O KIIMEHTCKUX YCTPOHCTBAX
[TnanupoBaHue MPOU3BOAUTEILHOCTH M 30HBI ICUCTBHS OECIIPOBOAHON CETH
[IpenmnpoekTHoe 00cCiIe0BaHEe MECTa YCTAHOBKU OECIIPOBOTHOM CETH
ObecneueHne 0TKa30yCTONYNBOCTH B OECIIPOBOTHBIX CETSIX
Pexumbl paboThI M OpraHu3anys NUTaHUs TOYEK J10CTyIa
CermeHnTanust 6€CripoBOIHOM CETH
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Hacrpoiika QoS
[MoctnpoekTHOE 0OCNIEe10BaHNE U TECTUPOBAHUE CETH
Co3nanue ACL-cnucka
Habmonenue 3a tpaguxom B cetu VLAN
Omnpenenenue ysi3BUMBIX MECT CETU
Peanuzanus ¢pynkuuii odecrieueHuss 6€30MaCHOCTH MOPTa KOMMYTaTopa
WccnenoBanue tpaduka
Coznmanue CTpyKTYpBI CETH OpPraHu3alun
OmnpeneneHne TEXHUISCKUX TPEOOBaHUM
MOHHUTOPHUHT TPOU3BOAUTEILHOCTU CETH
Co3nganue nuarpaMMbl JOTHYECKON CETH
[ToaroroBka k 00CIIeIOBaHUIO OOBEKTA
OO6cnenoBanne 30HBI OECITPOBOTHOM CBS3H
DopmMynupoBKa OOIIKX TEeNeH MPoeKTa
Pa3zpaboTka TpeboBaHMit K cETH
AHanu3 CylecTBYIOIIEN CETH
OnpeneneHne XapakTEPUCTUK CETEBBIX MPUITOKEHUN
Amnanus ceTeBoro Tpaduka
Onpenenenre NPUOPUTETHOCTHU TpauKa
N3ydenue kauecTBa 00CITy)KMBaHUSI CETU
HccnenoBanue BusHUS BUeoTpaduKa HA CETh
Omnpenenenne NOTOKOB Tpaduka, MOCTPOSHUE TUarpaMM MOTOKOB Tpaduka
IIpuMeHeHne IPOEKTHBIX OIPAHUYECHUN
Onpenenenre NPOEKTHBIX CTPATErHi ISl TOCTHXKEHUS MaclITaOUpyeMOCTH
Omnpenenenne CTpaTeruil MOBHIMICHUS JOCTYITHOCTH
Omnpenenenue TpeOOBaHUM K 00€CTICUCHUIO OE30TTaCHOCTH
Pa3zpaborka ACL-criuckoB AJis peanu3anuyd HabopoB MPaBHII MEKCETEBOT0 IKpaHa
UcnonszoBanne CIDR s oGecrieueHns 00beTMHEHHS MapIIPyTOB
Omnpenenenue cxemsl IP-anpecanun
Onpenenenne konndectBa [P-cereit
Coznanue TaOIHIbl 7S BBIICICHUS aJpEcoB
CocraBneHue cXemsbl CETH
AHanu3 TiaHa TECTUPOBAHUS U BBITIOTHEHUE TECTa
Coznanue mjiaHa TeCTUPOBAHUS I CeTH KOMILIEKCa 3JaHui
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[IpoekTupoBaHne BUPTYyaIbHBIX YaCTHBIX CETEU
be3onacHas rnepcaadya IaHHbIX B 6GCHpOBOI[HI:IX CETAX

ITpomesxxyrounas arrecranus no MJIK.01.05

1,2

VYuebnas npaktuka no [IM

144

1,2

[IpousBoacTBeHHas npaktuka no [IM
Bunst pabort:
VYyacTue B ycTaHOBKE M HACTPOMKE KOMIIOHEHTOB aBTOMaTH3UPOBAHHBIX (MH()OPMAIMOHHBIX) CHCTEM B 3aLHIIICHHOM
UCTIOJIHEHUH B COOTBETCTBUU C TPEOOBAHUSAMH IKCILTYaTallMOHHON TOKYMEHTALUU

OOcy>knBaHNE CPEACTB 3aIUTH HH(OPMALIUH MPUKIAJHOTO U CHCTEMHOTO IIPOTPaMMHOTO 00eCIIeUeHHU S

Hacrpoiika mporpaMMHOro obecneueHus ¢ coouoieHueM TpeOoBaHuil 1o 3amuTe nHpopMaun
Hacrpoiika cpencTB aHTHBUPYCHOM 3aIIUTHI IJI1 KOPPEKTHOM paOOThI TPOrpaMMHOTO 00eCIIeueHHUs 110 3a/IaHHBIM I1abJIoHaM
WHcTpyKkTax mosib3oBaTeneii o coomoaeHnn TpeboBaHMiA 1o 3aiuTe HHPOPMAIUH pH padoTe ¢ MPOrpaMMHBIM
obecrieyeHreM
Hactpolika BCTpOGHHBIX CPEICTB 3aIIUTHI HH(POPMALIUK TPOTPAMMHOTO 00ECTICUeHHS

[TpoBepka hyHKIMOHNPOBAHMUS BCTPOCHHBIX CPECTB 3aIIUTHI HHPOPMAIMH IPOTPAMMHOTO 00ECIICUCHHS

CBoeBpeMeHHOEe 00HApYKEHNE PU3HAKOB HAJIMYHUS BPEJOHOCHOTO IMPOrPAaMMHOT0 00ecrieueHus
OOcy>kuBaHNE CPEICTB 3aIIUTH HH(POPMAIINH B KOMIIBIOTEPHBIX CHCTEMaX M CETIX
OO6cnyXMBaHNE CHCTEM 3aIIUTHl HHPOPMAILIMN B aBTOMAaTU3UPOBAHHBIX CUCTEMaX
VYdacTue B IPOBEICHUN PETIIAMEHTHBIX Pa0oT 10 SKCIUTyaTalliy CUCTEM 3allUThl HHPOPMAIMK aBTOMAaTH3MPOBAHHBIX CHCTEM
[IpoBepka pabOTOCTIOCOOHOCTH CUCTEMBI 3aIIUTHl HH(POPMAIIUN aBTOMATU3UPOBAHHON CHCTEMBI
KoHTposib cOOTBETCTBHSI KOH(PUTYPALIMH CHCTEMBI 3aIUTHl HH)OpPMALUK aBTOMATH3NPOBAHHOW CHCTEMBI €¢
HKCIUTYaTallMOHHOW JOKYMEHTAIHH
KoHTposb cTaOMIBHOCTH XapaKTEPUCTHK CUCTEMBI 3alIUTHl HMHPOPMAIIMK aBTOMAaTH3MPOBAHHON CHCTEMBI
Benenne TeXHUUECKOM JOKYMEHTAINH, CBA3aHHON C 9KCILTyaTalluel CUCTEM 3alUThl HH(POPMAIIUK aBTOMAaTH3UPOBAHHBIX
CHCTEM
VYyacTre B paboTax 1mo o06ecrneueHHIo 3aiuThl HHPOPMAITUH NPH BHIBOJIE U3 SKCIUTYaTallMH aBTOMATU3UPOBAHHBIX CUCTEM

72

1,2

DK3aMeH N0 MpodheccCHoHaTbHOMY MOJTYJIIO

Bcero

1032
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3. YCJIOBUA PEAJIM3ALIMN ITPOT'PAMMEBI ITPOOECCHUOHAJIBHOI'O MOV JIA

3.1. [ns peanuzanyii MPOrpaMMbl MPOPECCUOHATBLHOTO MOMIYNS JIOJDKHBI  OBITh
MPEyCMOTPEHBI CIEAYIONINE CIICIIHATLHBIC TOMEIICHUS:

Peanuzanuss mporpaMMel IpeanojaracT Haluyhe ydeOHoro kabuHeTa, jabopartopuid
WH(OPMAIIMOHHBIX TEXHOJOTUH, MPOrpaMMHUPOBaHUS U 0a3 JaHHBIX, CETEH M CHCTEM Tepeaadn
uH(pOpMalH, TPOTPAMMHBIX U IPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HH(OPMALIUH.

ObopynoBanue yueOHOTO KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MeCTa 00 yJIarOITUXCS;

- KOMIIBIOTEPHI, 00BbETMHEHHBIE B JJOKAJIbHYIO BEIYUCIUTEIbHYIO CETh;

- POEKTOD;

- JKpaH;

- AKyCTHUYECKasi CUCTEMA;

- yueOHO-HarIAAHbIE TOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- y4eOHbIE TTPE3CHTAIIUH.

- Pa3ngatounblii nUIaKTHYECKUN MaTepuail: y4deOHbIE KapTOYKH C 3aJaHUSIMU;
JTUIAKTHYECKUI MaTepHal sl BBIMOJTHEHUS TPAKTUIECKUX PadoT.

TexHuueckue cpeacTBa 0OydeHHS:

- KOMITBIOTEPHI, 00BETUHEHHBIC B JIOKAIbHYIO BEIYUCIIUTEIBHYIO CETh;

- MyJIbTUMEHA IPOEKTOP;
- MHTEPAaKTUBHAsI TOCKa.

- MporpaMMHO-anmapaTaple  cpeactBa 3amuThl  uHGopManuu ot HC]I,
OJIOKMPOBKH J0CTyMa 1 HapymeHus nenoctHoctr B Bune: [TAK Co6onb (MMeercs B HATUYUH) —
L.

Y4eOHO-METOMYECKHE MaTepHaIbl U 00pa3bl BUPTYAIbHBIX MAIIUH JJIsi Pa3BEPTHIBAHUS
y4eOHBIX CTEHJOB IO CIEIYIOIIUM TemaM: "3amuTa cepBepoB M pabdounx craHiuil" (OCHOBBI
npuMeHeHus cuctemsl 3amuThl Secret Net Studio, Secret Net LSP u [TAK "Co6oip") — ot 16 10
32 akamemuueckux uacoB; "3ammra cereBoro mnepumerpa" (OcHoBel mpumeneHust AITKII
"Kontunent" Bepcwuii 3.9, 4 myist opraHu3aiy CETEBOM 3aIMThl) — OT 16 10 32 akageMHUYEeCKUX
yacoB; "OpraHuzamusi JOCTyIa yIaJeHHBIX II0JIb30BaTENe K BeO-pecypcaM 3aliuiiacMou
kopnopatuBHoit cetu 1o mpotokoay TLS" (Ocuossl npumenenuss CK3U "Kontunent TLS" nnst
OpraHu3alMy yAaJIeHHOro jJocTyna) — oT 8§ no 16 akameMuueckux 4vacoB; "3alura CpeiacTB
Buptyanuzanun” (OcHoBbI IpuMeHeHus v(Gate s 3alUThl BUPTYAIbHBIX HHPPACTPYKTYp) — 8-
12 akajieMHueCKUX 4acoB

Ocnamenue nadoparopun MHDOpMAIMOHHBIX TEXHOJIOTHH, MPOrpaMMHUPOBaHUs U 0a3
JAHHBIX:

- paboune mecta Ha 0a3e BBIYMCIHUTEILHONW TEXHHUKH TIO OJHOMY paboueMy
MECTy Ha O0OydYaromierocs, MOAKIIOYEHHBIMH K JIOKaJbHOW BBIYMCIUTEIBHON CETH M CETU
«HTEepHETY;

- JlucTpuOyTUBBI TPOTPaMMHOTO KoMIutekca Vipnet;

- JuctpuOytuBsl mporpammuoro komiuiekca InfoWatch TrafficMonitor

- JuctpuOyTuBbl LINUX OMepannoHHBIX CHCTEM;

- JucTpuOyTUBBI aHTUBUPYCHBIX MTPOTrPAMMHBIX KOMILIEKCOB;
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- Axanemuueckas moanucka Office 365 Al s npernoaBaTencii U CTYIEHTOB,

- IporpaMMHOE  OO€cleYeHHue: JUCTPUOYTHBBI  ONEpAIMOHHBIX  CHCTEM;
npaBo4Has npaBoBas cuctema «["apanry; [10 Oracle VirtualBox; anTuBupycHas mporpamma;

- [Tpuxnannoe mnporpamMmHoe oOecredeHne, B TOM uucie: AKajgeMuuecKas
noanucka Office 365 Al ans npenonaBarenell ¥ CTyIEHTOB;

becrimatnoe I1O: LibreOffice - oducHpi makeT ¢ OTKPHITBIM HMCXOJHBIM KOJIOM,
SABIISIOUIMICSA OTBETBIEHUEM OT npoekta OpenOffice.org u mperenayromuii Ha poib OecTIaTHON
aJTbTEPHATHBBI MakeTy o¢ucHbIX npuioxkeHnii Microsoft Office. B coctaB mporpammsr Bxonsr
TEKCTOBBIA pemaktop Writer, Tabmuunbli mporeccop Calc, mactep mnpeseHtaruii Impress,
BEKTOpHBIN Tpaduueckuii pegaktop Draw, pemakrop dbopmyn Math u Monayns ympaBieHUs
O6azamu maHHbIXx Base; GIMP - cBoOogHO pacmpocTpaHsieMblii pacTpOBBIA TIpapUUeCKUi
penakrop, mporpamma JUIsi CO3JaHUsl M 00paOOTKH pacTpoBOM TrpaduKd M YaCTUYHOMN
HOJIEP’KKOM paboTHI ¢ BeKTOpHOM rpadukoii (Ananmor Adobe Photoshop); Inkscape - Co6oano
pactpocTpaHsieMblii  BEKTOPHBIA Trpaduueckuil penakTop, YAOOEH JUIS CO3JaHMA  Kak
XyJI0’)KECTBEHHBIX, TaK U TEXHUYECKUX miumoctparuii. (anamor Adobe Illustrator, Corel Draw u
MicrosoftVisio)

- CHenualn3upoBaHHOE MIPOrpaMMHOE oOecrieyeHue:
EclipselDEforJavaEEDevelopers, .NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition,
MicrosoftVisioProfessional, MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax cereBoii
akagemuu Cisco), Oracle VirtualBox, TIlaker All Products Pack IDE ot JetBrains
(Axamemuyeckas JTUIICH3HS).

- MpOrpaMMHBIE M MPOTPAMMHO-AMIIApaTHBIC CPEICTBA OOHAPYKEHUST BTOPKEHUI
(Secret Net Studio);

- CpPEeICTBA YHHMUYTOXKEHHUS  OCTATOYHOM MHGOpMAUMu B  3alMOMHHAONIUX
ycTpoiictBax: [1O HU3KOypOBHEBOTO (hopMaTHPOBaHMS HHPOPMAIIHH;

- VYcranoBounble KoMmiiekThl Secret Net Studio, Secret Net LSP m vGate ¢
Ha0OpoM yueOHBIX JHLEeH3UH Ha 3 Tofa OecIIaTHO /Ui pa3BepTHIBAHUS B yUeOHOM KIacce;

- Beixon B 2ME€KTPOHHO-MH(POPMALMOHHYIO  00pa3oBaTENBbHYIO  CpenLy
Koyieka (mopsaok aoctyna k snementam DMOC u oTnenbHbBIM MHPOPMALMOHHBIM 0a3aM H
cucremam): https://moodle.yakit.ru

3.2. UadopmanmonHoe obecriedeHne 00yIeHus

3.2.1. OcHOBHbIE NI€YaTHBIE UCTOYHUKU

1. Cucrembl yIpaBiieHHs] TEXHOJOTHUECKUMH TIpolieccaMu M HH(OpMaIOHHBIC
TEXHOJIOTHH : y4eOHOe mocobue s cpeaHero mnpodecCHOHAIbHOro  obOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3abynckuii, B. B. KomengantoB. — 2-¢ usn., ucmp. u
mon. — MockBa: MsmarensctBo  IOpaiir, 2022. — 136 c.— (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09939-3. — Tekcr : snexkrponHblidi // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/493021U

2. CucreMbl ympaBiICHHUS TEXHOJOTMUYECKUMHU TMpoleccaMd U HHQPOPMAIMOHHBIC
TEXHOJIOTUH : ydeOHOe Toco0ue Il  CpeiaHero mnpoecCHOHATbHOro  oOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3ab6ynckuii, B. B. KomengantoB. — 2-¢ usn., uchnp. u
mon. — MockBa : MsmarensctBo  IOpaiir, 2022. — 136 c.— (IIpodeccuonanpHoe
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https://urait.ru/bcode/493021

obpazoBanme). — ISBN 978-5-534-09939-3. — Tekct : snextponHbiid // OOpa3zoBarenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/493021U

3. l'octes, U. M. OmnepannoHHbIE CHCTEMBI | y4eOHUK U MPAKTUKYM JJISI CPEAHETO
npodeccuonansHoro obpaszosanus/ WU. M. T'octeB. — 2-¢ w3a., ucnp. u jgon. — Mocksa :
WznarensctBo HOpaiit, 2022. — 164 ¢. — (IIpodeccuonanproe odpazosanne). — ISBN 978-5-
534-04951-0. — Texkcrt : anexTponHbii // O6pa3oBarenbHas matdopma FOpaiit [caiiT]. — URL:
Uhttps://urait.ru/bcode/492342U

4, 3umun, B.Il. Hudopmaruka. JlaGoparopusiii mpaktukym B 2 4. Yacth 1:
yaeOHoe mocodue i cpeaHero npodeccuoHanbHoro oopaszosanus / B. I1. 3umun. — 2-¢ 3.,
ucnp. u jomn. — Mocksa : M3parensctBo FOpaiit, 2022. — 126 c. — (IIpodeccronanbhoe
obpaszoBanue). — ISBN 978-5-534-11851-3. — Tekcrt : snekrpoHHbld // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/492749U

S. 3umun, B.II. Wndopmaruka. Jlaboparopuelii mpaktukym B 2 4. Yacte 2:
yaeOHOe mocobue misi cpemHero mpodeccuoHanbHOro ooOpaszoanusi/ B. Il 3umun. — 2-¢
m3n. — MockBa: UzmareasctBo  Opaiir, 2022.— 153 c.— (IIpodeccuonanbroe

obpazoBanue). — ISBN 978-5-534-11854-4. — Tekct : snextpoHHbId // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492769U

6. HectrepoB, C.A. ba3bl AaHHBIX | y4eOHMK M TPAKTUKYM JUISL CPEIHETrO
npodeccuonansHoro obpazoBanusi/ C. A. HecrepoB. — MockBa : W3marensctBo FOpaiir,
2022. — 230 c. — (Ilpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-11629-8. — Texkcr :
NeKTpoHHBIH  //  OOpazoBarenbHas  1atgopma  FOpaiit  [caiit]. —  URL:
Uhttps://urait.ru/bcode/495981U

7. Crpyxkun, H.II. ba3sl maHHBIX: TPOEKTHPOBAHUE : YYCOHHK JIsi CPEIHETrO

npodeccuonanbHoro oopazosanus / H. I1. Ctpyxkun, B. B. 'ogun. — Mocksa : U3parenbcTBo
FOpaiit, 2022. — 477 c. — (Ilpodeccuonansuoe obpazoanue). — ISBN 978-5-534-11635-9.

— Tekcr : onexktponHbiid // OOpa3zoBatenbHas maatdopma HOpait [caiit]. — URL:
Uhttps://urait.ru/bcode/495973U
8. CracpimmH, B. M. ba3bl JaHHBIX: TEXHOJOTHH JIOCTYIA : yueOHOEe mocoOue ais

cpeanero npogeccuoHansHoro oopazosanus / B. M. Craceiuun, T. JI. Ctaceimmna. — 2-¢ u3f.,
ucnp. u jorn. — Mocksa : M3parensctBo FOpaiit, 2022. — 164 c. — (IIpodeccronanbhoe
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(ITpodeccuonansunoe obpazoBanue). — ISBN 978-5-9916-0480-2. — Tekct : 31MeKTPOHHBIHA //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/495353U
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12. Jubpos, M. B. KommbloTepHble CEeTH M TEIEKOMMYHHUKAIIMK. MapiipyTH3aius B

IP-cersix B 2 u. Yactp 1: y4eOHMK M TPaKTHUKYM Ui CPEIHEro MpodhecCHOHAIBHOTO
oOpazoBanusi/ M. B. lubpoB. — MockBa: MW3natensctBo HOpaiit, 2022. — 333 c.—
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13. Cuctembl ynpaBieHHMS TEXHOJOTMYECKHMMHM IIpPOLECCaMUd U HH(GOpPMAIMOHHbIE
TEXHOJIOTUH : y4eOHOe TocoOue Il CpelaHero mnpoecCHOHATbHOro  oOpasoBaHus /
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ISBN 978-5-4499-1976-2. — TeKCT : 3NEKTPOHHBIH.

15.  uGpos, M. B. KommbioTepHble ceTH U TEICKOMMYHHUKaIMA. MapmpyTu3anusi B
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(ITpodheccuonansuoe obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : ameKTpOHHBIN //
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4. KOHTPOJIb 141 OLIEHKA PE3VJIbTATOB OCBOEHUA

[MPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon u HanMeHoBaHMe

npodecCHOHABLHBIX U

00X KOMITETCHIIUH, Kputepuu onenku MeToabI OIIEHKHU

dhopMHupyeMbIE B paMKax

MOZYJIS

IIK 1.1. ITponsBoauTts JIeMOHCTpUPOBATh YMEHUS TECTUPOBAHUE,

YCTaHOBKY U HACTPOWKY | YCTAaHOBKHM U HACTPOMKH JK3aMEH

KOMIIOHEHTOB KOMIIOHEHTOB KBaJTM(PHKAIIMOHHBIH,

aBTOMATU3HPOBAaHHBIX aBTOMAaTU3HPOBAaHHBIX HKCIEpTHOE HAOMIOIeHHE

(uH(pOPMAITMOHHBIX ) (uH(OPMAITMOHHBIX ) CUCTEM | BBIIIOJIHEHUS JIAOOPATOPHBIX

CHUCTEM B 3allIUIICHHOM
HUCIIOJITHCHUH B

B 3alIMIICHHOM HUCIIOJIHCHHUH
B COOTBETCTBHH C

pabor,
AKCTIEPTHOE HAOIIOACHUE

IIPOrpaMMHO-
anmnapaTHbIe
KOMITOHEHTHI
aBTOMAaTU3UPOBAHHOMN
(nHGOPMAITHOHHON )
CHCTEMBI B 3aIUIIEHHOM
VCIIOJIHEHUH.

IIPOrpPaMMHBIX U
IIPOrpaMMHO-AIIAPATHBIX
KOMIIOHEHTOB
aBTOMAaTU3UPOBAHHON
(mHGOPMAITHOHHON )
CHCTEMBI B 3aIUIIEHHOM
UCIIOJIHEHUU

COOTBETCTBHH C TpeOoBaHUAMU BBITMIOJTHEHUSI TPAKTUYECKUX

TpeOOBaHUSIMHU IKCIUTYaTaI[MOHHOM pabor,

BKCHHyaTaHHOHHOﬁ AOKYMCHTAaIUN OLICHKA PCIICHUA

AOKYMCHTAIUH. CUTYallMOHHBIX 3a/a4,
OLIEHKa Tpoliecca u
PE3YJIbTATOB BBIIIOJIHCHUS
BHJIOB PabOT Ha IPAKTUKE

IIK 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,

AJMUHUCTPUPOBATH MPAKTUYECKOIO OTbITa JK3aMeH

MIPOrpaMMHBIE U aJIMUHHUCTPUPOBAHUS KBaJIU(DUKAIIMOHHBIM,

IKCIIEPTHOE HAOIIOCHHE
BBITOJIHEHUS Ta00PaTOPHBIX
pabor,

IKCIIEPTHOE HAOIIOICHHE
BBITTOJTHEHHS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1ad,
OlLIEHKa Tpoliecca u
pe3yabTaTOB BBHIIOTHEHHUS
BUJIOB pa0OT HA MPAKTUKE

[IK 1.3. ObecneunBaTh
OecniepeboitHyro paboTy
aBTOMATHU3UPOBAHHBIX
(MHMOPMAITMOHHBIX )
CHCTEM B 3alllUIICHHOM
WCIIOJTHEHUU B
COOTBETCTBUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOU

JIOKYMEHTAITUH.

[IpoBenenue nepeuns padot
1o 0OecreyeHuto
Oecniepe0oitHOM paboThI
aBTOMATHU3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CHCTEM
B 3aIIUIIICHHOM UCTIOJTHCHHUH
B COOTBETCTBUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOU
JOKYMEHTAII!

TECTUPOBAHUE,

JK3aMeH

KBTI (UKAIIMOHHBIN,
AKCTIEPTHOE HAOIIOACHUE
BBITIOJTHEHHS JTAOOPATOPHBIX
pabor,

IKCIIEPTHOE HAOIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHHUS
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CUTYaIlMOHHBIX 33/ad,
OLIEHKa IIpoliecca U

pe3yabTaTOB BBHIOTHEHHUS
BUJIOB pa0OT HA MPAKTUKE

[IK 1.4. OcyiiecTBasiTh
MIPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHUUECKOE
o0CITyKBaHUE U
TEKYILUNA PEMOHT,
YCTPaHATh OTKA3bI U
BOCCTaHaBJINBATh
paboTocrnocoOHOCTh
aBTOMATHU3UPOBAHHBIX
(nMHGOPMAITHOHHBIX )
CHCTEM B 3alllUIICHHOM
UCIIOJIHEHUH.

[IposiBisITE 3HAHUS 1
YMEHHSI B IPOBEPKE
TEXHUYECKOT'O COCTOSIHMUS,
MIPOBEICHUH TEKYILETO
PEMOHTA U TEXHUYECKOTO
00CITy>)KUBaHMUSI, B
YCTpaHEHUH OTKa30B U
BOCCTaHOBJICHUU
paboTocrocoOHOCTH
aBTOMATHU3UPOBAHHBIX
(MHMOPMAITMOHHBIX ) CHCTEM
B 3aIUIICHHOM UCTIOJHEHUH

TECTUPOBAHUE,

JK3aMeH

KBTI (UKAIIMOHHBIN,
IKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JTA00OPATOPHBIX
pabor,

IKCIIEPTHOE HAOIIOCHHE
BBITIOJTHEHUSI PAKTUYECKUX
pabor,

OIICHKA PEIICHHUS
CUTYaIlMOHHBIX 3a/1a4,
OIICHKa IMpoIriecca u
PE3YNIbTaTOB BBITOJHEHUS
BUJIOB pabOT Ha MPAKTUKE
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