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1. TIACIIOPT PABOYEM ITPOI'PAMMBI YUYEEHOI'O ITPOD®ECCHUOHAJILHOI'O
MoAavJda IIM.02  3AIIMTA HWHOOPMAIIMKM B  ABTOMATU3MPOBAHHBIX
CUCTEMAX  IIPOTPAMMHBIMU U TIPOTPAMMHO -  AIIIIAPATHBIMU
CPEJICTBAMU

1.1. Iens u uIaHUpyEeMBbIE€ PE3YIBTAThI OCBOEHHUS MPOGECCUOHATHBHOTO MOTYJIS

1.1.1.B pesynbpraTe n3ydeHus Npo(ecCHOHATLHOTO MOJYJIS CTYICHT JOHKEH OCBOHUTH
BUJ| IeATEIbHOCTH 3amuTa HHPOpMAIMU B aBTOMAaTU3UPOBAHHBIX CHCTEMax MPOTpaMMHBIMU U
IPOrpaMMHO-aIaPaTHBIMU CPEACTBAMH U COOTBETCTBYIOIINE €My 00IMe KOMIETEHIINU:

OK 01.BpiOupare crmocoObl pemieHHst 3aad  Npo(ecCHOHANBHOM  AEATeNbHOCTH,
IPUMEHUTEIBHO K Pa3IMUHbIM KOHTEKCTaM.

OK 02.OcymiecTBisATh MOUCK, aHATU3 U MHTEPIpEeTaluio MHPopMaluuu, HEoOX0IuMon
JUTSL BBITIOJIHEHUS 3a/1a4 PO ECCUOHATILHON 1EATEIbHOCTH.

OK 03.[InmanupoBaTh U peaii30BBIBATH COOCTBEHHOE MPO(PECCHOHAIIBHOE U JTMIHOCTHOE
pa3BUTHE.

OK 04. PabotaTth B KOJUIGKTHBE H KOoMaHIe, JS()(PEKTUBHO B3aMMOJICHCTBOBATH C
KOJUJIEraMH, PYKOBOJICTBOM, KJIMEHTAMHU.

OK 05.OcymiecTBisiTh yCTHYHO M NHCbMEHHYK0 KOMMYHHKAIMI0 Ha IOCYJapCTBEHHOM
SI3BIKE C Y4ETOM OCOOEHHOCTEH COIMAIbHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 06.1IposiBisATh  TpakJaHCKO-MATPUOTUYECKYIO  IO3ULMIO,  JAEMOHCTPHUPOBATH
OCO3HAHHOE MOBEJICHUE Ha OCHOBE TPAIUIIMOHHBIX OOIICUEIIOBEUECCKUX LEHHOCTEH, IPUMEHSITh
CTaHapThl aHTUKOPPYMIIUOHHOTO OBEICHUS.

OK 07.CopnelicTBOBaTh COXpPAaHEHUIO OKPYXKAIOMIEH Cpeibl, PEeCcypcocOEPEeKCHHUIO,
3¢ (PeKTUBHO AeCTBOBATH B YPE3BBIYANHBIX CUTYAIIHSIX.

OK 08.Hcnons3oBath cpenctBa GU3UISCKON KYIbTYphI JUIsl COXPAHEHUS M YKPETUICHHS
3I0pOBbsl B Tpolecce Mpo(ecCHOHANBbHON NeATeNbHOCTH M MOAJEp)KaHUus HEoO0XOIUMOro
YpPOBHS (PU3MUECKON TOATOTOBICHHOCTH.

OK 09. MHcnonp3oBaTh HH(MOPMAIMOHHBIE TEXHOJOTMH B MpOodecCHOHATHLHON
JESATEBHOCTH.

OK 10. ITonb3oBarbecsi MpohecCHOHAIBHONW JOKyMEHTAallMeld Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX.

ITpodeccronanbHble KOMIIETEHIINN:

I[IK 2.1. OcymecTBisiTh YCTAaHOBKY M HACTPOMKY OTAEJIBbHBIX MPOrPAMMHBIX,
IPOTPaMMHO-aNNapaTHBIX CPEICTB 3aLUIUTHI HH(OPMAIIHH.

I[IK 2.2. OGecrneunBarh 3aIuTy HHGOpMAIMM B aBTOMAaTU3WPOBAHHBIX CHCTEMax
OTJENbHBIMU TPOTPAMMHBIMH, IPOTPAMMHO-AINIAPATHBIMU CPEACTBAMH.

I[IK 2.3. OcymecTBiasTh TeCTUPOBAaHHE (QYHKUUH OTIACIBHBIX MNPOTPAMMHBIX U
IIPOrpaMMHO-aNNapaTHBIX CPEACTB 3aLIUTHI HH(OPMALIHUH.

[IK 2.4. OcymiecTBasTh 00pabOTKy, XpaHEHHUE U nepeaaqy nHGOpMAaIi OTPaHUYEHHOTO
JIOCTyIaA.

I[IK 2.5. YHuutoxarh wHGOpPMAIMI0O W HOCHUTETW HH(POpPMAlMU C HCIOJIb30BaHUEM
IPOTPaMMHBIX M ITPOrPaMMHO-AINAPaTHBIX CPECTB.

IIK 2.6. OcymiecTBiiTh PErHCTPALMI0 OCHOBHBIX COOBITHII B aBTOMAaTH3UPOBaHHBIX
(uH(OPMAITMOHHBIX) CUCTEMAaX, B TOM YHCJIE C UCIOIB30BAHUEM MPOTPAMMHBIX M MPOTrPAMMHO-



anmapaTHbIX CpPEACTB OOHApYXKEHMs, MPENYNPEeKIECHUS U JIMKBUAALUM TOCIEICTBUN
KOMIIBIOTEPHBIX aTakK.

1.1.3. B pe3ynbTaTte ocBOCHHS MPOPECCHOHATBHOTO MOTYJISI CTYJCHT JTOJIKEH:

JOJDKEH 3HATh:

- OCOOCHHOCTH ¥ CHOCOOBI TPUMEHEHHUS MPOrPaMMHBIX U  MPOrPaMMHO-
anmapaTHbIX CPEJCTB 3aIllMThl MHQOpMAIMK, B TOM YHCIE, B ONEPALMOHHBIX CHCTEMAaX,
KOMITHIOTEPHBIX CETsIX, 0a3aX JaHHBIX;

— METOJIbI TECTUPOBAHUS (YHKIMH OTIENBHBIX MPOTPAMMHBIX U MPOrPAMMHO-
anmapaTHBIX CPEJCTB 3alIUThl HHPOPMAITUH;

- TUTIOBBIC MOJICNT YIIPABJICHUS JOCTYIIOM, CPEIICTB, METOJOB W IPOTOKOJIOB
uACHTU(DHUKAIINY U ayTeHTU(DUKAIIHH;

- OCHOBHBIC TIOHATHUSI KPUNTOTPAapUH M THIIOBBIX KPUITOTPAPUUECKUX METOIOB U
CpPEACTB 3aLIUTHI HH(OPMAITHH;

- 0COOEGHHOCTH H  CHocoObl MPHUMEHEHHsI MPOTPAaMMHBIX U MPOTPaMMHO-
anrmapaTHbIX CPEACTB TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(OPMAIIHH;

— TUTIOBBIC CPEJCTBA M METOJBI BEIEHHUS ayauTa, CPEICTB U CIIOCOOOB 3aIIUTHI
UHPOpMAIMM B JIOKAJTBHBIX  BBIYMCIUTENBHBIX  CETAX,  CPEACTB  3alllUTHl  OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

JIOJDKEH YMETh:

— yCTaHABIIMBaTh, HACTpaWBaTh, NPHMEHATH IPOrPAMMHBIC M IPOTPAMMHO-
anmapaTHbIe CPEJICTBA 3alUTHI HH(OPMAIINH;

- yCTaHABJIMBATh U HACTPAUBATh CPEIICTBA AHTHBUPYCHOW 3aIUTHI B COOTBETCTBUU
C TIPEABSIBISIEMBIMU TPEOOBAHUSIMH;

- JIMarHOCTUPOBATh, YCTPAHITh OTKa3bl, OOeCleYrBaTh PabOTOCHOCOOHOCTh U
TECTUPOBATH (QYHKITMH MPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIIUThl HH(POpPMAIIHH;

- NPUMEHSTh MPOTPAMMHBIE U TPOTPAMMHO-aNapaTHbIE CPEACTBA Ui  3allUTHI
uH(popMaluu B 6a3ax JaHHBIX;

— MPOBEPATH  BBINIOJHEHWE  TpeOOBaHWM 1O  3amuTe  WHPOPMAIUU  OT
HECAHKIIMOHMPOBAHHOTO JIOCTYIIA TIPU aTTECTAllUU 00BEKTOB HH(POPMATU3AIIUH 110 TPEOOBAHUSIM
0e301acHOCTH UH(pOPMAIIHH;

— NPUMCHITh MaTeMaTHYCCKUI ammapaTr Ui BBIIOJHEHHUS KPUNTOrpaHYeCKUX
npeoOpa3oBaHui;

— UCIIOJIb30BaTh THIIOBBIC MPOTPaAMMHBIC KPUNTOrpadUyuecKue CpeACTBa, B TOM
YHCIIC JIEKTPOHHYIO TOJIITHCH;

— MPUMEHSTH CPEJICTBA TAPAaHTUPOBAHHOTO YHHUTOXKECHUS HH()OPMAIINH;

- yCTaHABJIMBaTh, HACTPaWBaTh, MPHUMEHATh MPOrPAMMHBIC W IPOTPAMMHO-
arrmapaTHbIe CPeICTBA 3alUThl HH(OPMAIIUH;

- OCYIIECTBIIATh MOHHUTOPUHT M PETHCTPALUI0 CBEACHUN, HEOOXOAUMBIX IS
3al[UThl OOBEKTOB HMH(OPMATHU3AIMK, B TOM YHCIC C HCIOJIb30BAHUEM MPOIPAMMHBIX H
NpOTrpaMMHO-aNapaTHBIX ~ CPEACTB  OOHAPYKEHHUs, TMPEAYNPSKICHUS W JIMKBHIAIUH
MOCJICACTBHI KOMITBIOTEPHBIX aTaK.



HNmeTh mpakTUYECKUH OMBIT:

- YCTAaHOBKHM, HACTPOMKM MPOrPaMMHBIX CpPEICTB 3alUThl WHPOpMaluu B
ABTOMATHU3UPOBAHHOW CHUCTEME;

- O6GCH€‘IGHI/IH 3alllUThI ABTOHOMHBIX ABTOMATHU3UPOBAHHBIX CUCTEM
MPOrpPaMMHBIMH U ITPOTrPaMMHO-AIaPaTHBIMU CPECTBAMM;

- TCCTUPOBAHUA q)YHKI_II/II\/'I, ANArHoCTUKaA, YCTPAaHCHHA OTKAa30B U BOCCTAHOBJICHHA
paboTOCOCOOHOCTH MPOrPAMMHBIX U IPOTPAMMHO-ANIAPATHBIX CPEACTB 3aIIUTHI HH(POPMAIINH;

- pemenust 3anau 3aumthl o HCJl k mHpOpManuu OrpaHH4eHHOro AOCTyHa ¢
MOMOIIBIO IPOTPAMMHBIX M ITPOrPaMMHO-AINAPaTHBIX CPEJCTB 3aLIUTH HH()OpMAaIIH;

- NPUMEHEHUS OJEKTPOHHOW TMOAMHMCH, CUMMETPUYHBIX U ACHMMETPUYHBIX
KPUNTOrpauuecKux alrOpuTMOB U CPEACTB MH(POBAHUS TaHHBIX;

— yaéra, 00pabOTKH, XpaHEHHS U TIepeiadu HH(OOpMAIUH, 11T KOTOPOM YCTaHOBJICH
peXUM KOH(PUIEHIINATBHOCTH;

— paboTHI C TOJICUCTEMAMH PETUCTPAIIMH COOBITHIA;

- BBISIBIICHUA CO6BITHI>'I U HWHIOUACHTOB 6€3OHaCHOCTI/I B aBTOMaTH3HpOBaHHOﬁ
CUCTEME.

1.2. KonumdecTBO 4acoB, OTBOJUMOE Ha OCBOCHUE MPOPECCHOHATHHOTO MOTYJIS

Bceero 720 yacoB, u3 HUX:

MaKCHMaJIbHOW yueOHOU Harpy3ku obydaromerocs (Bcero) — 720 yacos;
00s13aTeIFHON ayJUTOPHON yueOHOM Harpy3ku oOydatomierocs (Bcero) — 450 yacos;
camocTosITeNbHas paboTa obydaromerocs (Bcero) — 84 4acos;

nmabopaTopHbIe 3aHITHS oOydaromierocs (Bcero) — 240 yaca;

KypCOBOH MPOEKT oOyuatomierocs (Bcero) — 22 yaca,

y4eOHOM MpaKTUKHU oOydaromierocs (Bcero) — 36 4acos;

MIPOU3BOICTBEHHAS MPAKTUKA (110 mpoduIio crieruanbHocTH) — 144 yacos;
MIPOMEXKYTOUHAsI aTTecTarus oOydJaromierocs (Bcero) — 6 4acos.



2. CTPYKTYPA U COAEP’)KAHUE YUYEBHOI'O [TPO®ECCHUOHAJIBHOI'O MOJYJIA
2.1. Ctpykrypa npodeccuoHaIbHOTO MOAYJIS

Konsr HaumeHnosanus O0Bem O0beM poheCCHOHAITBHOTO MOYJIS, Yac.
npogecCHOHANTBHBIX pasznenos 00pa3oBaTeIbHOM O6yuenne no M/IK, B gac. [IpakTuku CamocTosTenpHas
00X KOMIIETCHITHI po(heCCHOHATIBHOIO Iporpamm, Jac. BCETO, B TOM 4HCIIE yaeOHas pabota

MOZy 1aCoB | jaGopaTopHBIX U | KypcoBast TIpaKTHKa,

NPAKTHYECKUX pabora 1acos
3aHATHI (Tipoexr),
4acoB

OK 01 -OK 10 MJK 02.01 294 266 128 22 18 28
IIK 2.1 -TIK 2.6 [IporpammubIc 1

MPOrpaMMHO-

anmapaTHbIe CpeCTBa

3aIUTH HHGOPMAITUN
OK1-0OK10 MJIK 02.02 240 184 112 18 56
IIK 2.1 -TIK 2.6 Kpunrorpaduyeckue

CpEeACTBA 3alUTHI

nHpopMaIuu
Y4eOHas npakTUKa 36
IIpon3BoaCTBEHHAs MPAKTHKA, YACOB 144
[IpomesxyTouHast aTTecTanus 6
DK3aMeH 10 nNpohecCHOHaIbHOMY MOIYIIO 6
Bcero: 720 | 450 | 240 [ 22 | 36 | 84




2.2. TemaTn4eckuil IUIaH U coJiepkanue npodeccrnonaabHoro moayns (IIM)

HaumenoBanue pa3aesioB YpoBenn
npogdeccuoHAIBLHOI0 Conep:kanue y4yeOHOro MaTepuaJa, 1adoparopHbie padoTbl U OB LeM 1aCOE 0CBOEHMS
moay.Jsa (ITM), NpaKTHYeCKHe 3aHATHS, CAMOCTOsITeIbHAs padoTa o0y4yaromerocs,
MEKTUCUUIIIMHAPHBIX KypcoBasi padora (poeKT)
kypcoB (MJIK) u Tem
1 2 3 4
MJIK.02.01. IlporpaMMHbBIe ¥ IPOrPAMMHO-aNMNAapaTHbIe CPEICTBA 3alUTHI HHGOPMANHU 294 1,2
Pa3nes 1. OcHOBHBIE NPHHIMUIIBI IPOTPAMMHON M NPOrPAMMHO-ANNAPATHOM 3a1IUTHI HH(poOpMaun 1,2
Tema 1. [IpeameT u 3a1a4n MPOTpaMMHO-aNTIapaTHOM 3aIUThI HH(pOpMaIUN 6 1,2
IIpenmer u 3axaun OcHOBHBIE IOHATHS TPOTPAMMHO-AIAPATHON 3aIIUTH HHPOPMAITIU
MIPOrpaMMHO-aIapaTHON Knaccudukanus MeToqoB U CpPEACTB MPOTrPaMMHO-ANIMapaTHOW — 3alUThI
3alIUThl HH(OpMAIUK uHpopMaun
Tema 2. CtangapTsl HopmatuBHbIE TPaBOBBIE€ AKTHI, HOPMAaTUBHBIE METOIMYECKUE IOKYMEHTHI, B 9 1,2
0e30macHOCTH COCTaB KOTOPBIX BXOJAAT TPEOOBaHMS U PEKOMEHIAIMH 1O 3alIUTe HHPOPMAILTUU
MPOrpaMMHBIMH U ITPOrpaMMHO-aIapaTHbIMU cpeacTBamu. [Ipodunu 3ammTs
IPOTPaAMMHBIX M ITPOrPAMMHO-AINAPATHBIX CPEJICTB (MEKCETEBBIX KPAHOB,
CPEICTB KOHTPOJI CheMHBIX MAIIMHHBIX HOCUTENEH HH(OpMaLuu, CPEICTB
JIOBEPEHHOM 3arpy3KH, CpPEJCTB aHTUBUPYCHOM 3aIIIUTHI)
CrangapThl 110 3anuTe HHGOpPMaIMU, B COCTAaB KOTOPBIX BXOAST TpeOOBaHUS U
PEKOMEHIAINH TI0 3aIKTe MH(OPMAITK TPOrPAMMHBIMH U TIPOTPAMMHO-
anmnapaTHbIMH CPeJICTBAMHU.
JlaGopaTopHble 3aHATUS 8 1,2
O0630p HOPMATHBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOAMYECKUX
JIOKYMEHTOB IO 3aIuTe HHPOPMAIUH, B COCTaB KOTOPBIX BXOIAT TPEOOBAHUS U
pEeKOMEHJALUK MO0 3aluTe HHPOpMAlUU MPOTPAaMMHBIMU M MPOTPaMMHO-
anmapaTHbBIMU cpelncTBamMu. Paborta ¢ conxepkaHHEM HOPMAaTHBHBIX NPaBOBBIX
aktoB. O030p cTranaapToB. PaboTa ¢ copep:kaHneM CTaHIapTOB
Tema 3. 3amuieHHas ABToMaTu3anus npouecca 00paboTku HHPOPMALIUH. 7 1,2

ABTOMAaTU3HWPOBaHHAsA
cucrema

[ToHsiTHE aBTOMATU3UPOBAHHON CHCTEMBI.
OCO6GHHOCTI/I aBTOMaTI/I3I/IpOBaHHBIX CHUCTEM B 3allITMIIICHHOM HCITIOJIHCHUH.
OcuosHble BUIb6l AC B 3aIUMIIICHHOM HCIOJHEHUH.
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MeToanl co3manus 0e30MacHbIX CHCTEM

Mertoaonorusi IpOeKTUPOBAHUS FrapaHTUPOBAHHO 3amuieHHbIX KC
JMcKpenoHHbIE MOJIETTH

ManpgaTtHble Moaenu

JlabopaTopHbie 3aHSITHUSI 13 1,2
VYuer, 06paboTka, XpaHeHue U nepenada uadpopmaruu 8 AUC
OrpanudeHue J0CTyIa Ha BXOJ B CUCTEMY.
Wnentudukanus u ayreHTH(UKALNS TOIb30BaTENeH
Pasrpannuenue nocryna
Peructparus coObiThii (ayaur).
VYnpasnenue nonutukoi 6e3omacHoctu. [11adaonp 6€30macHOCTH
YHUYTOXKEHHE OCTATOYHON MHPOPMAITUH.
KoHTpob 11€10CTHOCTH JaHHBIX
Tema 4. Hcrounnku necTabuan3upyroniero Bo3AeCTBUS Ha O0BEKThI 3aIIUTHI 5 1,2
JlecTabunusupytoiiee CniocoObI BO3/ICMCTBUS HA HH(DOPMAITHIO
BO3/ICHCTBUE Ha OOBEKTHI [TpuumnHBI ¥ yCTIOBUA A€CTAOMIU3UPYIOIIEr0 BO3ICHCTBH Ha MHPOPMAIIUIO
3aIUTHI Temaruka npakTUYECKUX 3aHATHH U 1a00paTOPHBIX padoT
Pacnipenenenue kaHajloB B COOTBETCTBUM C MICTOUHUKAMHU BO3JEICTBHUS HA
nHpopmaIuio
JlabopaTopHble 3aHATHS 10 1,2
Pacnpenenenne kaHamoB B COOTBETCTBHHM C HCTOYHMKAMM BO3JEHCTBUS Ha
UH(OPMALIHIO.
Tema 5. [TpuHIHTIBI [ToHsiTHE HECAHKITMOHUPOBAHHOTO JOCTYIA K MH(POPMAIUH 7 1,2
[IPOrpaMMHO-aNIapaTHON OcHoBHBIE TI07X0/bI K 3antuTe uHpopmanuu ot HCJJ
3aIuUThl HH(OPMALIUU OT Opranuzanus goctyna K QaiiiaM, KOHTPOJb AOCTyINa U pa3rpaHUueHUE
HECAHKIIUOHUPOBAHHOI'O JIOCTYTIA, UePAPXUUYECKHI JOCTYH K Qaitnam. Pukcanus AocTyna K Qaiiaam
J0CTyTIa OpraHu3aluu JlocTym K TaHHBIM CO CTOPOHBI Ipoliecca
OcoOeHHOCTH 3alIMTHI JaHHBIX OT u3MeHenus. llludposanue.
JlabopaTopHbie 3aHSITHUSI 12 1,2
Opranuzanus goctyna K Qaiaam
O3HaKOMJIEHHE C COBPEMEHHBIMH MPOTPAaMMHBIMU M IPOTPaAMMHO-
annapatHbIMM cpenctBaMi 3amuTel oT HCJI
Pazjen 2. 3ammTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM 1,2




Tema 1. OCHOBEI 3aIIUTEI
ABTOHOMHBIX
aBTOMATU3HPOBAHHBIX
CHCTEM

Pa6ota aBToHOMHOI AC B 3alTUIIICHHOM PEKUME

Anroputm 3arpy3ku OC. IlITatHble cpeacTBa 3aMbIKaHHsI CPEIbI

Pacumpenue BIOS kak cpencTBo 3aMbIKaHUSI IPOTPAMMHOM CpeJibl

Cuctembl TUIA DIIEKTPOHHBIN 3aMOK. D3 ¢ TPOBEPKOM 1IEIOCTHOCTH
nporpammHuoii cpenpl. [Tonstue AM/I3 (1oBepeHHas 3arpys3ka)

[IpumeHeHne 3akiaoK, HAPABICHHBIX Ha CHIDKEHUE d()D(PEKTUBHOCTU CPENICTB,
3aMBIKAIOLIUX CPENy.

1,2

Tema 2. 3amura nporpamm
OT U3yUYCHMUSI

Wzyudenue u obpatHoe npoektuposanue 110

Cnoco6s! n3yuenus [10: cratudeckoe U TMHAMUYECKOE N3yUeHUE
3aaun 3aUThl OT U3YYEHUS U CIIOCOOBI UX PEIICHUS

3amura OT OTJIagKH.

3amuTa OT AU3acceMOIMPOBaAHUS

3amuTa OT TPACCUPOBKH 110 MPEPHIBAHUSM.

1,2

Tema 3. BpenonocHoe
porpaMMHOe oOecrieueHue

BpenonocHoe nporpaMmHoe o0ecriedeHrne Kak 0coObIi BUJ pa3pyIIalonIinx
BO3JICUCTBUI

Knaccudukanus BpeqoHOCHOT0 MporpaMMHOro odecrieuenus. Cxema
3apaxenus. Cpencrsa HerTpanu3zanuu BpeaorocHoro I10. [Ipodunaktruka
3apaKeHUst

[Touck cnenos aktuBHOCTH BpegoHocHoro [10. Peectp Windows. OcHoBHBIE
BETKH, cojiepskaniue napopmanuro o BpenoHocHom [10. JIpyrue o0beKThI,
coaepxarnire nHpopmaruio o BpenonocHom [10, daitnsl prefetch.

Bot-netsl. [Ipunuun ¢pyHKIMOHUpOBaHUSA. MeTo bl OOHApYKEHUS
Knaccudukanmst aHTuBUpYCHBIX cpeacTB. CUTHATYPHBIA U SBPUCTUUCCKUN
aHaau3

3anuTa OT BUPYCOB B "pydyHOM pexkume"

OCHOBHbBIE KOHIICTIIMM TIOCTPOEHUSI CHUCTEM AaHTUBUPYCHOM 3aIllUThl Ha
IpeIpUITHH

1,2

JlabopaTopHble 3aHATHS
[Ipumenenus cpenactB wuccnenoBaHus peectpa Windows Ui HaXO0XKICHHS
CJIEJOB aKTUBHOCTH BpeoHocHoro 110

1,2

Tema 4. 3anura nporpamm
1 JaHHBIX OT
HECaHKLIHMOHHUPOBAHHOTO

HecankumonupoBanHoe konupoBaHnue nporpamm kak tun HCJL
IOpuanueckne acnexkTbl HECAaHKUMOHHUPOBAHHOIO KOIHPOBAHUSA IPOrpaMM.
OO111ee NOHATHE 3alTUTHI OT KOMTUPOBAHUS.

1,2
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KOIIMPOBAHUA

[Tpusszka [1O k anmapaTHOMY OKPYKEHHUIO U HOCUTEISIM

3almMTHBIE MEXaHU3MBl B COBPEMEHHOM IIPOTPAMMHOM OOECII€YeHHH  Ha
npumepe MS Office

3amuTHBIE MEXaHU3MBl B TpwiIokeHusx (Ha npumepe MSWord, MSExcel,
MSPowerPoint)

JlabopaTopHble 3aHATHS

3amuTa HHQOpPMAIMKU OT HECAHKIIMOHUPOBAHHOTO KOTTMPOBAHUS C
HCIIOJIb30BAHHUECM CIICHIUATIM3UPOBAHHBIX ITPOTrPaAaMMHBIX CPECACTB
3amuTHBIC MEXaHU3MBI B IpuiIokeHusx (Ha mpumepe MSWord, MSExcel,
MSPowerPoint)

14

1,2

Tema 5. 3amura
uHpOpMaIUY Ha
MAIIMHHBIX HOCUTEISX

[TpoGnema 3amuThl OTYYX1aeMbIX KoMnoHeHToB [I[9BM

Metoap! 3amuTHl THPOPMAIIUN Ha OTYYXJaeMbIX HocuTensix. LudpoBanue.
CpencTtBa BoCCTaHOBJIEHHUS OcTaTouHON HH(popMmaruu. Co3iaHne MOCEKTOPHBIX
obpazoB HXKM/I.

[TpuMmeHeHue cpeICTB BOCCTAHOBJICHUS OCTATOYHON MHGOpMaAIUU B CyAeOHbIX
KPUMUHAJIUCTUYICCKUX SKCIICPTU3aX U ITPU paCCICAOBAHUN MHIIUACHTOB.
HopmaTtuBHas 6a3a, TOKyMEHTHPOBAHHE PE3YJIbTATOB

1,2

JlabopaTopHble 3aHATHS

[IpumeneHue cpeacTBa BOCCTAHOBJICHHS OCTaTOYHOM MH(POPMAIIMK Ha IPUMEPE
Foremost unm ananora

[IpuMeHeHue cnenuan3upoBaHHOTO MPOTPAMMHO CPEICTBA IS
BOCCTAHOBJICHHSI YAAJICHHBIX (haillioB

[Ipumenenue nporpamm 1si 0€3BO3BPATHOTO yIAJICHUS TaHHBIX

[Tpumenenne nporpaMm it MUGPOBAHUS TAHHBIX HA CHEMHBIX HOCUTEIISX

12

1,2

Tema 6. AnnmapaTHbie
CpeICTBa UACHTU(UKAIINH U
ayTeHTH(UKAITII
IoJIb30BaTelei

TpebGoBanus K anmapaTHBIM CPEACTBAM UIACHTU(DUKAIINN U ayTCHTH(PUKAIITT
10JIb30BaTesel, mpuMenseMbM B O3 u AIIM/13
VYerpoiictBa Touch Memory

1,2

Tema 7. CucremMbl
oOHapyKEeHHUS aTaK U
BTOPKEHUI

COB u COA, otnnuus B hpyakuusx. OcHoBHbIE apxuTekTypsl COB.
Hcnonb3oBanue ceTeBbix cHu(epoB B kauecte COB.

Annapatabeiii komnoHeHT COB.

[IporpammusbIil komnoneHT COB.

Mopenu cucteMbl oOHapyKeHus BTopkeHui, Kiaccudukanms cucrem

1,2

11




oOHapyxeHus BTop)keHuid. OOHapykeHue curHatyp. OOHapyxeHrne aHOMaTui.
Jlpyrue MeTo 16l 00HApYKEHUSI BTOPKEHUH.

JlaGopaTopHble 3aHATHSA
MogenupoBanue NpoBeAcHUS aTaky. 3ydeHne HHCTPYMEHTAJIBHBIX CPEICTB
00Hapy>XCHHST BTOP>KCHUI

1,2

Pa3nea 3. 3ammTa nHGpopManKMHU B JJOKAJTbHBIX CETAX

1,2

Tema 1. OcHOBEI
HOCTpOGHI/IH 3allIUIIICHHBIX
ceTen

Ceru, paboTaroiiye no TeXHOJIOTHH KOMMYTAIlUH [TaKEeTOB.

Crex npotokosioB TCP/IP. OcobeHHOCTH MapIIpyTH3aIHH.

[lITatHple cpencTBa 3amuThl HHGOpMaluu creka mpotokosoB TCP/IP.
CpencTBa uaeHTU(UKAIUN U ayTeHTU()UKALIMU HAa Pa3HBIX YPOBHSAX MPOTOKOJIA
TCP/IP, nocTonHCTBa, HEAOCTATKH, OTPAHUYCHUS.

1,2

Tema 2. Cpencraa
opranu3anuu VPN

Bupryansnas yactHas cetb. OyHKIMU, HA3HAYEHUE, IPUHIUII IOCTPOCHUS.
Kpunrorpaduueckue n Hekpunrorpaduueckue cpeacrnsa opranuzanuu VPN.

1,2

CamocrosiTesibHasi padora

Ycrpoiicta, o6paszyromnue VPN. Kpunromapupyruzarop 1 KpunToQuibTp.
Kpunropoyrep. [IpuHIHIIBL, apXUTEKTypa, MOJIENIb HAPYILIUTENs, JOCTOMHCTBA U
HEJ0CTaTKU

11

1,2

JlaGopaTopHble 3aHATHSA
PassepreiBanue VPN

1,2

Pasznea 4. 3amura undgopmanum B ceTsix 0011ero J0CTyna

1,2

Tema 1.00ecieucuue
0€30I1aCHOCTH MEKCETEBOTO
B3aUMOJIEHCTBUS

Metoap! 3amUTHl THPOPMAITUH IPH paboTe B CETAX OOILIETo JOCTYIIA.
MexceteBbie 3kpanbl Tumna firewall. JloctonHcTBa, HEMOCTATKH, PEATM3yEeMbIC
MOJIUTUKU O€30MMaCHOCTH

OcHosuble Tumnbl firewall.

CummerpuuHble U HecuMMmeTpuuHsbie firewall.

VYpogens 1. [TakeTHbIe GUIABTPHI

VYposens 2. GuibTpanus ciyx0, TOUCK KIIOYEBbIX CIIOB B TEJIEe TAKETOB Ha
CETEBOM YpPOBHE.

1,2

CamocrosiTesibHasi padora

Yposens 3. Proxy-cepBepa NpuKiIagHOTO YPOBHS

OnHOXOCTOBBIC M MYJIbTHXOCTOBBIE firewall

OCHOBHBIE THUITBI APXUTEKTYP MYJIBTUXOCTOBBIX firewall.

TpeboBaHMs K K&KIOMY XOCTY UCXOJISl M3 apXUTEKTYPhl M BHITOTHIEMBIX

13

1,2
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byHKIHHA
TpeboBanus 1o cepTU(HUKALUU MEKCETEBBIX IKPAHOB
TemaTnka MpakTUYECKUX 3aHATUNA U JaOOPATOPHBIX padboT

JlabopaTopHble 3aHATHS
W3zyuenwne u cpaBaenue apxurekryp Dual Homed Host, Bastion Host, Perimetr.
W3ydenue pa3nuyHbx cioco0O0B 3aKpbITHS ""ONacHbIX'" MOPTOB

1,2

Paznen S. 3amura undgopmanuu B 6a3ax JaHHBIX

1,2

Tema 1. 3amuTa
nHpopMmaiuu B 6azax
TAHHBIX

OcHOBHBIE THITBI YTPO3. MoJiens HapyIIHUTENs

CpencrBa naeHTUGHUKAINY U ayTeHTH()UKAMK. Y IpaBIeHHE JOCTYIIOM
CpencTBa KOHTPOJIS LIEIOCTHOCTH HH(OpMaIuy B 6a3ax JaHHBIX
CpencrBa aynuTa M KOHTPOJIsI 0€300aCHOCTH.

1,2

CamocrosiTesibHasi padora

Kpurepun 3amumieHHocTr 6a3 JaHHBIX

[Ipumenenne kpunrorpapuuecKux CpeAcTB 3aUIUThl HH(pOpMAIUU B 6a3ax
JAHHBIX

1,2

JlaGopaTopHble 3aHATHSA
N3yuyenne mexannsmos 3amutsl CYB/] MS Access
N3ydenune mratHbix cpeacts 3ammThl CYBJ] MSSQL Server

1,2

Pa3znen 6. MOHMTOPHHT CHCTEM 3alIUThHI

1,2

Tema 1. MoHUTOpUHT
CHUCTEM 3allIUThI

[Tonsitrie 1 000CHOBaHKE HEOOXOUMOCTH UCTIOIB30BAaHUSI MOHUTOPHHTA KaK
HEOOXOIUMOM KOMITOHEHTHI CHCTEMBI 3aIUTHI HH()OpMAIUK

Ocob6enHocTr (pukcanuu COOBITHM, TOCTPOSHHBIX HAa Pa3HBIX MPUHIIAIIAX: CETH
C KOMMYTaIMel COeMHEeHM, CeTh ¢ KomMmyTanuei makeros, TCP/IP, X.25
Knaccudukanms orciaexxuBaeMbIx cOObITHI. OCOOEHHOCTH MMOCTPOCHHS CHCTEM
MOHHTOPHHTA

HcTounuku nHpopMaluu A1 MOHUTOPUHTA: CETEBBIE MOHUTOPBI,
CTaTHCTUYECKUE XapaKTePUCTUKH Tpaduka uepe3 M, mpoBepka pecypcoB
0011ero nojab30BaHus

Krnaccudukanus ceTeBbIX MOHUTOPOB

Cuctembl ynpaBieHus: COOBITHIMU HH(PopMaInonHo# 6e3omacHoctu (SIEM).
0630p SIEM-crcteM Ha MUPOBOM U POCCHICKOM PBIHKE

10

1,2

JlaGopaTopHble 3aHATHSA
W3yueHne 1 CpaBHUTEIBHBIN aHAIN3 PACIIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB

1,2
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Ha mpumepe RealSecure, SNORT, NFR unu apyrux anaaoros
IIpoBenenue ayaura JIBC cereBbIM ckaHEPOM

Tema 2. U3yuenue mep
3alIUThl HH(OpPMAIHH B
WH(pOpPMaIMOHHBIX
cucremMax

N3yuenune TpeboBanmii 0 3amuTe HHGOpPMAIMU, HE COCTABIISIONICH
rocyJaapcTBeHHyto Taiiny. M3yuenne meroauueckux gokymentoB ®CTIK mno
MPUMEHEHHIO MEp 3aIIUThI

1,2

Tema 3. U3yuenue
COBPEMEHHBIX IIPOrPaMMHO-
anmnapaTHbIX KOMIUIEKCOB.

JlabopaTopHble 3aHATHS

VYcraHoBKa M HACTpOHKa KOMIUIEKCHOTO cpeficTBa Ha nmpuMepe SecretNetStudio
(yueOHas TMLIEH3Us1) UK JPYTUX aHAJIOTOB

VYcTaHoBKa 1 HaCTpOHKa MPOrPAMMHBIX CPEJICTB OLICHKH 3aIIHUIEHHOCTH U
ayauTa HHPOPMALMOHHOM 0€30MacHOCTH, n3yueHue (PyHKIMI 1 HacTpoiika
pexuMoB paboTel Ha mpuMepe MaxPatrol 8 ninm npyrux anamsoros

Wzydenue TunoBbIxX pemienuid it mocrpoenust VPN Ha npumepe VipNet win
JIPYTHUX aHaJIOTOB

N3ydyeHne coBpeMEHHBIX CUCTEM aHTUBUPYCHOM 3aIUTHI HAa IPUMEPE
KopropatuBHbIX pemennii KasperskylLab nnn npyrux ananoros

Wzyuenue pynkimonana u obnacreir npumenenuss DLP cucrem Ha nmpumepe
InfoWatchTrafficMonitor wiu npyrux anamsoros

15

1,2

1,2

Kypcosas padora

22

1,2

ITpumepHas TeMaTHKa KypCOBBIX paboOT

Onenka 3¢ (eKTUBHOCTH CYLIECTBYIOMIMX MPOTPAMMHBIX U TIPOTPAMMHO-AaNIapaTHBIX CPEACTB 3aIUTHI
MH(GOpMaLUU C TPUMEHEHHEM CIELUATU3UPOBAHHBIX MHCTPYMEHTOB U METOAOB (MHIMBHyaIbHOE 3a/1aHUE)
O030p 1 aHaTTN3 COBPEMEHHBIX NMPOrPAMMHO-AINIAPATHBIX CPEJICTB 3aIUTHI HHPOPMAIUK (MHAWBUAYATEHOE

3a/IaHHE)

Br100op onTumMansHOro CpeAcTBa 3aMThl HHOpMAUK UCX01s U3 MeToandeckux pekomeHaarmii ®CTOK u
MMEIOIINXCS UCXOAHBIX TaHHBIX (MHIMBUAYAIBHOE 3aaHUE)

[TpumeHeHre mporpaMMHO-aNapaTHBIX CPEACTB 3aLUIUTH MH()OPMAIIMK OT PA3IUYHBIX THIIOB YTPO3 Ha
MpEeANPUITHN (MHAUBUAYyATbHOE 3aJaHUE)

[Tpobnema 3ammThl nHGOpMAIMK B 00IaYHBIX XpaHUIUIIaxX qaHHbIX 1 [{Odax

3amuTa cpeji BUpTyaln3aluu

1,2

IIpomexyTounas arrectanusa mo MJIK.02.01

1,2

MJIK.02.02. KpunTorpaguyeckue CpeACTBA 3alIUTHI HHpopManun

240

1,2

Paznen 1. MaTtemarnyeckue 0CHOBBI 3a1IMTHI HHGOPpMAaIK

1,2

Tema 1. Marematudeckue

‘ DNEMEHTBI TEOPUHM MHOXKECTB. I pymbl, KoJbla, MoJsl.

1,2
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https://www.infowatch.ru/products/traffic_monitor_enterprise

OCHOBBI KpUITOrpapuu

Hemumoctsb uncen. [Ipusnaku nenumoctu. [Ipocthie n cocTaBHbIE YKCIA.
OcnoBHas Teopema apudmeruku. Hanbompimuii obumii nenurens. Bzaumuo
npocTteie uncia. Anroput™ EBknuaa qis naxoxaenus HO/JI.

OtHomenus: cpaBHUMOCTH. CBoOlicTBa cpaBHeHHA. MoynsipHas apudpMeTuka.
Kunaccel. [TonHas u mpuBeneHHas cucrema BblueToB. OyHKIus Dumepa.
Teopema @epma-Diinepa. AITOpUTM OBICTPOTO BO3BEICHUS B CTETICHB I10
MOAYJIIO.

CpaBHeHus nepBoii crenenu. JIunelnsie AM0(MaHTOBBI ypaBHEHHUS.
Pacmmmpennsiit anroputm EBkinna.

Kuraiickas Teopema 00 ocraTkax.

IIpoBepka urcen Ha TPOCTOTY. AJITOPUTMBI T€HEPAIIUU MTPOCTHIX uncesl. Metos
npoOHBIX nenenHwuii. Pemero Dparocdena.

JlaGopaTopHble 3aHATHSA

[Ipumenenune anroputma EBxinna mist naxoxaenuss HOJ. Pemiennie nuHelHbIX
nrn0(haHTOBBIX YpaBHEHUH

Pemienue 3agau ¢ 3eMeHTaMu TEOPUHU YUCEIL.

12

1,2

Paznen 2. Knaccnueckasi kpunrorpadust

1,2

Tema 1.

Metonabl
KPUNTOTpaprIECKOro
3aImuThl HHGOPMAITUH

Knaccugukanus OCHOBHBIX METO/IOB KPUIITOrpahUuecKoi 3amuTsl. MeTo bl
CUMMETPUYHOTO MHU(POBAHMSL.

u¢ps! 3amensl. [Ipocras 3ameHa, MHOTOAN(aBUTHAS MOACTAaHOBKA,
MIPOTIOPITMOHATBHBINA TUQDP.

MeTo/1bl NEpECTaHOBKH.

1,2

JlaGopaTopHble 3aHATHSA

[TpuMeHeHHEe KIacCHYEeCKUX MU(PPOB 3aMEHBI
[IpumeneHue kiaccCuuecKux Mu(poB NepecTaHOBKU
IIpuMeHeHrne MeToja TaMMUPOBAHUS

10

1,2

Tema 2. Kpunroananus

OcHoBHbIE MeTOBI KpunToaHanu3a. Kpunrorpapudeckue ataku.
Kpunrorapuueckas cTOHKOCTb. AOCOTIOTHO CTOMKHE KPUIITOCUCTEMBI.

1,2

JlabopaTopHble 3aHATHS

Kpunroananus mmdpa npoctoit 3aMeHbI METOJJOM aHAJIN3a YaCTOTHOCTH
CHMBOJIOB

Kpunroananus kiaccu4eckux mugpoB METOIOM HOJIHOTO Iiepedopa KITrouei
Kpunroananus mmdppa Buxuaepa

12

1,2
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Tema 3. [Torounsie mudpel | OCHOBHBIC TPUHITUIIBI IOTOYHOTO MUppoBanus. [I[puMeHeHne renepaTopoB 4 1,2
U T€HEPaTOpPLI I1CY B kpunrorpaduu
TICEBIOCTYHaHBIX YiCe JlaGopaTopHbie 3aHATHS 6 1,2
[Ipumenenne MeroioB renepanuu [1CH
Pasnen 3. CoBpemennasi kpunrorpadus 1,2
Tema 1. KogupoBanue Koauposanue nndopmaru. CumBonbHOE KogupoBaHue. CMBICIOBOE 8 1,2
nHpopMaIuu. KogupoBaHue. Mexanmuzanus mudpoBanus. [Ipeacrasinenne nabopmanu B
Komnerorepuzanus nBonyHoM kojie. Tabmuma ASCII
mudpoBaHUS. Kommprorepuzanus mudpoBanus. AnmapaTHoe U MpOorpaMMHOe MudpoBaHue
CranpapTusanus IporpaMMHO-aNapaTHbIX KPUITOTpapUUECKUX CUCTEM U
CPEACTB.
JlabopaTopHble 3aHATHS 10 1,2
Koauposanue nnpopmarmm
[IporpammHas peanu3zanus KJIacCUYeCKUX MuppoB
N3yuenne peanu3aliy KJIacCHYECKUX MU(GPOB 3aMEHbI U IEPECTAHOBKU B
nporpamme CrypTool nnu ananore.
Tema 2. CummeTpudHbIE O6ume cenenus. CTpyKTypHasi cCXxeMa CHMMETPUYHBIX KPUNITOTPahuIeCKUX 4 1,2
CHCTEMBI IN(POBAHUS CHCTEM
JlaGopaTopHble 3aHATUS 6 1,2
M3yueHne nporpaMMHOM peann3aiiy COBPEMEHHBIX CUMMETPUYHBIX MIH(POB
Tema 3. AcuMMeTpUYHBIE Kpunrocucrems! ¢ OTKpHITHIM KiItoyoM. HeobpaTuMocThb cucrem. 4 1,2
CHCTEMBI U (POBAHUS JlaGopaTopHble 3aHATHS 10 1,2
[IpumeHeHne pa3InYHBIX ACHMMETPUYHBIX AJITOPHUTMOB.
N3ydenune nporpaMMHON peain3aiyu aCUMMETPUYHOTO anroputma RSA
Tema 4. Ayrentudukanus | Ayrenrudukanus nanssix. O6mue noustus. 1. MAC. OgHoHanpaBiIeHHbIE 8 1,2
JTAHHBIX. DJIEKTPOHHAsA xen-QyHKIuu. AIropuT™Mbl TU(PPOBON OANHCH
TOIHCH JlaGopaTopHbie 3aHATHS 12 12
[IpumeneHnne kpunTorpaguIecKux aTak Ha Xem-(yHKIIHH
W3ydenue nporpaMMHO-aNIapaTHbIX CPEICTB, PEATU3YIOIUX OCHOBHBIE
byakaun D11
Tema 5. Anroputmbl ANTOPUTMBI pactipe/ieieHus KIo4eil ¢ MpUMEHEHHEM CUMMETPUYHBIX U 8 1,2

oOMeHa KITroYeil u

acuMMeTpu4HbIX cxeM [IpoTokonsl ayrenTuduxanyn. Bzaumuas
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MIPOTOKOJIBI ayreHTuuKanus. OJHOCTOPOHHSS ayTeHTH(PUKAIUS
ayTeHTU(PUKALMH JlaGopaTopHble 3aHATHS 10 1,2
W3ydeHre npuHIUIIOB pabOTHl MPOTOKOJIOB ayTeHTU(DHUKAIIH C
UCIIOJIb30BAaHUEM TOBEPEHHOM CTOPOHBI Ha puMepe nportokoia Kerberos.
Tema 6. Kpunro3ammura AbGonenTckoe mudpoBanue. [lakerHoe mmdpoBanue. 3anmTa eHTpa 6 1,2
uH(pOpMALIUU B CETAX rerepauuu kimoueit. Kpunromapmpyruzarop. [lakeTHbiit GUIbTp
nepenayu JaHHbIX Kpuntorpaduueckas 3amura 0ecripoBOJAHBIX COCIMHEHUHN B CETSIX CTaHIapTa
802.11 ¢ ucnonszoBanuem nporokoiaos WPA, WEP
Tema 7. 3ammra [TpuHTIUTIBI HYHKIIMOHUPOBAHUS DJIEKTPOHHBIX TUIATEKHBIX CHUCTEM. 6 1,2
uHpopMaluu B DJEeKTPOHHBIE TUIACTUKOBBIE KapThl. [lepcoHanbHbINi MACHTH(PUKAIIMOHHBIH
ANEKTPOHHBIX MJIATEKHBIX HOMEP.
cucremMax JlaGopaTopHble 3aHITHS 10 12
[Tpumenenue ayreHTU(UKALIUY IO OAHOPA30BBIM NapossiM. Peanuzanus
QITOPUTMOB CO3/IaHHS OJTHOPA30BBIX MapoJieit
Tema 8. KomnbroTepHas CkpsITas nepenavya nHGoOpMaLUy B KOMIIBIOTEPHBIX cucTteMax. [IpoGiema 4 1,2
cTeraHorpadus ayTeHTU(UKAIMU MyJIbTUMEINITHON nHopMaluu. 3auTa aBTOPCKUX IPaB.
JlabopaTopHble 3aHATHS 14 1,2
0O0630p U cpaBHUTENBbHBIN aHaTN3 cymiecTByromiero [10 mis BctpanBanus [[B3
Peanu3anus npoctelmux creraHorpauyeckux ajJropuTMOB
[IpumepHast TemaTHKa caMOCTOSATEIbHOM padoThl ipu u3ydennu MJIK.02.02 56 1,2
HcTopus pa3BuTus Kpunrorpapuu
[IporpamMMHas peanuzanus KJIacCHYECKUX MHU(PPOB
OnTuMu3zaIus METOI0B YaCTOTHOTO aHAIN3a MOHOA()aBUTHBIX HIH(POB.
[IporpamMMHas peanuzanus KJIacCHUYECKUX MHU(PPOB
MeTtop1 MexaHU3aIUuH MU(OPOBAHUS
[udposoe npencrapienne pa3auyHbIX Hopm HHGOPMAITIH
AHanu3 COBPEMEHHbBIX CHMMETPUYHBIX KPUITOAITOPUTMOB
AHanu3 COBpEeMEHHBIX ACUMMETPUYHBIX KPUIITOAITOPUTMOB
ITporpammMHas peanusanys COBPEMEHHBIX KPUITOAITOPUTMOB
IIpomexxyrounasi arrecramusi mo MJIK.02.02 2 1,2
VYuebnas npakruka o [IM 02 36 1,2
[TpousBoacTBeHHast mpakTuka mo [1M.02 144 1,2

Bunsr pabot
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— AHanu3 NPUHLKIIOB TOCTPOSHUSI CUCTEM MH(POPMALIMOHHOM 3alUTHI IPOU3BOACTBEHHBIX M1OIPA3/IEIECHUH.

— TexHu4deckas dKCILTyaTanus 3JIEMEHTOB IPOIPaMMHOM U aIlllapaTHOM 3aIlUThl aBTOMAaTU3UPOBAHHOU
CHCTEMBI.

— Yyactue B IMarHOCTUPOBAHHUH, YCTPAHEHUH OTKA30B U 00ecrieueHu paboToCOoCOOHOCTH MPOrPaMMHO-
anmapaTHBIX CPEICTB oOecrieueHus] HH(OOPMAITMOHHOM 0€301TaCHOCTH;

— AHanu3 3¢ (heKTUBHOCTH MPUMEHSIEMBIX IIPOTPAMMHO-AMIAPATHBIX CPEACTB 0OecTiedeHrs HHPOPMALIMOHHOM
0€30I1aCHOCTH B CTPYKTYPHOM IOApa3AeIeHUN

— Yyacrtue B obecnieueHun ydera, 00pabOTKH, XpaHEHHUs U Nepefadn KOHPpUASHIMATbHON HH(pOopMaIiu

— [IpuMeHeHne HOpMaTUBHBIX IIPABOBBIX AKTOB, HOPMATHBHBIX METOAMUYECKUX JOKYMEHTOB 10 00ECIICUEHUIO
MH(POPMAIIMOHHOM 0€30MacHOCTH MPOrPaMMHO-ANIAPATHBIMU CPEACTBAMH NPH BBHITIOJTHEHUH 33124 TPAKTHKH.

DK3aMeH 1o npohecCHOHATLHOMY MO0

1,2

BCEI'O

720

1,2
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3.YCJIOBUA PEAJIM3ALIMU TTPOT'PAMMBI ITPOOECCHUOHAJIBHOT'O MO YJIA

3.1. [ns peanmuzanyii MPOrpaMMbl MPOPECCUOHATBLHOTO MOMIYNS JIOJDKHBI  OBITh
MPEyCMOTPEHBI CIEAYIONINE CIICIIHATLHBIC TOMEIICHUS:

Peanmzanust mporpaMMel IpeanojaracT Haluyhe ydeOHoro kabuHeTa, jabopartopuid
WH(OPMALIMOHHBIX TEXHOJOTUH, MPOrpaMMHUPOBaHUS U 0a3 JaHHBIX, CETEH M CHCTEM Iepeaadn
uH(pOpMaliY, TPOTPAMMHBIX U MPOTPAMMHO-AMIAPATHBIX CPEACTB 3alUTHI HH(OPMALIUH.

ObopynoBanue yueOHOTO KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MeCTa 00 yJIarOITUXCS;

- KOMIIBIOTEPHI, 00BbETMHEHHBIE B JJOKAJIbHYIO BEIYUCIUTEIbHYIO CETh;

- POEKTOD;

- JKpaH;

- AKyCTHUYECKasi CUCTEMA;

- yueOHO-HarIAAHbIE TOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- ydeOHbIE TTPE3CHTAIIUH.

- Pa3ngatounblii nUIaKTHYECKUN MaTepuail: y4deOHbIE KapTOYKH C 3aJaHUSIMU;
JTUIAKTHYECKUI MaTepHal sl BBIMOJTHEHUS TPAKTUIECKUX PadoT.

TexHuueckue cpeacTBa 0OydeHHS:

- KOMITBIOTEPHI, 00BETUHEHHBIC B JIOKAIbHYIO BEIYUCIIUTEIBHYIO CETh;

- MyJIbTUMEHA IPOEKTOP;
- MHTEPAaKTUBHAsI TOCKa.

- MporpaMMHO-anmapaTaple  cpeactBa 3amuThl  uHGopManuu ot HC]I,
OJIOKMPOBKH J0CTyMa 1 HapymeHus nenoctHoctr B Bune: [TAK Co6onb (MMeercs B HATUYUH) —
L.

- Y4eOHO-MeTOAUYECKHE MaTepuaabl U 00pa3bl BUPTYAIbHBIX MAIWH IS
pa3BepThIBaHUs Y4YeOHBIX CTEHJIOB MO CIEAYIOUIMM TeMaM: "3amura cepBepoB U paboumx
craanuit" (OcHOBBI ipuMeHeHus1 cuctembl 3amuThl Secret Net Studio, Secret Net LSP u [TAK
"Cobonp") — or 16 no 32 akagemuuyeckux 4acos; "3amuta cereBoro mnepumerpa’ (OCHOBBI
npumenenus AIIKII "Kontunent" Bepcuii 3.9, 4 ayis opraHu3anyu CeTeBOM 3aluThl) — OT 16
no 32 akameMuueckux dacoB; "OpraHuzanms JOCTyNa yIajJeHHBIX IOJb30BaTelied K BeO-
pecypcaMm 3amuinaeMond KoprmopatuBHOM ceth 1o mpoTokosy TLS" (OcHOBBI NMpUMEHEHHS
CK3U "Kontunent TLS" mys opranu3aiuy yaaJIeHHOTO A0CTymna) — oT 8 10 16 akameMuuecKkux
yacoB; "3ammra cpeactB Bupryanuzanuu"' (OcHOBbI mnpuMeHeHuss v(Gate s 3alUTHI
BUPTYaJIbHBIX HHPPACTPYKTYp) — 8—12 akaieMU4eCKUX 4acoB

OcHnamienue naboparopun WH(pOpMAIMOHHBIX TEXHOJIOTHH, MpOrpaMMHUpOBaHUs U 0a3
JTAHHBIX:

- paboune mecta Ha 0a3e BBIYMCIUTEILHONW TEXHHUKH TIO OJHOMY paboueMy
MecTy Ha O0Oydaromierocsi, MOJKIIOUYCHHBIMH K JIOKAJIbHOW BBIYMCIMTEILHOH CETH U CETH
«HTepHeT;

- JucTpuOyTUBBI IPOrpaMMHOTO KoMIutekca Vipnet;

- JuctpuOytuBsl mporpammuoro komiuiekca InfoWatch TrafficMonitor

- JuctpuOyTuBsl LINUX OmepanoHHBIX CHCTEM;

- JuctpuOyTHBBI aHTUBUPYCHBIX IPOTPAMMHBIX KOMILIEKCOB,;
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- Axanemuueckas moanucka Office 365 Al s npernoaBaTencii U CTYIEHTOB,

- IporpaMMHOE  OOecleYeHHue: JUCTPUOYTHBBI  ONEpAIMOHHBIX  CHCTEM;
npaBo4Has npaBoBas cuctema «["apanty; [10 Oracle VirtualBox; anTuBupycHas mporpamma;

- [Tpuxnannoe mnporpamMmHoe oOecredeHne, B TOM uucie: AKajgeMuuecKas
noanucka Office 365 Al ans npenonaBarenell ¥ CTyIEHTOB;

becrimatnoe I1O: LibreOffice - oducHbi makeT ¢ OTKPHITBIM HMCXOJHBIM KOJIOM,
SABIISIOUIMICSA OTBETBIEHUEM OT npoekta OpenOffice.org u mpereHayromuii Ha poib OecTIaTHOM
aJTbTEPHATHBBI MakeTy o¢ucHbIX npuioxkeHnii Microsoft Office. B coctaB mporpammsr Bxonsr
TEKCTOBBIA pemaktop Writer, Tabmuunbli mporeccop Calc, mactep mnpeseHtaruii Impress,
BEKTOpHBIN Tpaduueckuii pegaktop Draw, penmakrop dbopmyn Math u Monyns ympaBieHuUs
O6azamu manHbIXx Base; GIMP - cBoOogHO pacmpocTpaHsieMblii pacTpOBBIA TIpadUUeCKUid
penakrop, mporpamma Uil CO3JaHusl M 00paOOTKM pacTpoBOM TrpaduKd M YaCTUYHOMN
HOJIEPIKKOM paboThI ¢ BeKTOpHOM rpadukoii (Ananor Adobe Photoshop); Inkscape - CBo6oaHO
pactpocTpaHsieMblii  BEKTOPHBIA Trpaduyeckuil pemakTop, YAOOEH JUIs CO3JaHMA  Kak
XYyJI0’)KECTBEHHBIX, TaK U TEXHUYECKUX miumoctparuii. (anamor Adobe Illustrator, Corel Draw u
MicrosoftVisio)

- CHenualIn3upoBaHHOE MIPOrpaMMHOE obecrieyeHue:
EclipselDEforJavaEEDevelopers, .NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition,
MicrosoftVisioProfessional, MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax cereBoii
akagemuun Cisco), Oracle VirtualBox, Ilaker All Products Pack IDE ot JetBrains
(Axamemuyeckas JTUIICH3HS).

- MpOrpaMMHBIE M MPOTPAMMHO-AMIIAPaTHBIE CPEICTBA OOHAPYKEHUST BTOPKEHUI
(Secret Net Studio);

- CpPEeICTBA YHHUYTOXKEHHUS OCTATOYHOM MHGOpMAMu B  3aMOMMHAONIUX
ycTporictBax: [1O HU3KOypOBHEBOTO (hOpMaTHPOBaHUS HHPOPMAIIHH;

- VYcranoBounble kKoMmiiekThl Secret Net Studio, Secret Net LSP m vGate ¢
HaOOpoM yueOHBIX JHLeH3UH Ha 3 Tofa OecIIaTHO Ui pa3BepTHIBAHUS B yUeOHOM KIacce;

— Bbixog B 31€KTPOHHO-MH()OPMALMOHHYIO 00pa3oBaTElIbHYI Cpeoy KOJUIEHKa
(mopsinok pocrymna K anemenTaM DMOC u oTaenbHBIM HHYOPMAIIMOHHBIM 0a3aM M CUCTeMaM):
https://moodle.yakit.ru

3.2. UadopmanmonHoe obecriedeHne 00yIeHus

3.2.1 OcHOBHBIE MT€YaTHbIE UICTOYHUKH:

1. BaykoB, A.A. OcHoBbl ~ WMHGOPMAITMOHHONW  OE30MacHOCTH:  3aluTa
uHbopMmanuu .  ydebHOe Tmmocobme JuIs  cpeaHero mpodecCHOHaTbHOTO  0Opa3oBaHwus /
A. A. BaykoB. — 3-¢ u3a., mepepab. u gom. — Mocksa : M3garensctBo HOpaiit, 2022. —

161 c. — (IIpodeccuonanpHoe oOpa3zoBanue). — ISBN 978-5-534-13948-8. — Tekcrt
AIIEKTPOHHBIN /! Oo6pa3oBarenbHas iatdopma IOpaiit [caiiT]. —
URL: Uhttps://urait.ru/bcode/495525U

2. Kazapun, O.B. IlporpammHo-anmapaTHble CpeACTBa 3alIUTHl WHGOPMAIUH.
3ammra  OPOrpaMMHOrO  O0ecredeHus : Y4eOHMK M TPaKTUKyM Ui CPEIHEro
npodeccuonanibHoro  obpazoBanusi/  O. B. Kazapun, A. C. 3a6a0ypun. —  Mockaa :

NznarensctBo FOpaiit, 2022. — 312 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-
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534-13221-2. — Texkcrt : snexktpoHHBId // OOpa3zoBarenbHas miatd@opma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/497433U

3. Kazapun, O.B. IIporpamMmHo-anmapaTHble CpeACTBa 3aIIUTH HWH(OPMAIIHH.
3ammra  N[POrpaMMHOrO  OOecredeHus : Y4eOHMK M TPaKTUKyM Ui CPEAHEro
npodeccuonansHoro  obpazoBanusi/  O. B. Kazapun, A.C.3ababypun. —  Mockaa :

N3narensctBo FOpaiit, 2022. — 312 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-
534-13221-2. — Texkct : anexTpoHHbil // O6pa3oBarenbHas matdopma FOpaiit [caiiT]. — URL:
8TUhttps://urait.ru/bcode/497433

4, ["aBpmiioB, M. B. Nudopmaruka n nHGpOpManmoHHbIE TEXHOJIOTUH ;| YICOHHK ISt
cpeanero mnpodeccuoHambHoro obpaszoBanusi/ M. B. 'aBpunos, B. A. Knumos. — 4-e¢ wusn.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 383 c. — (IIpodeccronanpHoe
obpazoBanue). — ISBN 978-5-534-03051-8. — Tekcr : snekrponHblii // OOpazoBaTenbHas
iatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/489603U

5. Kazapun, O.B. IIporpamMmMmHo-anmapaTHble CpeACTBa 3alIUThl HHGOPMAIUH.
3amuTa OporpaMMHOro  obecriedeHus :  Y4eOHMK M NPaKTUKyM [ CPEIHEro
npodeccuonaibHoro  obpazoBanusi/  O. B. Kazapun, A. C. 3a6a0ypun. —  Mockaa :
NznarensctBo HOpaiit, 2022. — 312 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-
534-13221-2. — Tekct : snekTpoHHbI // OOpa3oBarenpHas miardopma FOpaiit [caift]. —
URL: Uhttps://urait.ru/bcode/497433U

6. Opranu3anvoHHOE U MPaBOBOE oOecreyeHne MH(POPMAIMOHHONW 0e30IMacHOCTH :

y4eOHUK W MPaKTUKYM s cpeaHero mpodeccruonanbHoro obpaszoBanusi/ T. A. Ilomsikosa,
A. A. Crpensiios, C. I'. UyObykoBa, B. A. HuecoB ; orBercTBeHHbIe pepakTopsl T. A. Tlonsikosa,
A. A. CrpensiioB. — Mocksa : MznarensctBo FOpaiit, 2022. — 325 c. — (IIpodeccuonansHoe
obpazoBanue). — ISBN 978-5-534-00843-2. — Tekct : snextpoHHbId // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/498889U

7. I'mampnenxo, W.I. TexHonorus pa3paOOTKH MPOTPAMMHOTIO 0OECTICUCHUS .
yueOHOe TmocoOue mans cpemHero mpodeccuoHanbHoro obpazosanmsi/ W. I'. [HHgeHKO,
@. . [TaBnos, /. 0. ®enopoB. — Mocksa : M3marensctBo HOpaiit, 2022. — 235c¢c. —
(ITpodeccronansrnoe obpazoBanue). — ISBN 978-5-534-05047-9. — Tekcr : 31MeKTpOHHBIHA //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492496U

8. Ty3oBckuii, A. ®@. IIpoekTupoBanune U pa3paboTKa wWeb-TIpUIOKEHUH | yueOHOe
nocobue s cpeaHero mpodeccuoHanbHOro obpazoBanus/ A. . Ty3oBckuil. — Mockaa :
NznarensctBo FOpaiit, 2022. — 218 ¢. — (IIpodeccuonanbroe obpazoanue). — ISBN 978-5-
534-10017-4. — Texkct : snexktpoHHBId // OOpa3zoBarenbHas miatd@opma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/495109U

9. UYeptkoBa, E.A. IlporpaMMHas wuHXeHepus. BusyanpHOe MOAEIMpPOBaHUE
NPOTPaMMHBIX ~ CHCTEM : YYeOHUK Uil CpenHero mnpodeccHoHadbHOro oOpazoBaHus /
E. A. YeptkoBa. — 2-¢ wu3d., ucnp. U jon. — Mocksa : M3garensctBo FOpaiit, 2022. —
147 ¢. — (IIpodeccuonanpHoe oOpa3zoBanme). — ISBN 978-5-534-09823-5. — Tekcrt
AJICKTPOHHBIN /! O6pazoBaTenpHas maTdopma Opaiit [caiiT]. —
URL: Uhttps://urait.ru/bcode/493226U

3.2.2. JlonogHUTENbHAS IUTEpATypa

1. Opranu3zanvoHHOe M TpaBOBOe obOecredyeHne MHPOPMALMOHHOW O€30MacHOCTH :
yu4eOHUK W MPaKTUKYM s cpeaHero mpodeccruonambHoro obpaszoBanusi/ T. A. Ilomsikosa,
A. A. Crpensiios, C. I'. UybykoBa, B. A. Huecos ; orBercTBeHHbIe pegakTopsl T. A. ITomsikoBa,
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A. A. CrpensiioB. — Mocksa : UznarensctBo FOpaiit, 2022, — 325 c. — (IIpodeccuonansHoe
oOpazoBanue). — ISBN 978-5-534-00843-2. — Tekct : snexkrpoHHbld // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/498889U

2. CraceimmH, B. M. ba3bsl gaHHBIX: TEXHOJOTWH JAOCTYyNa : ydyeOHOe mmocobue ams
cpeanero npogeccuoHansHoro oopazosanus / B. M. Craceiuun, T. JI. Ctaceimmna. — 2-¢ u3f.,
ucrip. u jgon. — Mocksa : MznmatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snextponHsii // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/494562U

3. Hosoxwnos, O.Il. Nudopmatnka B 2 4. Yacte 1: y4eOHHMK aJIg CpeIHETO
npodeccuonansHoro ooOpazoBanus/ O. I1. HoBoxwunoB. — 3-e¢ wu3a., mepepad. u Jom. —
Mocksa : M3parensctBo FOpaiit, 2022. — 320 c. — (IIpodeccuonanbuoe obpazoBaHue). —

ISBN 978-5-534-06372-1. — Tekcr : snekrponnslii // O6pazoBatenbHas miaardopma HOpaiit
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493964U8T

4, Hosoxwnos, O.IlI. Nudopmatuka B 2 4. Yacte 2 : y4eOHHMK MJIA CPEIHETO
npodeccuonaibHoro oo6pazoanus / O. [1. HoBoxxunoB. — 3-¢ wu3a., mepepad. u Aom. —
Mocksa : U3parensctBo HOpaiit, 2022. — 302 c. — (Ilpodeccuonanbroe oOpa3zoBaHue). —

ISBN 978-5-534-06374-5. — Texkct : anekTpoHHbldd // O0pazoBatenbHas miuatdopma FOpait
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493965

5. [IpoektupoBanne WHPOPMAIIMOHHBIX CHUCTEM : Y4YEOHHK U TPAKTUKYM IS
CpEeIHero npodeccnoHaIbHOTO oOpa3oBanwus / . B. Hucros, I1. I1. MenbHUKOB,
A. B. 3onoraprok, H. b. Huuenopyk ; monm obmeit pemakuumei I. B. UucroBa. — Mocksa :
UznarensctBo FOpaiit, 2022. — 258 ¢. — (IIpodeccuonansroe odpasosanue). — ISBN 978-5-

534-03173-7. — Texkcrt : snexktpoHHbId // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/491568U
6. BuykoB, A.A. OcHoBbl  WHGOPMAITMOHHONW  OE30MacHOCTH:  3aluTa

uHbopManuu .  ydeOHOe TMmocobme uIs  cpeaHero mpodecCHOHANTbHOTO  0Opa3oBaHwus /
A. A. BuykoB. — 3-¢ u3n., mepepab. u gon. — MockBa : M3garensctBo HOpaiit, 2022. —
161 c. — (IIpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-13948-8. — Tekct
AJIEKTPOHHBIN /! OobpazoBatenbHas mwiardopma Opaiit [caiiT]. —
URL: 8TUhttps://urait.ru/bcode/495525U8T

7. CraceimuH, B. M. Ba3bl 1aHHBIX: TEXHOJOTHH JOCTYyMa : yaeOHOE Mmocooue s
cpennero npodeccuonanbHoro odpaszosanus / B. M. Craceimms, T. JI. Crackimmaa. — 2-€ u3f,.,
ucrip. u jgon. — Mocksa : MzmatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snexrtponHsii // OOpa3zoBarenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/494562U

8. Ty3oBckuii, A. ®@. IlpoexktupoBanue u pazpaboTka web-npuiioskeHuil : yuedHOe
nocobue nus cpemHero npodeccuonanbHoro obpaszoBanus/ A. @. Ty3oBckuit. — Mocksa :
WznparensctBo FOpaiit, 2022. — 218 ¢. — (IIpodeccuonanproe oopazosanne). — ISBN 978-5-
534-10017-4. — Texkct : snextpoHHBId // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/495109U

9. [IpoekTupoBanue WHQPOPMAIMOHHBIX CHCTEM : YyYE€OHWK U MPAKTHKYM IS
CpEIHeTo po¢eCCHOHATBHOTO obpazoBanmus / J. B. Hucros, I1. T1. MenbHUKOB,
A. B. 3onoraprok, H. b. Huuenopyk ; mon obmeit pemakuwmeir I. B. YucroBa. — Mocksa :
WznparensctBo FOpaiit, 2022. — 258 ¢. — (IIpodeccuonanproe oopazosanne). — ISBN 978-5-
534-03173-7. — Texct : snexTpoHHbI // OOpa3oBarenbHas miardopma FOpaiit [caift]. —
URL: Uhttps://urait.ru/bcode/491568U
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10. ["aBpwmiioB, M. B. NudopmaTuka n nHGpOpMaMOHHbBIE TEXHOJIOTHH ;| YICOHHK ISt
cpeanero mnpodeccuoHambHoro obpaszoBanusi/ M. B. 'aBpunos, B. A. Knumos. — 4-e wusn.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 383 c. — (IIpodeccronanpHoe
obpaszoBanue). — ISBN 978-5-534-03051-8. — Tekcr : snexkrponHblid // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/489603U

11. I'ampenxo, W.I. TexHonorus pa3paOOTKH NPOTPAMMHOTIO 0OECIICUCHUS :
yaeOHOe Tmocobue ms  cpeaHero mnpodeccuoHanbHoro obpaszoBanusi/  W. I'. 'Huaenko,
®. ®. [Tanos, /. 10. ®enopoB. — Mocksa : MzparensctBo [Opaiir, 2022. — 235c¢. —
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-05047-9. — Texkcr : AneKTpOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492496U

23


https://urait.ru/bcode/489603
https://urait.ru/bcode/492496

4. KOHTPOJIb 141 OLIEHKA
[MPO®ECCHUOHAJIBHOI'O MOAYJIA

PE3VJIbTATOB OCBOEHUA

PesynbTarel 00yueHust
(ocBOCHHBIE YMEHNs, YCBOCHHBIE 3HAHMA)

@®opMbl U METOAbI KOHTPOJISI U OLIEHKH
pe3yabTaTOB 00yUeHHs

Ymenns:

-yCTaHABJIMBATh, HACTPANBATh, IPUMECHSTh
IIPOrpaMMHBIE U IPOrPaMMHO-AMIIapaTHBIE CPEACTBA
3aIuTHl THGOPMAIIHH;

-yCTaHaBJIMBATb U HACTpauBaTh CPEACTBA
aHTHBprCHOﬁ 3alIUThl B COOTBETCTBHUHU C
MNpEABABIACMBIMU Tpe6OBaHI/I$IMI/I;

-TUarHOCTUPOBATh, YCTPAHATH OTKA3bl, 00eCIIeUNBaAThH
paboTOoCIIOCOOHOCTh U TECTUPOBATH (YHKITUU
[IPOrPaMMHO-ANIAPATHBIX CPEACTB 3aIUThI
nHpopmanuu;

-[IPUMEHSTH MPOTPAMMHBIE M TPOrPAMMHO-
arrmapaTHbIe CPeACTBa I 3aIIUTHI HHPOPMAIIUHU B
0asax JaHHBIX;

-IIPOBEPATH BHITIOJHEHUE TPEOOBAHUH TIO 3aIUTE

UH(OPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JI0CTYIIA TIPU

aTTecTanuu 00beKTOB MHGOPMATH3AIIUN 10
TpeGoBaHUsAM 0e30MacHOCTH HH(POpMAIUH;

-IIPUMEHATh MaTeMaTHYECKUH anmapar Iist
BBITIOJIHEHHS KpUNITOrpapruecKuX Mpeodpa3oBaHuii;

-HCII0JIb30BaTh TUIIOBBIE IPOIPAMMHBIE
KpunTorpaduueckue CpecTBa, B TOM UHCIe
AJIEKTPOHHYIO MOAIHNCH;

-IIPUMEHSATH CPEICTBA TAPAHTUPOBAHHOTO
YHUYTOXXEHUSI HHPOPMALIUY;

-yCTaHaBJIMBATh, HACTPANBATh, IPUMECHSTh
IIPOrpaMMHBIE U IPOrPaMMHO-AMIIapaTHBIE CPEACTBA
3amuTHl THGOPMAIIHH;

-OCYH_IGCTBJIHTB MOHI/ITOpI/IHF nu peI‘I/ICTpaHI/IIO
CBeJCHMI, HEOOXOIUMBIX IS 3aIUTHI 00HEKTOB
I/IHq)OpMaTI/IBaI_[I/II/I, B TOM HHCJIC C UCIIOJIBb30BaAHUCM

IIPOrPaMMHBIX U IPOTPaMMHO-aNIapaTHBIX CPEICTB
oOHapyXeHHUs, MPEAYNPEKICHUS U JTUKBU AN
MOCJIEACTBUM KOMITBIOTEPHBIX a TaK.

[MpakTdeckue  3aHATUSA,  JIOMAIIHAS
paboTa, TECTUPOBaHHE

3HaHuA:
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0COOEHHOCTH ¥ CIIOCOOBI MPUMEHEHHSI IIPOTPAMMHBIX
Y [IPOrPaMMHO-AIIAPATHBIX CPEACTB 3aUThI
WH(POPMAIIH, B TOM YHCJIE, B ONEPAIMOHHBIX
CUCTCMAX, KOMIIBIOTCPHLBIX CCTAX, 6a3ax JaHHBIX,

-METO/Ibl TECTUPOBAHMS (PYHKIIMIA OTACTBHBIX
[POrPaMMHBIX U IPOrpaMMHO-AIIIapaTHLIX CPEICTB
3auTH THGOPMAIIHH;

-~TUTIOBBIE MOJIEJIH YIIPABJICHUS IOCTYIIOM, CPEICTB,
METOJIOB M MPOTOKOJIOB UACHTH(OUKAIINN 1
ayTeHTU(UKaLNY;

-OCHOBHBIC TIOHSTHUS] KPUNITOTPAUH U THITOBBIX
KPUNTOTpapUuecKX METOI0B M CPEJCTB 3aLUTHI
nHpopmanuu;

-0COOCHHOCTH U CIIOCOOBI MPUMEHEHUS IPOrPaMMHBIX
Y IIPOrPaMMHO-aINapaTHBIX CPEICTB
rapaHTHUPOBAHHOT'O YHUUTOXXEHUS! HH(OpMaImm;

-~TUIIOBBIE CPEJICTBA M METO/IbI BEACHUS Ay INTa,
CPEZCTB U CIIOCOOOB 3aIUTHI HH(OPMAIIMH B
JIOKAJIBHBIX BBEIYMCIUTEIBHBIX CETSAX, CPEICTB 3aLIUTHI
OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIA.

0COOEHHOCTH ¥ CIIOCOOBI MPUMEHEHHSI IIPOTPAMMHBIX
Y IIPOrPaMMHO-AIIAPATHBIX CPEACTB 3aLUThI
WH(POPMAIINH, B TOM YHCJIE, B ONEPAIMOHHBIX
CUCTCMAX, KOMIIIOTCPHLBIX CCTAX, 63321X JaHHBIX,

Jlomanrasist paboTa, TECTUPOBAHUE
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