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1. TIACIIOPT PABOYEHM ITIPOI'PAMMSBI ITPO®ECCUOHAJIBHOTO MOJYJIA
[IM.01 OSKCIUIVATALIMSA ABTOMATU3HWPOBAHHBLIX (MHOOPMALIMOHHBIX)
CHUCTEM B 3AIIMINEHHOM UCIIOJIHEHM

1.1. Lenp ¥ mimaHupyeMble pe3ysIbTaThl OCBOCHUS TPOPECCHOHATLHOTO MOIYIIS

1.1.1. B pesynpraTe n3ydeHus npodhecCUOHATBLHOTO MOJYJIS CTYACHT JTOJDKEH OCBOMTH
OCHOBHOI BUJ IEATEIBHOCTH DKCILTyaTalisi aBTOMAaTU3HUPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM
B 3aIIMIICHHOM HUCIIOJHEHUU M COOTBETCTBYIOIINE €My OOIIHe KOMIETCHIIUH:

OK 01. BeiOupare cmocoObl pemieHusi 3aaad  MNpo(ecCHOHAIBHONW AEATeNbHOCTH,
MPUMEHHUTEIHHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcyuiecTBIsTh MOUCK, aHATU3 U WHTEPIpPETAMIO UHPOPMALUU, HEOOXO0AUMON
JUTSI BBITIOJTHEHUS 3a71a4 TPO(eCCUOHATIBHOM e TENIbHOCTH.

OK 03. IlmanupoBaTh U peaii30BBIBATH COOCTBEHHOE MPOPECCHOHATHHOE W JTMYHOCTHOE
pa3BUTHE.

OK 04. PaGorarp B KOJUIEKTHBE W KOMaHjze, 3(G(EKTHUBHO B3aUMOJCUCTBOBATH C
KOJUIETraMH, PYKOBOJICTBOM, KIIMCHTAMHU.

OK 05. OcymecTBiasiTh YyCTHYIO M NMHCbMEHHYI0 KOMMYHHUKAIMIO Ha IOCYIapCTBEHHOM
SI3BIKE C Y4ETOM OCOOEHHOCTEH COIMAIbHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 06. IlposBiasaTh TIpakJaHCKO-NATPUOTUYECKYIO IO3ULMI0, JIEMOHCTPUPOBATH
OCO3HAHHOE MOBEJICHUE Ha OCHOBE TPAIUIMOHHBIX OOILICUEIIOBEUCCKUX LEHHOCTEH, IPUMEHSITD
CTaHapThl aHTUKOPPYIMIIUOHHOTO TOBEICHUS.

OK 07. CopneiicTBOBaTh COXPAaHEHHIO OKPYXKAIOMIEH CpEeIbl, PECypCcoCOEPEKECHHIO,
3¢ (eKTUBHO AeCTBOBATH B YPE3BBIYAMHBIX CUTYAIIHSIX.

OK 08. HUcnons3oBath cpeAcTBa GU3HMUECKON KYJIbTYPHI U1 COXPAHCHUS U YKPETUICHHS
3I0pOBbsl B TIpolecce MNpo(ecCHOHAIBHOW JAEATENbHOCTH M MOJAEp)KaHUS HEO0OXOIMMOTO
YpPOBHS (pU3HUECKON TOATOTOBICHHOCTH.

OK 09. MHcnonp3oBaTh HH(MOPMAIIMOHHBIE TEXHOJIOTMH B MpOodecCHOHATHLHON
JESATENBHOCTH.

OK 10. Tloms3oBarbcsi mpodecCHOHATBLHON TOKYMEHTAllue Ha TOCYAapCTBEHHOM M
MHOCTPAHHOM SI3bIKAX.

[IpodeccrnonanbHble KOMIIETEHIUH:

[IK 1.1. [Ipou3BoAUTh YCTAaHOBKY M HACTPONKY KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHBIX
(uH(OPMAIIMOHHBIX) CHCTEM B 3aIMIICHHOM HCIOJIHEHHH B COOTBETCTBHUH C TPEOOBaHMSIMU
OKCIUTYaTaI[MOHHON IOKYMEHTAIIUH.

IIK 1.2. AnMuHHCTpHpOBaTh IPOrPaMMHBIE M IPOrPaMMHO-ANNapaTHbIE KOMIIOHEHTHI
ABTOMATU3UPOBAHHOW (MH(GOPMAITMOHHON) CUCTEMBI B 3aIUIIICHHOM HCIIOTHCHHH.

IK 1.3. OGecnieunBath  OecmepeOoiiHyt0o  pabOTy ~ aBTOMAaTH3WPOBAHHBIX
(vHGOPMAIIMOHHBIX) CUCTEM B 3aIWIICHHOM HCIIOJHCHHUH B COOTBETCTBHHM C TPEOOBAHHUSIMHU
JKCILTyaTallMOHHOMN JTOKYMEHTAIIUH.

I[IK 1.4. OcymecTBaarh MNPOBEPKY TEXHUYECKOTO  COCTOSIHUS, TEXHHUYECKOE
o0cCIyXMBaHUE U TEKYLIUH PEMOHT, YCTPAHATh OTKa3bl U BOCCTAHABIMBATh PabOTOCIIOCOOHOCTD
ABTOMATU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3alIUIIIEHHOM HCIIOTHCHUU.

1.1.3. B pe3ynbraTe ocBOE€HUS NMPO(EeCCHOHANTBHOTO MOYJIS CTYIEHT JOJDKEH:

JloIKeH 3HaTh:



—_— COCTaB W MNPUHIUIIBI pa6OTI>I ABTOMATHU3UPOBAHHBIX CHUCTCM, OIICPAIMOHHBIX
CUCTEM U Cpe;

— OPUHIUNBL  pa3pabOTKM  aNrOpPUTMOB  IPOTpamMM, OCHOBHBIX  IPHEMOB
IPOrpPaMMHUPOBAHUS;

— Moenu 0a3 JaHHBIX;

— MPUHIUIIEI  TTIOCTPOCHMsI, (HU3WYECKHEe OCHOBBI  PabOThl  mepudepuitHbIX
YCTPOMCTB;

— TEOPETUYECKHE OCHOBBI KOMIBIOTEPHBIX CETEH M UX anmapaTHbIX KOMIIOHEHT,
CETEBBIX MOJIeNIeH, IPOTOKOJIOB U MPUHIIUIIOB aJpecaliy;

— MOPSAOK YCTAaHOBKM M BBOJA B DKCIUIyaTaI[MIO CPEACTB 3aIIMTHl MH(OpPMAaLUU B
KOMIIBIOTEPHBIX CETSX;

— MNPUHIUIBI OCHOBHBIX MCTOHNOB OpraHu3alvi W HOPOBCACHUA TCXHHUYCCKOIO
00CTyXKMBaHUS BRIYUCIUTEILHON TEXHUKHU U JPYTUX TEXHUYECKUX CPEICTB MH(OPMATU3ALINH.

JlomkeH ymMeTh

— OCYIIECTBIATH KOMILIEKTOBAHHUE, KOH(HUTypHUpPOBaHHUE, HaCTPOUKY
ABTOMATU3UPOBAHHBIX CUCTEM B 3alUIICHHOM HCHOJHEHUH KOMIIOHEHT CHCTEM 3allUThl
nH(pOpMalli aBTOMATU3UPOBAHHBIX CUCTEM;

— OpPraHu30BbIBaTh, KOH(UTYpPUPOBaTh, IMPOU3BOAUTH MOHTAX, OCYIIECTBIISATH
JMarHOCTUKY M YCTPAHSATh HEHCIPABHOCTH KOMIIBIOTEPHBIX CETeH, padoTaTh C CETEBBIMHU
MPOTOKOJIAMHU Pa3HBIX YPOBHEH;

— OCYIIECTBIISATh KOH(PHUTYpUPOBAaHHE, HACTPOWKY KOMIIOHEHT CHUCTEM 3allluThl
UH(OPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM;

— IMPOU3BOAUTH YCTAaHOBKY, aJarTaliunro n COIMPOBOXKACHUC THUITIOBOT'O
MporpaMMHOTO OGGCHG‘IGHI/IH, BXOOALICTO B COCTaB CUCTEM 3allIUThI I/IH(bOpMaI_[I/II/I
aBTOMaTHSHpOBaHHOﬁ CHUCTCEMbI

— HACTpauBaTh M YCTPaHATb HEUCIPABHOCTH IMPOTPAMMHO-ANIAPATHBIX CPEACTB
3alllUThI I/IHq)OpMaL[I/II/I B KOMIIBIOTCPHBIX CCTAX 110 3a/JaHHBIM ITPABUJIAM;

— obecreunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATh HEHUCTIPABHOCTH

HNmeTh npakTUYECKUH OMBIT:

— YCTAaHOBKM M  HACTPOMKH KOMIIOHEHTOB CHCTEM 3alllUThl HHGpOpMAIIU
aBTOMAaTHU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM;

— AIMUHUCTPUPOBAHUA ABTOMATHU3UPOBAHHBIX CUCTEM B 3alllUIIICHHOM
UCIIOJTHEHUH;

— SKCILTyaTallun KOMITIOHEHTOB CUCTEM 3allIUThI I/IH(bOpMaI_II/II/I
ABTOMATHU3UPOBAHHLIX CUCTCM;

— JUArHOCTUKHN KOMIIOHCHTOB CHUCTEM 3alllUThI I/IH(bOpMaI_[I/II/I ABTOMATHU3UPOBAHHBIX
CUCTCM, YCTPAaHCHHA OTKA30B M BOCCTAHOBJICHUSA paGOTOCHOCO6HOCTI/I ABTOMATU3UPOBAHHBIX
(uHQOPMAIIMOHHBIX ) CHCTEM B 3alIUIIIEHHOM HCIIOJIHEHUU

1.2. KonudecTBO 4acoB, OTBOJUMOE Ha OCBOCHUE MPOPECCHOHATHHOTO MOTYJIS
Bceero 1024 gacos, u3 HUX.

MaKCUMaJIbHOW y4eOHOU Harpy3ku obydatomerocs (Bcero) — 1024 gacos;
00s13aTeNLHOM ayIUTOPHON y4eOHOM Harpy3ku oOydaromierocs (Bcero) — 640 4acos;
caMmocTosITenbHas padota odyuaromerocs (Bcero) — 162 yacos;

npakTuyeckas padbora odydqaromierocs (Bcero) — 140 vacos;
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nmabopaTopHbIe 3aHITH oOydaromierocs (Bcero) — 210 yaca;
KOHCYJbTAIlMH 00y4aronierocsi(Bcero) — 4 4acos;

yaeOHOM npakTuku obydaromerocs (Bcero) — 144 yacos;
MIPOU3BOJICTBEHHAS IPAKTUKA (110 MPO(UITIO CIIEIATIbHOCTH) — 72 4acoB;
MIPOMEKYTOUHAs aTTecTanus o0yJaromerocs (Bcero) — 6 4acos.



2. CTPYKTYPA U COAEPXXAHUE ITPOPECCHUOHAJIBHOT'O MOV JIA

2.1. Crpykrypa npodecCHOHaTLHOTO MOTYIIS

Konbr HaumenoBanus pa3aenos O0bem O6beM mpodheccHoOHATEHOTO MOYJIS, Yac.
npo¢eCCHOHATBHBI poeCCHOHAITBHOTO MOTYJISI oOpa3oBa O6yuenne no MJIK, B gac. [IpakTuku CamocrosTens
X 006mmx TEJIBHOW | Bcero, B TOM YHCIIE yueOH | mpou3Bo | Has pabora
KOMITCTCHIAH nporpam 4acoB 71a60paTop | KOHCYN | Kypco ast JICTBECHH
MBI, 9ac. HBIX U bTAIlUM | Bas | IPAaKT ast
MpaKTHIeC pabot | UK, MPaKTHK
KHX a 4acoB | a, 4acoB
3aHATUH (ipoe
K,
4acoB
OK 01 -0K 10 MJIK.01.01 OmnepaunonHnsie 120 112 64 2 36 8
I[IK 1.1. - TIK 1.4. CHUCTEMBI
OK 01 -0K 10 M/IK.01.02 ba3sl maHHBIX 128 128 76 36
MK 1.1. - TIK 1.4.
OK 01 -0OK 10 MJIK.01.03 Cetn u cucteMsl 158 108 62 2 36 50
K 1.1. - T[IK 1.4. nepeaayn nHGopMaIu
OK 01 -0K 10 MJK.01.04 Dxcrutyararus 236 178 70 18 58
K 1.1. - TIK 1.4. aBTOMAaTU3UPOBAHHBIX
(uH(OPMAITMOHHBIX) CHCTEM B
3alUIIEHHOM UCTIOJIHEHUH
OK 01 -0K 10 MJIK.01.05 DxcmutyaTarust 160 114 78 18 46
K 1.1. - TIK 1.4. KOMIBIOTEPHBIX CETEN
OK 01 -0K 10 VYueOHast mpakTHUKa 144
MK 1.1. - TIK 1.4.
OK 01 -0K 10 [Ipon3BOACTBEHHAS MPAKTHKA, 72
MK 1.1. - TIK 1.4.
OK 01 -0K 10 [TpomexxyTouHas arrectamus 6
K 1.1. - T[IK 1.4. Dk3ameH 1o npohecCuOHATLHOMY
MOJYJIIO
BCETO: 1024 | 640 | 350 | 4 | | 144 | 72 | 162




2.2. TemaTudeckuii 11aH U cofiepkanue npodeccuonansHoro moaysis (IIM)

HanmenoBanwue paznenoB u tem | Coxepxanue yueOHOTO MaTepHaa, 1abopaTopHbIe paOOThI U MPAKTHYECKUE 3aHATHSI, O6bem | YpoBeHb
poeCCHOHATTBHOTO MOYJIS CaMOCTOSTENIbHAsI paboTa 00yJaroImuXCs YacOB | OCBOCHHS
(ITM), MeX T CIUTTHHAPHBIX
kypcoB (MJIK)
1 2 3 4
MJIK.01.01 OnepanmoHHbIE CUCTEMBI 120
Paznen 1. DnemMeHThl TeOpUHU ONepallMOHHBIX cucTeM. CBOMCTBA ONEPAIMOHHBIX CUCTEM
Tewma 1.1. OcHOBBI TEOpHH Conepxanne 5 1,2
OIEPALIMOHHBIX CUCTEM Omnpenenenue onepalmoHHON cucteMbl. OcHOBHBIE OHTHS. VicTOpus pa3BUTHS 1,2
OTIEpPAITMOHHBIX CUCTeM. Bubl onepaninoHHbIX cucteM. Kimaccudukarus ornepanmoHHbIX
CHUCTEM I10 pa3HbIM Npu3HakaMm. OrneparioHHas CUCTeMa Kak HHTepdenc Mex Iy
MPOrpaMMHBIM U anmapaTHeIM obecrieueHneM. CrCTeMHbIe BRI3OBEL. McciaenoBanus B
o0JacTu onepaluoOHHBIX CUCTEM.
Tewma 1.2. MammnaHO-3aBUcHMBIe | ComepxaHue 4 1,2
Y MAIIMHHO-HE3aBUCHUMBIE 3arpy3unk OC. UHnnmanuzanus annapaTHbeix cpeacts. [Iponecc 3arpysku OC. 1,2
CBOMCTBA ONEPALMOHHBIX cUCTEM | [Tepenocumocts OC. Mamunano-3aBucuMbie Moy OC. 3agaun OC 1o ynpapieHHUIo 1,2
onepauusiMy BBOAA-BbIBOAA. MHOIOCIIOMHAs MOJAENb IOACUCTEMbBI BBOJAA-BbIBOAA. JpaiiBephl.
[Moxnepsxka oneparnii BBOAa-BBIBOIA.
Pa6ota ¢ daitmamu. ®aiinosas cucrema. Bunbl ¢ainoBeix cucreM. uznueckas OpraHu3aims 1,2
daiinoBoii cucremsl. Tunsl daitnos. DaiioBsie onepanyi, KOHTPOJIb J0CTyNa K (haiiiam.
TemaTnka MpakTUYECKUX 3aHATHNA 15 1,2
Bupryansusie mammabsl. Co3ganue, Moaudukanms, padoTa 1,2
Yceranoska OC 1,2
Co3nanne u U3y4eHHUEe CTPYKTYPHI Pa3esioB KECTKOTO IUCKa 1,2
Omneparuu ¢ daiinamu 1,2
Tewma 1.3. MonynbHas ctpykrypa | Comepxanue 5 1,2
OTIEPAIIUOHHBIX CUCTEM, Dx3051p0. Monens kinueHT-cepep. Pabora B pexxume mosib3oBarens. PaboTa B KOHCOJIBHOM 1,2




MIPOCTPAHCTBO MOJIH30BATENS

pexxume. OO0I0UYKH ONEPAIIIOHHBIX CUCTEM.

TemaTuka NPaKTUYECKUX 3aHATUN 1,2

PaboTa B KOHCOJIBHOM U TpaIeCKOM peKUMax 1,2
Tewma 1.4. Yopasnenne mamsateio | Comepxanue 1,2

OcHoBHOE ynpaBieHue namsateo. [logkauka. BuptyanbHas naMsTh. AJTOPUTMBI 3aMEILICHUS 1,2

cTpaHull. Bompockl pa3paboTKu cUCTEM CO CTPAaHUYHOW OpraHu3aIueil maMatu. Bompocsl

peanuzanuu. CerMeHTaIus naMaTu

TemaTuka NPaKTUYECKUX 3aHATUN 1,2

MOHUTOPHYHT 32 UCIIOIB30BAHUEM MTAMSITH 1,2
Tewma 1.5. Yopasnenue Coneprxanue 1,2
MPOIECCAMM, [Tonstue nponecca. [lonstue noroka. [loHsTHE TpHOpPUTETA U OYEPEAHN TTPOLIECCOB, 1,2
MHOTOIPOIIECCOPHBIE CUCTEMBI 0COOEHHOCTH MHOTOIPOLIECCOPHBIX CUCTEM. MEXKIIPOLIECCOPHOE B3aMMOICHCTBHIE

[onsarue B3aumMo0I0KHUpOBKHU. Pecypchl, oOHapy)keHrne B3auMoOIOKUpOBOK. M306eranue 1,2

B3aUMOOJIOKHPOBOK. [IpenoTBpaiieHre B3auMo0I0KUPOBOK

TemaTnka MpakTUYECKUX 3aHATHNA 1,2

VYrpasneHue mporeccamm 1,2

Habmronenune 3a uCnosib30BaHUEM PEeCYpCOB CHCTEMBI 1,2
Tewma 1.6. Bupryanuzanus u Conepxxanue 1,2
00J1aYHbIe TEXHOJIOTUU TpeboBanus, mpuMeHsieMble K BUpTyanu3auuu. [ unepsuzopsl. Texnonoruu 3¢ exTuBHOiM 1,2

BUpTyanu3anuu. Bupryanuzanusa namsatu. Bupryanusanus BBoa-BeiBoga. BuptyanbHbie

ycTpoiicTBa. Bonmpochkl nuiieH3upoBaHus

O6mnaunbie TexHoaoruu. MccnenoBanus B 00JaCTH BUPTyaU3aIii U 00JIaKOB 1,2

TemaTuka NPaKTUYECKUX 3aHATUN 1,2

Nzydenue npumepoB BUpTyalnbHbIX ManH (VMware, VBox) 1,2
Pa3znen 2. bezonacHOCTb ONEpaliMOHHBIX CUCTEM
Tewma 2.1. ITpuHIUTIEI Coneprxanue 1,2
MOCTPOCHUS 3aIUTHI [Tonsitue 6e3onacuoctu OC. Knaccudukanust yrpo3 OC. McTounuku yrpo3 1,2
uH(pOpMalMU B ONIEPAIIMOHHBIX UH(POPMALIMOHHOM 6€30MacHOCTH U 00BEKTHI Bo3eiicTBUs. [lopsiiok obecneueHus
CUCTEMax 0e30macHOCTH HH(pOPMAIIHH TTPH IKCILTyaTaIllMU ONepaoHHbIX cucTeM. LIITaTHbIe cpencTBa

OC nans 3amuTHl THPOPMALIUH.

AyTteHTuduKanys, aBTopu3aIys, ayaur. 1,2
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TemaTuka NPaKTUYECKUX 3aHATHN

1,2

VYrpaBieHre y4eTHBIMU 3alUCSIMU MOJIb30BaTENeH U JOCTYIIOM K pecypcam 1,2

AyauT COOBITHI CUCTEMBI 1,2

N3yueHne mTaTHBIX CPEICTB 3aIUTHI HH()OPMAIIUK B ONIEPAITHOHHBIX CUCTEMaX 1,2
Paznen 3. OcoGeHHOCTH pabOTHI B COBPEMEHHBIX OMEPAITMOHHBIX CUCTEMAX
Tema 3.1. OnepanionHbie Conepxxanue 1,2
cucrembl UNIX, Linux, MacOS u | O630p cucrems Linux. ITporeccsr B cucteme Linux. Ympasnenue mamsateio B Linux. Beos- 1,2
Android BBIBOJ B cucteMme Linux. ®aitnosas cucrema UNIX.

OmneparmoHHsie cucTeMbl cemeiictBa Mac OS: 0cOOEHHOCTH, 1,2

MPEUMYIIECTBA U HEJAOCTATKHU.

Apxutektypa Android. [Tpunoxenus Android 1,2

TemaTuka NPaKTUYECKUX 3aHATHN 1,2

Co3znanue nuctpuOblotuBalinux. YcTaHoBKa. 1,2

Pabora B OC Linux. 1,2
Tewma 3.2. OneparmonHas Coneprxanue 1,2
cucrema Windows Crpykrypa cuctemsl. [Iponeccot u motoku B Windows. Yrpasienue mamsateio. BBOI-BBIBOJ 1,2

B Windows.

TemaTuka NPaKTUYECKUX 3aHATHN 1,2

VYcraHoBka u iepBuvHas HacTpoiika Windows. 1,2
Tewma 3.3. CepBepHbie Coneprxanue 1,2
ONEepalOHHbIE CUCTEMBI OcHoBHoe HazHaueHue cepBepHbIXx OC. Ocobennoctu cepepubix OC. PacnipeneneHubie 1,2

(aiioBbIE CUCTEMBI.

TemaTuka NPaKTUYECKUX 3aHATUN 1,2

Pabora c cereBoii (haiiiioBoOi CUCTEMOA. 1,2

Pa6ota c cepBepnoit OC, Hanmpumep, AltLinux. 1,2
Koncynbramuu 1,2
[IpumepHas TemaTuka caMmocTosTenbHON paboTh! npu u3ydennn MJIK.01.01 1,2

Coznianue BUPTyalIbHOM MalINHBI.

YcraHoBKa onepaluOHHON CUCTEMBI.

Amnanus xypHana ayauta OC Ha pabouem mecre.
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N3ydenune aHaIuTHYECKUX 0030pOB B 00JIACTH MOCTPOSHHSI CUCTEM OE30MACHOCTH OTEPAIIMOHHBIX CUCTEM.

[Ipomexyrounas arrecranus no MJIK.01.01 2 1,2
M/IK.01.02 ba3sl maHHBIX 128
Paznen 1. OcHOBBI Teopun 0a3 TaHHBIX 1,2
Tema 1.1. OCHOBHBIE TOHATHS Coneprxanue 2 1,2
Teopuu 06a3 naHHBIX. Moaenu [TonsiTue 6a3pl maHHBIX. KOMIIOHEHTHI CUCTEMBI 0a3 JaHHBIX: JaHHBIC, alapaTHOE 1,2
TAHHBIX obecrnieueHue, mporpaMmMHoe obecriedeHne, moib3oBarenu. OqHOMIOIb30BaTEIbCKUE U
MHOTOTIOJI30BATEIbCKIE CUCTEMBI 0a3 JaHHBIX. IHTErpupoBaHHbIC U OOIIHE TaHHBIC.
OOBeKTHI, CBOWCTBA, OTHOIICHUS. [[eHTpann3oBaHHOE yIIpaBIeHUE JAHHBIMU, OCHOBHBIC
TpeOOBaHUSI.
Monenu nanusix. Mepapxudeckue, CeTeBbIE U PEISLUOHHBIE MOJEIN OPTraHU3aUH TaHHBIX. 1,2
[TocTpensuroHHbIE MOAETH TaHHBIX.
TepmuHONOTHSA PEIAIMOHHBIX Mojenel. Knaccudukanus cymuocreid. J[BenaanaTh npaBui 1,2
Konna nns onpenenenust KOHIENIIUN PEISLUOHHON MOJIEIH.
Tema 1.2. OcHoBsl pensinuonHoil | Coxepxanue 2 1,2
anreopsl OCHOBBI pensAIUOHHON anreOpsl. TpaTulMOHHBIE ONIepaIliy HaJl OTHOIIICHUSIMU. 1,2
CrniennanbHble onepaly HaJl OTHOIIEHUAMU. Oniepanuy HaJl OTHOIICHUSIMU TOTIOJTHEHHbIE
JewToM.
Temaruka NpakTUYECKUX 3aHITHH 6 1,2
Onepauny HajJ OTHOLIEHUSIMHU 1,2
Tema 1.3. ba3oBrle moOHATHS U Coneprxanue 2 1,2
KJIacCU(PUKAIHSI CHCTEM bazoswie mousatust CYB/l. OcHoBubie dhyHKmH, peanu3yembie B CYBJl. OcHoBHBIE 1,2
yrIpaBieHus 6a3aMu JaHHBIX komrioHeHTHl CYB/I u ux B3aumoneiicteue. Uatepdeiic CYB/L. S3pikoBsie cpeactra CYB/.
Knaccudukanms CYB]/]. CpaBautenbnas xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB]I (1o
BBIOOpY)
Tema 1.4. Conepxxanue 2 1,2
LemocTHOCTD TaHHBIX KaK [TonsATHE IENTOCTHOCTU U HETPOTUBOPEUMUBOCTHU JaHHBIX. [IprMepsbl HapylIeHUs IETOCTHOCTH 1,2
KJIIOYEBOE MOHATHE 0a3 JaHHBIX | M HEMPOTHBOPEYMBOCTH JAaHHBIX. [IpaBuiia ¥ OrpaHUYECHUS.
Paznen 2. [IpoexktupoBanue 6a3 JaHHBIX
Tema 2.1. UadopmarimonHbie Conepxxanue 2 1,2
MOJICJTH PENSIIMOHHBIX 6a3 Tuns! nHGOPMATMOHHBIX Mojenel. Jlorndeckue Mmoaenu qaHHbIX. DU3NYECKHE MOJIEIH 1,2
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MaHHBIX JIAHHBIX.
TemaTuka NPaKTUYECKUX 3aHATUN 1,2
[IpoexTupoBaHue NHPOIOTUIECKON MOJICTH TaHHBIX 1,2
Tewma 2.2. Hopmanu3zarus tabnun | Comepxanue 1,2
peAIMOHHON 0a3bl TaHHBIX. HeobxomumocTs HOpManu3anuu. AHOMAJIMW BCTaBKH, yaajaeHus u ooHoBieHus. [IpuBenenue 1,2
ITpoexTupoBanue CBA3EH MEXIY | TaOJMHIBI K IEPBOW, BTOPOH M TPEThel HOpMalibHBIM (hopmam. [lanbHel1as HopMalTi3alus
TabIUIIaMU. tabmun. YersepTas u mstas HopMaibHbe GopMbl. [IpuMeHeHue mporecca HOpMaIH3alHH.
TemaTuka NPaKTUYECKUX 3aHATUN 1,2
[IpoexTrupoBaHue CTPYKTYPHI 0a3bl JAHHBIX 1,2
Tewma 2.3. Cpeacrsa Coneprxanue 1,2
aBromatusanuu npoektupoBanus | CASE-cpencrBa, CASE-cucrema u CASE-texnonorus. Kimaccudukamms CASE-cpencts. 1,2
I'paduueckoe mpencrasnenue mojeneit npoekrupoanus. UML. Jluarpamma cynHoCTh-
CBsI3b, TUArpaMMa MOTOKOB JIaHHBIX, JUAarpaMMa MPere/IEHTOB UCIIOIb30BAHMUS.
TemaTuka NPaKTUYECKUX 3aHATUN 1,2
[IpoexTupoBanue 6a3bl NaHHBIX ¢ ucnoiab3oBanneM CASE-cpencts 1,2
Paznen 3. Opranuzanus 6a3 TaHHBIX
Tema 3.1. Co3nanue 6a3bl Conepxanue 1,2
JaHHBIX. MaHUTyIHMpOBaHKE Coznanue 6a3pl JaHHBIX. PaboTa ¢ TabiuiaMu: co3ganue TablUIbl, U3MEHEHUE CTPYKTYPHI, 1,2
JIAHHBIMH. HATIOJTHEHUE TAOJIMIIBI TaHHBIMH. YTIPaBICHUE 3aTUCSAMU: T00aBIICHNE, peJaKTHPOBAHNE,
ynaneHue u HaBuraius. Pabora ¢ 6a30ii JaHHBIX: BOCCTAaHOBIIEHUE U cxkaTUe. OTKPBITHE U
Moaudukamus TaHHbIX. KoMaHpI XpaHeHus, 100aBICHUS, PEIaKTUPOBAHMS, YIAICHUSI 1
BOCCTAHOBJICHUS JaHHBIX. HaBuramus mo Habopy TaHHBIX.
TemaTnka MpakTUYECKUX 3aHATHNA 1,2
Coznanue 6a3bl qansbix cpeactBamu CYB/]. Pabota ¢ Tabnunamu: nobaBieHue, 1,2
pEeNaKTUPOBAHUE, YAAJICHUE, HABUTAITUS TI0 3aIHCSIM.
Tema 3.2. Uangexkcel. CBs3u Conepxxanue 1,2
MEX]y TaOJIHIIaAMHU. [TocnenoBarenbHBIN MOUCK JaHHBIX. COpTHpPOBKA M GUIBTpalMsl TaHHBIX. HIEKCUpOBaHNE 1,2
O0bpennHenne TadImIL Tabnui. PaznudaHbie TUIIBI HHACKCHBIX (paitnoB. Paboune obmactu u riceBnoHUMBI. CBSI3b
tadimn. O0beMHEHNE TA0IHNIL.
TemaTuka NPaKTUYECKUX 3aHATUN 1,2
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Co3nanue B3aUMOCBSI3€El

1,2

CopTupoBka, MOUCK U GUIbTpaLUs JAHHBIX 1,2
Croco0nl 00beTMHEHNS TA0INIT 1,2
Paznen 4. YnpaBnenue 6a3zoii qaHHBIX ¢ momMombio SQL
Tema 4.1. CtpykrypupoBannbiii | Comepxanue 1,2
sI3BIK 3a1pocoB SQL OO1m1ast XxapakTepUCTHKA SI3bIKA CTPYKTYPUPOBAHHBIX 3anpocoB SQL. CTpyKTYphI U THIIBI 1,2
nanHbix. Ctanaaptsl s3bika SQL. KoMmanab! onpeneneHuss JaHHBIX U MAaHUTTYJIMPOBAHUS
JTAaHHBIMHU.
TemaTnka MpakTUYECKUX 3aHATHA 1,2
Coznanne 6a3bl JaHHBIX ¢ ToMoIIbio KoMaHa SQL. PegaktupoBanue, BCTaBKa U yajaeHUe 1,2
JIAHHBIX cpeacTBamu sA3bika SQL
Tewma 4.2. Onepatopsl u Conepxxanue 1,2
¢ynkuum s3pika SQL Crpykrypa komanasl Select. Yenoue Where. OnepaTopsl u (pyHKIIUH TPOBEPKH YCIOBUH. 1,2
Jloruueckue oneparopsl. [ pymnmoBeie pyHkiwn. OyHKINH 1aThl U BpeMeHH. CUMBOJIbHBIC
byHKIHAH.
TemaTnka MpakTUYECKUX 3aHATHN 1,2
Coznianue 1 UCIOJIb30BaHKE 3aMPOCOB. ['pynmupoBKa U arperupoBaHUe TaHHBIX 1,2
KoppennpoBaHHbIe BIOKEHHBIE 3aIIPOCHI 1,2
Coznanue B 3anpocax BhIUMCIsEMBIX ToJel. Mcnonbp30BaHne ycaoBuil 1,2
Paznen 5. Opranuzanus pactpeaenéHHbIX 0a3 JaHHBIX
Tema 5.1. Coneprxanue 1,2
ApPXHUTEKTYpBI paCIIPEICICHHBIX | APXUTEKTYPHI KIIUEHT/cepBep. JJOCTOMHCTBA M HETOCTATKH MOJICIICH apXUTEKTYPhI 1,2
0a3 JaHHBIX KJIMEHT/CepBep U UX BiausgHuE Ha pyHkinoHupoBaHue cereBbix CYB/I. IIpoekTupoBanue
0a3bl JaHHBIX 1OJ] KOHKPETHYIO apXUTEKTYPY: KIIUEHT-CEpBEp, pacipeIeICHHbIe 0a3bl
JAHHBIX, MapajuleabHast 00padoTKa JaHHBIX.
OTan4us ¥ MpEeUMYIECTBa yAAJICEHHBIX 0a3 TaHHBIX OT JOKAIBHBIX 0a3 JaHHBIX. 1,2
[IpenmyiiecTBa, HEAOCTATKH U MECTO MPUMEHEHHUSI IBYX3BEHHOM U TPEX3BEHHOMN
ApPXUTEKTYPHI.
TemaTnka MpakTUYECKUX 3aHATHNA 1,2
VYnpasieHue 10CTyoM K 00beKTaM 0a3bl TaHHBIX 1,2
Tema 5.2. CepBepHasi 4acThb Conepxxanue 1,2
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pacrpeneneHHoi 6a3bl JaHHBIX [TnanupoBanue u pazpéproiBanne CYB/] nist paboThl ¢ KITUEHTCKUMU MPUIIOKEHUSMU 1,2

TemaTuka NPaKTUYECKUX 3aHATUN 1,2

VYcranoBka CYB/I. Hactpoiika kommonentoB CYB/I. 1,2
Tema 5.3. Kinnenrckas gactb Conepxanue 1,2
pacripeieiecHHON 0a3bl JaHHBIX [TnanupoBanue npunoxkernii. Opranuzamus nHTEpdeiica ¢ moap3oBareneM. 3HAKOMCTBO C 1,2

MacTepaMu U KOHCTPYKTOPaMH MPU MPOEKTUPOBaHUU (HopM U oT4eToB. Tumbl meHro. PaboTa

C MEHIO: CO3/1aHu€e, MOTUPHUKALIHSL.

Hcnonb3oBanne 00EKTHO-OPUEHTUPOBAHHBIX S3BIKOB IMTPOTPAMMHUPOBAHUS JUTSI CO3AHUS 1,2

KITMEHTCKOW YacTH 0a3bl TaHHBIX. TEeXHOIOTHH JHOCTYIIA.

Onrummsanus npousBoauTenbHocTH padoTel CYB/I. 1,2

TemaTnka MpakTUYECKUX 3aHATHNA 1,2

Coznanue GpopM U OTHETOB 1,2

Coznanne meHto. ['enepanusi, 3amyck. 1,2

[IpodunmpoBanue 3apOCOB KIMEHTCKUX MPUII0KESHUM. 1,2
Paznen 6. AnMuHHCTpUpOBaHKE U OE30ITACHOCTH 1,2
Tema 6.1. O0ecnieueHue Conepxanue 1,2
LIEJIOCTHOCTH, JOCTOBEPHOCTH U VYrpo3ssl nenoctHoctu CYBJl. OcHOBHBIEC BU/IbI U TPUYUHBI BOSHUKHOBEHUS YTPO3 1,2
HEMPOTUBOPEUYNUBOCTHU JAHHBIX. nenoctHocTd. CriocoOb! mpoTuBoAekcTBYsA. [IpaBuia, orpaHuYeHHUS.

[Tonsatue xpanumoit nporeaypsl. JlocTOMHCTBA U HETOCTATKU UCTIOIB30BAHUS XPAHUMBIX

npouenyp. [loustue Tpurrepa. SA3bIk XpaHUMBIX TTpolieayp U TpurrepoB. Kackaanbie

BO3/ICICTBUS. YIIpaBieHUE TPAH3AKIUAMU U KAIIMPOBAHUE MAMSITH.

TemaTnka MpakTUIECKUX 3aHATHNA 1,2

Pa3paboTka XpaHUMBIX MIPOIEYp U TPUTTEPOB 1,2
Tewma 6.2. Ilepexnar Conepxxanue 1,2
WCKJIIOUNTENIbHBIX CUTYalHi U [ToHsTHE UCKITIOUNUTENIBHON CUTYyaluu. MSTKUNA U )KECTKUWA BBIXOJ U3 UCKIIFOUUTEIBHON 1,2
00paboTka omudoK cUTyaluu. Mecto BO3SHUKHOBEHHS HCKIIIOUUTENbHOM cuTyaluu. OnpeaeneHue xapakrepa

OLIMOKH, BBI3BABIIEH HCKIIIOUUTENBHYIO CUTYAIHIO.
Tema 6.3. Mexa"Hn3Mbl 3aIATHI Coneprxanue 1,2
UH(POPMALIUU B CUCTEMAX CpenctBa uaeHtudukanuu u ayreHTuukanuu. O6mue ceenenus. Opranuszanus 1,2

yIpaBiieHus1 0a3aMu TaHHBIX

B3anmozeiicteust CYB/] u 6azoBoit OC. Cpenctsa ympasienus qoctynoM. OCHOBHBIE
MOHSITHS: CYOBEKTHI U 0OBEKTHI, TPYIIIBI [TOJIb30BATENCH, IPUBUIICTUH, POITU U
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IIPEICTABIICHUS. SI3BIKOBBIE CPEACTBA pa3sTpaHUYECHUS JOCTYIA. BUIbI IpUBUIIETHN:
IMPUBHUJICTUN 6630HaCHOCTI/I " JOCTYyIIA. KOHI_IGHI_II/I}I " pcajin3anus MCXaHHu3Ma pOJIeI>'I.
CootHomenue npas gocryna, onpeaensieMbix OC u CYB/I.

Cpenctsa 3amuTthl HHOOpPMAIUU B 0a3ax JaHHBIX

1,2

TeMarnka NpakTUYECKUX 3aHATUN

1,2

VYmpasieHnue npaBaMu JocTyna K 0a3aM JaHHBIX

1,2

Tema 6.4. KonupoBanue u Copnepxanue

IIEPEHOC JaHHBIX. Co3nanue pe3epBHBIX KOMHM Beelt 0a3bl JaHHBIX, )KypHala TpPaH3aKIHUil, a TAK)Ke OAHOTO MITH
BoccranosiieHrne JaHHBIX HECKOJIbKUX (haitioB uiu (aiinoseix rpynm. [apannennsm onepauuit MOgUPUKAIIMKA JAHHBIX
Y KONMpOBaHUs. TUIIBI pe3epBHOTO KONMMPOBAHUS. Y IPABICHUE PE3EPBHBIMU KOTIHASAMH.
ABTOMaTH3a1Ms IPOLECCOB KONMPOBaHUA. BoccTaHOBICHNE JaHHBIX

1,2

1,2

TeMarnka NpakTUYECKUX 3aHATUN

1,2

Aynut gansbix ¢ nomouisto cpenacts CYB/l u tpurrepos

PeszepBHOE KOMMpPOBaHNE U BOCCTAHOBIICHHUE 0a3 JTaHHBIX

1,2

1,2

[IpumepHas TeMaTHKa CaMOCTOSITENHbHOUM paboThl ipu u3ydueHnn MJIK.01.02

Brimonnenue uuauBuyaabHoro 3a1anus no teme «lIpoektupoBanue nH(OIOrnueckoi Moaenu 6a3bl JaHHBIX».

BelnmonnHeHre MHAMBUAYAIBHOTO 3a1aHus 110 TeMe «HopManuzanus OTHOIIEHUI».

[ToaroroBka pedeparoB Ha Temy «PazButue CYB]» (konkperHoir CYB/I).

BrinmonHenne WHAWBUTYanbHOTO 3a1aHus 10 TeMe «Co3aanne 6a3bl qaHHbIX. Co3manue Tabmui. OpraHnu3anms MeKTaOIUIHBIX
CBSI3EI»

BrinonHenue nHAMBUYAIBHOTO 3aaHus 110 TeMe «Opranu3anus 3alpocoB».

BrinonHenue uHAMBUyaIbHOTO 3a4aHus 110 TeMe «Co3/1aHne Moab30BaTeNbcKoro npuiiokeHus cpeacrsamu CYBJ».

Pa30op cuHTakcuca XpaHUMBIX NPOLIETYP U TPUTTEPOB.

[TonroroBka pedeparoB no Teme «OpraHuzanus U UCIOIb30BaHNE MEXaHU3MOB 3aIUThI 0a3bl JAHHBIX .

1,2

[Tpomexxyrounas arrecranus no MJIK.01.02

MJIK.01.03 Cetu u cucremsl niepenadu HHPOpMaIuu

158

Pasznen 1. Teopust Ten€KOMMYHUKAIIMOHHBIX CETEN

Tema 1.1. OcHoBHble noHsATUA U | ConeprkaHue

orpezeneHus Knaccudukanus cuctem cBsizu. CooOIIeHNs U CUTHAIBI. BUABI 371IeKTPOHHBIX CUTHAJIOB.
CrnekTpanbpHOe NpeAcTaBieHre CUTHAIOB. [lapameTpsl curranoB. O0bemM 1 HHGOpPMAITHOHHAS

€MKOCTbh CUT'HaJ1a.

1,2

1,2
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Tema 1.2. Ilpunuunsl nepenaun | Coneprkanue 7 1,2
nH(OpMaIMU B CETAX U cucTeMax | HasHaueHue U mpuHIUIEI opranu3anuu cereit. Kinaccudukarms cereit. MHOrOypoBHEBbIIt 1,2
CBA3U noaxoa. Ilporokon. MuaTepdeiic. Ctek mpoTokonoB. TenekoMMyHUKAIIMOHHAS cpefia.
Tema 1.3. TumoBsie KaHAJIBI Conepxanne 8 1,2
nepenadu u ux xapaxkrepuctuku | Kanan mepenaun. CeTeBoi TpakT, TPYNIOBOM KaHA Mepeaadn. Anmaparypa mugpoBbIX 1,2
IJIE3UOXPOHHBIX crcTeM nepenaur. OCHOBHBIE TapaMeTPhl U XapaKTEPUCTUKH CUTHAJIOB.
VYpowméHnHas cxema opranusanuu kaana TH
Tematuka 1abopaTopHbIX padoT 10 1,2
Pacuer npomyckHON ClIOCOOHOCTH KaHaja CBS3H 1,2
Paznen 2. Cetu nepenauu TaHHBIX
Tewma 2.1. Apxurtekrypa u Coneprxanue 8 1,2
NPUHIUIB pabOTHI CrpykTypa 1 XapakTepucTuku ceteil. CrnocoObl KOMMYTAIIMU U Tepelaun JaHHBIX. 1,2
COBPEMEHHBIX CETeH nepenayun Pacnpenenenne ¢pyHKIMIA IO CHCTEMaM CETH U aJipecalus makeToB. MapuipyTuzanus u
TAHHBIX yIpaBJIEHUE IOTOKAMH B CETAX CBS3H.
[TpoTokomnsl 1 uHTEP(DEUCH yIIpaBIeHUs KaHATaMHU U CEThIO Mepeaadn JaHHbIX. 1,2
TemaTuka 1a00paTOPHBIX pabOT 37 1,2
Koudurypuposanue cereBoro uHTepdeiica paboveit CTaHIINN 1,2
Koudurypuposanue cereBoro natepdeiica Mapuipyruzaropa mo nporokoiny IP 1,2
Koppexkus npobiiem uaTepderica MapupyTu3aTopa Ha pU3MUECKOM U KaHAJIbHOM ypOBHE 1,2
JlnarHocTKa U pa3perieHue npodsieM CeTeBOro YpOBHS 1,2
JlnarHocTHKa U pa3perieHue npooyieM MpoTOKOJIOB TPAHCIIOPTHOTO YPOBHS 1,2
Jlnarnoctuka 1 paspelieHue npoodieM IpoTOKOIOB MPUKIIATHOTO YPOBHS 1,2
Tewma 2.2. becripoBoiHbIe Conepxxanue 6 1,2
CUCTEMBI IIepejaui JaHHBIX —
BecnipoBoubie kaHaibl cBsi3u. becipoBoanbie cetn Wi-Fi. [lpeumymiectsa u obmactb 1,2
npuMeHeHus. OCHOBHBIE 2JIEMEHTHI OECTIPOBOAHBIX ceTell. CTaHmapThl OECITPOBOIHBIX CETEH.
Texnonorus WIMAX
TemaTuka 1a00paTOPHBIX pabOT 15 1,2
Hacrpoiika Wi-Fi mapmpyrtuzaropa 1,2
Tewma 2.3. CoToBbl€ U Conepxxanue 9 1,2
CIIyTHUKOBBIE CUCTEMBI [TpunHuMMIIBI GYHKIIMOHUPOBaHUA cucTeM coToBOM cBs3u. Cranmaptel GSM u CDMA. 1,2
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CHYTHI/IKOBBIG CHUCTCMBI ICPpCAavIN JaHHBIX.

[IpumepHas TemaTuka caMocTosiTeNnbHON padoTel mpu uzyuennn MJIK.01.03 50 1,2
Hacrpoiika Wi-Fi mapmpyrtuzaropa
W3ydeHue ceTeBbIX yTUIUT
Kondurypuposanue cereBoro nHTepdeiica
MapipyTu3zanus u yrnpaBieHue TOTOKaMU B CETSIX CBA3U
KOHCYJIbTAll! 2
MJIK.01.04 Dxcrutyaraiust aBTOMaTU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3aIMIIEHHOM UCIIOJHEHUN 236
Paznen 1. PazpaboTka 3alMIeHHBIX aBTOMAaTH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM
Tema 1.1. OcHOBEI Conepxanne 7 1,2
WH()OPMAITMOHHBIX CUCTEM KaK [TonsiTie aBTOMATHU3MPOBAHHOHU (MHGOPMAIIMOHHOW) cucTeMbl OTnnuuTenbHbIe uepThl AC 1,2
00BEKTa 3aITUTHI. Han0oJIee YacTo UCIOIb3YEMbIX KIIACCH(PUKAIIH: IO MacTady, B 3aBUCUMOCTH OT
XapakTepa HHPOPMAIMOHHBIX PECYPCOB, IO TEXHOJIOTUU 00pAaOOTKH TaHHBIX, IO CIIOCO0Y
JOCTYTIA, B 3aBUCUMOCTH OT OpPraHU3allMH CUCTEMBI, TI0 XapaKTepy UCIIOIb30BaHUS
uHpopmanuy, 1o chepe npumenenus. [Ipumepsr odnacreit npumenenust AUC. Ipornecce B
AUC: BBOA, 00paboTKa, BEIBOJ, 0OpaTHas cBs3b. TpeboBanus k AVIC: ruOKocCTb,
HaJKHOCTh, dPPEKTUBHOCTH, O€30MTaCHOCTb.
OcHOBHBIE 0COOEHHOCTH COBpeMEHHBIX POeKTOB AVC. DneKTpOHHBIN T0KYMEHTOOOOPOT. 1,2
TemaTuka MpakTUYECKUX 3aHATUNA U JAOOPATOPHBIX padoT 5 1,2
PaccmoTpenue npuMepoB pyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HHPOPMAIIMOHHBIX 1,2
cucreM (ETAUC, Poccuiickast Toprosasi cuctemMa, aBTOMaTH3UPOBaHHAs HHPOPMALIMOHHAS
CHUCTEMa KOMITAaHUH )
Tema 1.2. J)Ku3HEHHBINI UK Coneprxanue 10 1,2
ABTOMATU3UPOBAHHBIX CUCTEM [Tonstue xuzHennoro nukia AVC. IIpoueccs! xusznenHoro nukia AUC: ocCHOBHBIE, 1,2
BCIIOMOTaTeIbHbIC, Opranu3anuonsbie. Ctaauu xu3HeHHoro nukia AVC: moaenupoBanue,
yIpaBiieHUue TpeOOBAHUSIMH, aHAIN3 U TIPOCKTUPOBAHUE, YCTAHOBKA U COMTPOBOXKICHHUE.
Monenu xu3nennoro nukiaa AVC.
3amaun U ATanbl IPOSKTUPOBAHUS ABTOMATH3UPOBAHHBIX CUCTEM B 3AIIUIICHHOM 1,2
ucnoiHeHH. MeTonooruu npoekrupoanus. Opranuzanus padboT, GyHKINY 3aKa3YHKOB U
pa3pabOTUYUKOB.
TpeGoBaHMs K aBTOMAaTU3UPOBAHHON CHCTEME B 3aIMIIICHHOM HCIIOTHEHUH. PaboThI Ha 1,2
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CTaAUsAX U dTallax CO3JaHUs aBTOMAaTU3UPOBAHHBIX CUCTEM B 3aLUIIEHHOM UCIIOJHEHUH.
TpeboBaHus 10 3a1UTe CBEACHUH O CO3/IaBaeMOI aBTOMAaTU3UPOBAHHON CHCTEME.

TemaTuka NpakTUYECKUX 3aHATUI U 1a00paTOPHBIX pabOT 5) 1,2

Pa3paboTka TeXHUYECKOTO 3a/IaHusI Ha MPOSKTUPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI 1,2
Tewma 1.3. Yrpossl 6e3onmacHoctn | Comepxanue 5 1,2
uHpopMaluu B [orenmansHbe YIpo3bl 6€30MaCHOCTH B aBTOMATH3HPOBAHHBIX cUcTeMax. VICTOUYHHUKY U 1,2
AaBTOMATU3UPOBAHHBIX CUCTEMAX | 0OBEKTHI BO3ACHCTBUS Yrpo3 Oe3omacHocTy nHpopmarmu. Kpurepun kinaccudukanuu yrpos.

MeToap! OIIEHKH ONacHOCTH yrpo3. baHk qaHHBIX yrpo3 6e30macHOCTH HHPOpMaLUn

[MonsTre ys3BuMocTH yrpo3bl. Kimaccudukanms ysa3BUMOCTEH. 1,2

TemaTuka MpakTUYECKUX 3aHATUNA U JAOOPATOPHBIX padoT 5 1,2

KareropupoBanne nHGOpMaIMOHHBIX PECYPCOB 1,2

AHanu3 yrpo3 6e30macHOCTH HHpOpMAIHH 1,2

[TocTpoenue moaenu yrpos 1,2
Tewma 1.4. OcHOBHBIE MEPBI Coneprxanue 8 1,2
3amuThl THGOPMAITUH B Opraau3annoHHbIE, MPAaBOBbIE, MPOrPAaMMHO-aIIIapaTHbIE, KpUNTOrpadudecKue, 1,2
aBTOMAaTH3UPOBAHHBIX CUCTEMAX | TEXHUYECKHE MEPHI 3alIUTH HH()OpMAIK B aBTOMAaTH3UPOBAHHBIX CHCTEMaX.

HopmartuBHo-nipaBoBas 6a3a 1is orpeiesieHus: Mep 3aluThl HH(popMaIum B 1,2

ABTOMATU3UPOBAHHBIX MHPOPMAITMOHHBIX CUCTEMAX U TPEOOBAHUN K HUM
Tema 1.5. Conepxanue u Conepxxanue 13 1,2
nopsiok dkcruryaranuu AC B Wnentudukanys 1 ayTeHTHPUKAIUSA CYOBEKTOB JOCTyIa H 00BEKTOB JOCTYIIA. 1,2
3alIUIICHHOM HCITOTHCHUN YnpaBieHne 10CTyIoM CyObEKTOB JTOCTYIa K 00bEKTaM JOCTYIIA.

OrpaHudeHre MPOTPaMMHOMN CPEJIbI. 1,2

3amuTa MalTUHHBIX HOCUTENEH HHPOpMAIUn

Peructparus coObITHii 6€30MaCHOCTH 1,2

AnTHBHpYCcHas 3amuTa. OOHapyKeHHe MPU3HAKOB HAJTHYUS BPEAOHOCHOTO IPOTPAMMHOTO 1,2

obecrieuenus. Peanuzanus anTuBUpycHOM 3anmuThl. OOHOBICHUE 0a3 JTaHHBIX IPU3HAKOB

BPEIOHOCHBIX KOMITBIOTEPHBIX IPOTPAMM.

OGHapyxeHue (IpeaoTBpaIieHne) BTOPIKEHUN 1,2

TemaTuka NpakTUYECKUX 3aHATUI U 1a00paTOPHBIX paboOT 10 1,2

KoHnTpons (aHanu3) 3amuieHHOCTH HHPOPMAITUT 1,2

ObecneueHne HEIOCTHOCTH HH(POPMAIMOHHON CUCTEMbI ¥ HH(POPMaLIUU
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Obecneuenne JOCTYITHOCTH HH(pOpMaITH

TexHnonoruu BupTyanu3anuu. Llens co3nanus. 3aqaun, apXuTEeKTypa U OCHOBHBIC ()yHKITUH. 1,2
[IpenmytecTBa OT BHEAPEHUSI.
3amuTa TeXHUYECKUX CPENICTB. 1,2
3amuTa UHPOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H M MEpeIauM JTaHHBIX
Pe3epBHOE KOMMMPOBaHKE M BOCCTAHOBIICHUE JTAHHBIX. 1,2
ConpoBok/IeHE aBTOMAaTU3HUPOBAHHBIX CHCTEM. Y IPABJICHUE PUCKAMHU U HHIIMICHTAMHU 1,2
yIpaBJieHUs! 0€30MaCHOCTHIO.
Tema 1.6. 3amura undopmannu | Comepranue 6 1,2
B pacmnpeIeIeHHbIX MexaHHU3MBI U METO/IBI 3Tl HHOPMAITUU B pacrpe/IeICHHBIX aBTOMATH3UPOBAHHBIX 1,2
ABTOMATU3UPOBAHHBIX CUCTEMAX | cHCTeMaX. APXHUTEKTypa MEXaHH3MOB 3allUThI PacIpe/ICICHHBIX aBTOMATH3HPOBAHHBIX
cucTeM. AHaJIU3 U CUHTE3 CTPYKTYPHBIX M ()YHKIIMOHAJIBHBIX CXEM 3allUIIEHHBIX
ABTOMATU3UPOBAHHBIX NHPOPMAITMOHHBIX CUCTEM.
Tema 1.7. Ocobennoctu Conepxxanue 8 1,2
pa3paboTku HHPOPMAITMOHHBIX OO6mmue TpeboBaHwMsI MO 3aIIUTE TEPCOHANBHBIX TaHHBIX. COCTaB U COJepKaHUE 1,2
CUCTEM TEePCOHATBHBIX TAHHBIX OpPTaHHU3AIMOHHBIX U TEXHUYCCKUX MEp IO 3aIIUTe HHHOPMAITMOHHBIX CHCTEM ITEPCOHATBHBIX
nanHbIX. [Topsgok BeIOOpa Mep 1o o0ecredeHn o 0€30MacHOCTH MTePCOHAIBHBIX TAHHBIX.
TpebGoBaHMsI IO 3aIUTE TEPCOHATBHBIX JTAHHBIX, B COOTBETCTBHH C YPOBHEM 3alTUIIICHHOCTH.
TemaTuka NpakTUYECKUX 3aHATUI U 1a00paTOPHBIX pabOT 15 1,2
Onpenenenus yposHs 3amuiieHHocTd MCII/IH 1 BeIOOp Mep 1Mo obecrneueHnto 6€30macHOCTH 1,2
TT1H.
Paznen 2.0kcnyaranus 3alMIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.
Tema 2.1. OcobenHOCTH Coneprxanue 8 1,2
SKCIUTyaTaIuu Anann3 nHGOpMaIMOHHON HH(DPACTPYKTYpPhl aBTOMATU3UPOBAHHON CUCTEMBI U €€ 1,2
ABTOMATHU3UPOBAHHBIX CUCTEM B | O0€30I1aCHOCTH.
3aIUIIEHHOM HCIIOJIHEHUU. MeTo1bl MOHUTOPUHTA U aYANTA, BBISIBICHHS YTPO3 MHPOPMAITMOHHOHN 6€30MacHOCTH 1,2
ABTOMATHU3UPOBAHHBIX CHCTEM.
ConeprkaHue B MOPSI0K BRITIOJHEHUS padoT 10 3anuTe HHGOPMAITUU TIPH MOJEPHU3AINH 1,2
aBTOMATHU3UPOBAHHOW CHCTEMBI B 3aIIUIIIEHHOM HCTIOJIHCHUH
Tewma 2.2. AnmunuctpupoBanne | ComepxaHue 8 1,2
ABTOMATHU3UPOBAHHBIX CHCTEM 3amaun v QYHKIIMK aIMUHHUCTPUPOBAHUS aBTOMATU3HUPOBAHHBIX CHCTEM. ABTOMATH3AIIHS 1,2
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yhpaBieHus ceTbio. OpraHusanys aIMUHUCTPUPOBAHNS aBTOMATU3UPOBAHHBIX CUCTEM.
AJMHUHUCTpPAaTUBHBIN epcoHal 1 paboTa ¢ Mob30BaTeNsIMU. Y IPaBIeHUE, TECTUPOBAHNUE U
HKCIUTyaTaIisl aBTOMATU3UPOBAHHBIX CUCTEM. METO1bl, CIIOCOOBI M CpesICTBA 0OeCIIeueHUs
OTKa30yCTOMYUBOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

Tema 2.3. JlesTenbHOCTh
HepcoHasa Mo KCIITyaTaluH
aBTOMATHU3UPOBAHHBIX
(uH(OPMAITMOHHBIX) CHCTEM B
3alIUIIEHHOM HCIIOTTHEHUN

Conepxanne

1,2

Conep:kaHue U MOPSAAOK JISSITEITBHOCTH ITEPCOHAA 110 SKCIUTyaTalluy 3alHIICHHBIX
aBTOMATH3UPOBAHHBIX CHCTEM U MOJICHUCTEM 0€30IaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.
OO6u1me 003aHHOCTH aIMUHUCTPATOpa HHPOPMALTMOHHOM OE30MTaCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM.

1,2

Tema 2.4. 3amura ot
HECaHKIIMOHUPOBAHHOTO JJOCTYTIa
K HH(pOpMAITHHI

Conepxanne

1,2

Ocnosubie npuHIUIE 3aUThl OT HC/I. OcHoBHBIE criocoOsr HCJI. OcHOBHBIE HampaBiICHUS
obecrieuenus 3amuThl OT HCJ[. OCHOBHBIE XapaKTEPUCTUKH TEXHUUECKUX CPEICTB 3aITUTHI
ot HC. Opranuzauus pa6ot no 3amute ot HC/I.

1,2

Knaccudukanus aBToMaTU3MpOBaHHBIX cucTeM. TpeboBaHUs 10 3amuTe HHPOPMAIIUU OT
HCH nnsa AC

1,2

TpebdoBanus 3anumenHoctu CBT ot HCJ x nndopmarun

1,2

TpebGoBaHusI K CpeICcTBaM 3alIUThI, 00SCTICUNBAIONTAM O€30MTaCHOE B3aMMOICHCTBHE CETEH
OBM, AC nocpencTBoM yIpaBiIeHHUSI MEKCETEBBIMU MTOTOKaMU WH(OpMaIuu, u
peayn30BaHHBIX B BUJIe MO

1,2

Tema 2.5. C3U ot HC]],

Conepxxanue

1,2

Haznauenue u 0CHOBHBIE BO3MOKHOCTH CUCTEMBI 3alIUTBI OT HCCAHKITMOHUPOBAHHOT O
noctyna. ApXUTEKTypa U CpeacTBa yrpasieHus. O01muye npuHIUIbEI yipasieHus. OCHOBHbBIE
MEXaHU3MBI 3aIIUTHI. YTIpaBJIeHHE ycTporicTBaMu. KOHTpoJbs anmapaTHOW KOH(PUTYpaIuu
KoMmmbioTepa. M30uparenbHoe pa3rpaHuyeHe TOCTyNna K yCTPOHCTBaM.

VYrpasneHue J0CTYIIOM B KOHTPOJIb TTedaTH KOHPUAeHITMaIbHON nHbopmanuu. [IpaBumia
paboThl ¢ KOHPHUAESHIINATBLHBIMHU pecypcaMu. HacTpoiika MexaHn3Ma IOJTHOMOYHOTO
yIpaBiieHus 1octynoM. Hactpoiika peructpanuu coObITHI. YTpaBieHne pexXUMOM MTOTOKOB.
VYnpasieHue pexxMMOM KOHTPOJIS IeUaTH KOH(PUACHIINATBHBIX JOKYMEHTOB. Y IPaBICHHUE
rpudamMu KOHQUACHIUAIBHOCTH.

1,2

OO6ecneyeHue 1eIOCTHOCTH HH(DOPMAITMOHHOW CUCTEMBI M MH(OpMAITUU

1,2

[{enTpann3oBaHHOE yNpaBiIeHHE CUCTEMON 3alllUThl, OTIEPATUBHBIA MOHUTOPUHT U ayAUT

1,2

1,2
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0€30I1aCHOCTH

TemaTuka NpakTUYECKUX 3aHATUI U 1a00paTOPHBIX pabOT 20 1,2
VYcranoBka u Hactpoiika C3U ot HCJI 1,2
3amura BXoja B cUcCTeMY (MIeHTU(DHUKAIINS U ayTeHTU(UKAIUS TTOJIH30BATENICH ) 1,2
Pasrpannuenue qoctymna K ycTponicTBam 1,2
VYnpasneHnue 10CTynom 1,2
Hcnonb30BaHue MPUHTEPOB ISl eYaTH KOH(PHUICHIIMATBHBIX TOKYyMEHTOB. KOHTpOIb TIevaTu 1,2
Hacrpoiika cuctemsl 715 3a/1a4 ayIuTa 1,2
Hacrtpolika KOHTpOJIsl IETOCTHOCTH U 3aMKHYTOM MPOTrpaMMHOM CpeJibl 1,2
[lenTpann3oBaHHOE yNpaBICHUE CUCTEMON 3alllUThI, OTIEPATUBHBIA MOHUTOPUHT U ayAUT 1,2
0e30MmacHOCTH
Tewma 2.6. Dkcrutyatanus cpeactB | Coaepxanue 5) 1,2
3aMUTHl UH()OPMALIUY B [TopsitoK ycTaHOBKY U BBOJIA B AKCILIYaTaAI[MIO CPEIICTB 3alIUTHI HH(POPMAIUHU B 1,2
KOMIIBIOTEPHBIX CETAX KOMITBIOTEPHBIX CETSIX.
[TpuHIMIIBI OCHOBHBIX METOAOB OpraHU3aMH U IPOBEICHUSI TEXHUYECKOT0 00CITyKUBAHUS 1,2
BBIUMCIUTENbHON TEXHUKHU U IPYTUX TEXHUYECKUX CPEACTB MH(DOpMATH3AUU
JlnarHocTrKa KOMIIOHEHTOB CUCTEM 3aIIUTH HHPOPMAIIMH aBTOMATH3UPOBAHHBIX CUCTEM, 1,2
yCTpaHEHHE OTKAa30B U BOCCTAHOBJICHHE PAOOTOCIIOCOOHOCTH aBTOMATU3UPOBAHHBIX
(MH(POPMAITMOHHBIX) CHCTEM B 3aIIUIIICHHOM UCTIOTHCHUH
HacTtpoiika u ycTpaHeHrne HEMCIPaBHOCTH MPOTrPaMMHO-ANIAPaTHBIX CPEACTB 3allUThI 1,2
uH(pOpMallMU B KOMIIBIOTEPHBIX CETAX 10 3aJaHHBIM IpaBUIaM
TemaTuka MpakTUYECKUX 3aHATUNA U JAOOPATOPHBIX padoT 5 1,2
YcTpaHeHre 0TKa30B M BOCCTAHOBIIEHUE pab0TOCTIOCOOHOCTH KOMITOHEHTOB CUCTEM 3aIllUTHI 1,2
uH(pOpMaIIK aBTOMATU3HPOBAHHBIX CHCTEM
Tema 2.7. JlokymeHTaIus Ha Conepxxanue 6 1,2
3alUIIAEMYIO OcHOBHBIE PKCIUTYaTallMOHHBIE JOKYMEHTHI 3aIllUIICHHBIX AaBTOMAaTU3UPOBAHHBIX CUCTEM. 1,2
aBTOMATU3UPOBAaHHYIO cUcTeMy | Pa3paboTka u BelleHUE SKCIUTYaTallHOHHOW JOKYMEHTAITUH 3aIHIIEHHBIX
ABTOMATHU3UPOBAHHBIX CHCTEM. AKT BBOJIA B OKCILIyaTallMI0 HA aBTOMAaTU3HUPOBAHHYIO
cuctemy. TexHu4yecKkuil macrnopt Ha 3alIMIaeMyI0 aBTOMAaTU3UPOBAHHYIO CUCTEMY.
TemaTuka NpakTUYECKUX 3aHATUH U 1a00paTOPHBIX pabOT 5) 1,2
OdopmieHre OCHOBHBIX IKCILTYaTallMOHHBIX JIOKYMEHTOB Ha aBTOMAaTHU3HPOBAHHYIO 1,2

21




CUCTEMY.

[IpumepHas TemaTuka camocTosTeNnsHON paboTel pu u3yyennu MJIK.01.04 58 1,2
1. Pa3zpaboTka KOHIIETIIUH 3aIIUTHl aBTOMATU3UPOBAHHON (MH(OPMAITMOHHON) CUCTEMBI
2. Ananu3 6aHKa JaHHBIX yrpo3 O6e30macHoCTH HHpOpMaIuu
3. Ananu3 xxypHana ayauta OC Ha pabodem mecTe
4. TToctpoeHne CBOTHON MaTPHUIIbI YIPO3 aBTOMATH3UPOBAHHOM (MH(POPMAIIMOHHON ) CUCTEMBI
5. AHanu3 MOJUTHK 0€301MaCHOCTH WH(OPMAITMOHHOTO 00BEKTA
6. M3yyeHne aHaTUTUYECKHX 0030pOB B 00J1aCTH MOCTPOCHHUS CHCTEM 0€30IacHOCTH
7. AHanu3 mporpaMMHOTro o0ecrieyeHHs B 00JIaCTH ONpeeNeHHsI PUCKOB HHPOPMALMOHHOM O€30MaCHOCTH U POSKTUPOBAHUS
6e30macHOCTH HHpOpMALIUU
[Ipomexyrounas arrecranus no MJIK.01.04 2 1,2
MJIK.01.05. DkcrutyaTarust KOMIBIOTEPHBIX CETEH 160
Paznen 1. OcHOBBI Iepejaun JaHHBIX B KOMIIBIOTEPHBIX CETIX 1,2
Tema 1.1. Conepxxanue 2 1,2
Monenu ceTeBoro Mogens OSI. Ypouu moaenu OSI. BzaumogeiictBue Mexay ypoBHsMU. MHKancynsuus 1,2
B3aUMOIEHCTBUA naHHbIX. Onucanue ypoHeit mojenu OSIL
Mopguens u crek npotokosioB TCP/IP. Onucanue yposueit moaenu TCP/IP. 1,2
TemaTuka 1a00paTOPHBIX pabOT 4 1,2
W3ydenue 31eMeHTOB KaOeIbHONW CUCTEMBI. 1,2
Tema 1.2. Conepxxanue 2 1,2
OusnuecKkuii ypoBeHb MOJICIH [MonsTne nuaum u kanana cBsizu. CurHanbl. OCHOBHBIC XapaKTEPUCTHKU KaHAIA CBS3H. 1,2
OsSlI MeTo1pI COBMECTHOT'O MCIIOJIb30BAHUS CPEJIbl Tepeiayll KaHasla CBSA3H. 1,2
MynbTUIUIEKCUPOBAaHUE U METOJIbl MHOKECTBEHHOT'O IOCTYIIA.
OITOBOJIOKOHHBIE JJUHUHU CBI3U 1,2
Cranpaptsl kabeneld. DiekTpuyeckas MpoBoJIKa. 1,2
becipoBogHas cpena nepenayu. 1,2
TemaTuka 1a00paTOPHBIX pabOT 4 1,2
Co3zanne ceTeBoro kabemst Ha OCHOBE HedKpaHupoBaHHO# BuToM mapsl (UTP) 1,2
CBapka ONTHYECKOTO BOJIOKHA 1,2
Tema 1.3. Conepxxanue 1 1,2
Tormonorusi KOMIBIOTEPHBIX [onsarue Tononoruu cetu. CereBoe 060pynoBaHKe B TOMOJOTHH. OO30p CETEBBIX TOMOIOTUH. 1,2
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ceTeit Tematuka 1abopaTopHbIX padoT 1,2
Pa3paboTka Tomonoru cetu HeOOIBIIOro MPEAPUATHS 1,2
[TocTpoeHre oqHOPAHTOBOM CETH 1,2
Tema 1.4. Conepxanue 1,2
Texunonoruu Ethernet 0O0630p TEXHOJIOTHIA TOCTPOCHUS JIOKATBHBIX CETCH. 1,2
Texunonorust Ethernet. ®u3nueckuii ypoBeHb. 1,2
Texunonorust Ethernet. Kananbubiit ypoBeHb 1,2
TemaTuka 1a00paTOPHBIX pabOT 1,2
N3yuenune aapecannu kaHaasHOTO ypoBHA. MAC-anpeca. 1,2
Tema 1.5. Texuonorun Conepxanue 1,2
KOMMYTaIluu AJTOpPUTM TIPO3paYHOro MOCTa. MeTopl KOMMYTAalUK. TeXHOIOTUH KOMMYTAIlUU U MOJIENb 1,2
OSI.
KoHcTpyKkTHBHOE HCTIOTHEHHE KOMMYTAaTOpOB. DHu3ndeckoe CTEKUPOBAHUE KOMMYTAaTOPOB. 1,2
[TporpamMHOe o0OecrieueHIEe KOMMYTaTOPOB.
OO01e MPUHIKIIBI CETEBOTO au3aiiHa. TpexypoBHEBas HepapXuueckas MOJIeIb CETH 1,2
Texnonorus PoweroverEthernet 1,2
Tematuka 1abopaTopHbIX padoT 1,2
Co3nanne KOMMYTHPYEMOU CeTH 1,2
Tewma 1.6. CeTeBoii MpOTOKOI Conepxanne 1,2
IPv4 CerteBoii ypoBeHs. [Iporoko:n IP Bepcun 4. O6mue GpyHKIIMN KI1accoBOM M O€CKIaCCOBOM 1,2
aspecanuu. BeiieneHne aipecos.
Mapupyruzanus nakeros [Pv4 1,2
IIpoTOKOJIBI AMHAMUYECKOW MapIIPYTU3aLUU 1,2
TemaTuka 1a00paTOPHBIX pabOT 1,2
Nzyuenue [P-anpecanun. 1,2
Tewma 1.7. CkopocTHBIC U Coneprxanue 1,2
OeCTpOBOTHBIC CETH Cers FDDI. Cets 100VG-AnyLAN 1,2
CBepXBBICOKOCKOPOCTHBIE CETH
becipoBoansbie cetn
TemaTuka 1a00paTOPHBIX pabOT 1,2
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Hactpoiika 6ecripoBOIHOTO CETEBOTO 00OPYIOBaAHUS 1,2
Paznen 2. TexHONIOrMM KOMMYTAIlMU U MapLIpyTU3aluu cCOBpeMeHHbIX ceTeil Ethernet
Tema 2.1. Conepxanue 1,2
OCHOBBI KOMMYTaIIMH1 DYHKIIMOHUPOBAHUE KOMMYTATOPOB JJOKAJIBHOM CETH. APXUTEKTYpa KOMMYTAaTOPOB. THIIBI 1,2
nHTEephericoB KOMMYTAaTOPOB.
VYrpaieHre NOTOKOM B MOJTYAYIJIEKCHOM U JYIJIEKCHOM peXUMaXx.
XapaKTepUCTUKH, BIUAIONINE HA TPOU3BOAUTEIBHOCTE KOMMYTaTopoB. O630p 1,2
(YHKIMOHATIBHBIX BO3MOXXHOCTEH KOMMYTaTOpOB
Tematuka 1abopaTopHbIX padoT 1,2
PaGoTa ¢ ocHOBHBIMU KOMaHIJaMd KOMMYTAaTopa. 1,2
Tema 2.2. Coneprxanue 1,2
Hauanbnas HacTpolika CpenctBa ynpasienus kommyraropamu. [Tonkmtouenne k KoHconu nHTepdelica KoOMaHIHOM 1,2
KOMMYTAaTropa cTpoku kommyTtaropa. [lonkmouenue k Web-unrepdeiicy yrnpaBieHus: KOMMYTaTopa.
HauanbHas koHQUrypalyst KoMMyTaTopa. 3arpy3ka HOBOTO IMPOrPaMMHOI0 00ecrieueHus Ha 1,2
KOMMYTaTop. 3arpy3ka 1 pe3epBHOE KOMMPOBaHNE KOHPUTYpALIU KOMMYTATOpA.
TemaTuka 1a00paTOPHBIX pabOT 1,2
Komanib1 0OHOBJIEHUST TPOTPAMMHOTO 00€CIIeUeHUsI KOMMYTaTopa U 1,2
COXPaHEHHsI/BOCCTAHOBJICHUS! KOH(UTYPAITMOHHBIX (ailyioB
Komanne! ynpasnenus tabnunamu kommyrtaruu MAC- u IP- 1,2
aapecoB, ARP-taGuis
Tema 2.3. Coneprxanue 1,2
BuptyanbHbie JIOKaJIbHBIE CETH Tunst VLAN. VLAN nHa ocHoBe noptoB. VLAN Ha ocHoBe cranaaprta IEEE 802.1Q. 1,2
(VLAN) Cratuueckue u auHamudeckue VLAN. IIporokona GVRP.
Q-in-Q VLAN. VLAN Ha ocHoBe nopToB u npoTokoiioB — ctanaapt IEEE 802.1v. dynkuus 1,2
TrafficSegmentation
Tematuka 1abopaTopHbIX padoT 1,2
Hacrpoiika VLAN Ha ocHoBe cranmapra IEEE 802.1Q 1,2
Hacrpoiika mporokona GVRP. 1,2
Hacrpoiika cermenTanuu Tpaduka 6e3 ucnonb3oanuss VLAN 1,2
Hacrpoiika ¢pynkuuu Q-in-Q (Double VLAN). 1,2
CamocrosrenpHas padora no co3gannio JIBC Ha ocHoBe ctanmapta IEEE 802.1Q. 1,2
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Tema 2.4. Conepxxanue 2 1,2
OYHKINY MTOBBIICHUS ITpoTtokon Spanning Tree Protocol (STP). Vs3sumoctu nporokosna STP. 1,2
HAJICKHOCTH U Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 1,2
IIPOU3BOAUTENBHOCTH JlonomHuTEIbHBIE (PYHKITUN 3aIIUATHI OT METeTb. ATPErupOBaHKE KaHAJIOB CBSI3H. 1,2
TemaTuka 1a00paTOPHBIX pabOT 5 1,2
Hacrpoiika npotokosnioB cBszymomiero aepesa STP, RSTP, MSTP. 1,2
Hacrpoiika ¢yHkimm 3anmrsl oT oopa3osanus nerens LoopBackDetection 1,2
ArperupoBaHue KaHAJIOB. 1,2
Tema 2.5. Conepxanue 3 1,2
Anpecaiusi CETeBOT0 YpOBHS U 00630p anpecaruu cereBoro yposas. opmupoBanue nojcereid. beckimaccoBast anpecarus 1,2
MapIIpyTHU3aLH IPv4. Cnioco6s! koHburypanuu [Pv4-anpeca.
[Ipotokon [Pv6. ®opmupoBanue uneHTudukaropa uarepderica. 1,2
Cnioco6w1 koHpuryparuu [Pv6-anpeca.
[Tnanuposanue noacereit [IPv6. [Iporokon NDP. 1,2
[Tonsitue MapuipyTuszanuu. J[MCTaHIIMOHHO-BEKTOPHBIE MPOTOKOJIBI MapIIPyTU3AIIH. 1,2
[TpoTokon RIP.
Tematuka 1abopaTopHBIX padoT 10 1,2
OcHOBHBIE KOH(PHUTYpalMy MapHIpyTU3aTOpa. 1,2
Pacmmpennbie KOHGUTYpaIuu MapIIpyTH3aTopa. 1,2
Pa6ota ¢ mpoTokosom CDP. 1,2
Pa6ota ¢ mpotokosniom TELNET. Pa6ota ¢ mpotokonom TFTP. 1,2
Pa6ora ¢ mpotokonom RIP. 1,2
Pa6ora ¢ mpotokomom OSPF. 1,2
Kondurypuposanue pynkiun mapmpyruzaropa NAT/PAT. 1,2
Kondurypuposanue PPP u CHAP. 1,2
Tema 2.6. Coneprxanue 2 1,2
KauectBo o6ciysxkusanus (QoS) | Moxenu QoS. Ipuopuresanus makeroB. Kitaccudukaiust maketoB. MapkupoBKa MakeToB. 1,2
VYnpasieHue neperpy3kaMyu U MEXaHU3Mbl 00CTyKUBaHUS ouepesieil. MexaHu3m 1,2
npenoTBpalieHus neperpy3ok. KoHTposs nmonocel nponyckanus. [Ipumep Hactporiiku QoS.
TemaTuka 1a00paTOPHBIX pabOT 3 1,2
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Hacrpoiika QoS. [Ipuoputuszanus tpaduka. YpasieHHe MOI0COH MPOMyCKaHUs 1,2
Tema 2.7. Conepxxanue 1,2
OyHKIIH 00eCTIeYeHHS Cnucku ynpasienns foctynom (ACL). DyHKIUM KOHTPOJISI HaT TOAKIIOYEHUEM y3JI0B K 1,2
0€30MacHOCTH U OTpaHUYEHUS opTaM KOMMYTaTopa.
JOCTyma K CeTH Ayrentudukanus nmons3zoBareneit 802.1x. 802.1x Guest VLAN. ®ynkiuu 3amuts LITY 1,2
KOMMYTaTopa.
Tematuka 1abopaTopHbIX padoT 1,2
Criucku ynpasnenus goctynom (AccessControlList) 1,2
KoHTposib Hast MOAKITIOYEHUEM Y3JI0B K TopTaM KommyTtaropa. @ynkmus PortSecurity. 1,2
KoHTposib Hasl MOAKITIOYEHHEM Y3JI0B K opTaM kommyTtatopa. dynknus IP-MAC-Port 1,2
Binding
Tewma 2.8. Conepxxanue 1,2
MHoroaapecHas paccblika Anpecanus MHOroaznpecHoi IP-pacceinku. MAC-anpeca rpynnoBoi pacChUIKH. 1,2
[Toamucka u o6cIy)KMBaHWE TPYNI. YTPaBI€HUE MHOT0AIPECHON pacChUIKOM Ha 2-M ypOBHE 1,2
mozaenu OSI (IGMP Snooping).@ynaknus IGMP FastLeave.
TemaTuka 1a00paTOPHBIX pabOT 1,2
OtcnexxuBanue Tpaduka MHOTOAIPECHON PACCHUIKH. 1,2
OtcnexuBanue Tpaduka Multicast 1,2
Tema 2.9. Conepxxanue 1,2
DYHKIUMU yIpaBiICHUS YnpasieHue MHOKECTBOM KOMMYTaTopoB. [Iporokosr SNMP. 1,2
KOMMYTaToOpaMu RMON (Remote Monitoring). ®yuxkius Port Mirroring. 1,2
Tematuka 1abopaTopHbIX padoT 1,2
OyHKIMYU aHaIM3a CeTeBOro Tpaduka. 1,2
Hacrpoiika nporokoiia ynpasiieHus tononoruei cetu LLDP. 1,2
Paznen 3. MexceTeBble SKpaHbl
Tema 3.1. Coneprxanue 1,2
OcHoBHbIE NTpUHLIKILI co3aanus | Knaccugukanus cereBbix atak. Tpuanga 6e3onacHoii UT-uHGpacTpyKTyphl. 1,2
HaJeKHOM 1 Oesomacnoi UT- Vipasnenue KoHQUrypauusamu. YipasieHHe HHIUICHTaMH. VICTioIbp30BaHne TpeTheit 1,2
MH(PPACTPYKTYpPEI JOBEpEeHHOM cTopoHbl. Kpunrorpadgudyeckne MexaHU3Mbl O€30MAaCHOCTH.
Tema 3.2. Coneprxanue 1,2
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MesxkcereBble DKpaHbl

TexHOIOrnu MeKCETEBBIX 9KpaHOB. ITonuTHKa MEXKCETEBOI0O 9KpaHa. MexceTeBbie 9KpaHbI C

BO3MOXHOCTAMH NAT.

1,2

Tormosorust ceTy pU UCIOIB30BAHNU MEXKCETEBBIX dKpaHOB. [I1annpoBaHue U BHEPEHUE 1,2
MEKCETEBOI'0 IKpaHa.
TemaTuka 1a00paTOPHBIX pabOT 6 1,2
OCHOBBI aIMUHUCTPUPOBAHMS MEXKCETEBOTO dKpaHa 1,2
CoennHeHne ABYX JIOKAIbHBIX CETEN MEXKCETEBBIMU 3KpaHaMU 1,2
Coznanue moauTHKU 0€3 MPOBEPKH COCTOSHUS. 1,2
Co3zanue MOTUTHK IS TPAIuIInoOHHOTO (v ucxosmero) NAT. 1,2
Coznanne moauTuk uis apyHanpasieHHoro (Two-Way) NAT, ucnons3ys meron pinholing 1,2
Tema 3.3. Coneprxanue 1 1,2
CucreMbl 0OHApYKEHUS U Ocnosnoe HazHadyenne IDPS. CrnocoOw1 kiaccudukanuu IDPS. Beibop IDPS. 1,2
MPEIOTBPALIICHHS JlononHUTENbHBIE MHCTPYMEHTATbHBIC CPEICTRA.
IPOHUKHOBEHMI TpeboBanus opranuzanuu k ¢pynkinronupoanuto IDPS. Bo3moxxnoctu IDPS. 1,2
PazseptoiBanue IDPS. CunbHbIe CTOPOHBI U OrpaHUYeHHOCTH IDPS.
TemaTuka 1a00paTOPHBIX pabOT 2 1,2
OOHapy)XeHue U MpeI0TBPaIlCHHE BTOPKEHUH. 1,2
Tewma 3.4. Conepxxanue 2 1,2
[Ipuoputu3zamnus Tpaduka u Coznanue anbTepHATUBHBIX MapIIPYTOB JOCTYIa B MHTEpHET. [Ipuopurnsanus Tpaduka. 1,2
CO3J1aHME aTbTEPHATHUBHBIX Temaruka 1a60paTOPHBIX paboT 2 1,2
MapuipyToB Co3anne albTEPHATUBHBIX MAPLIPYTOB C UCIOIB30BAHUEM CTATUYECKOW MapIIpyTHU3aALUI 1,2
[IpumepHas TemaTuka camocTosiTeNnbHON padoTel mpu uzydyeHnn MJIK.01.05 46 1,2

duznyueckoe KOAUPOBAHUC C UCITIOJIB30BAHUCM MAaHUYCCTCPCKOI'o KOJa

Jlornueckoe KOAUPOBAHHUE C HCIIOJIb30BAaHHUEM CKPEMOINPOBAHUS

[MoaxmroueHne KIMEeHTa K OECIIPOBOIHOM ceTU B MUHPPACTPYKTYPHOM PEKUME

Ornenka 6ecrpOBOAHOM JTUHUHN CBSI3U

[TpoexTupoBaHusi OECIIPOBOTHON CETH

Co6op uHpOpMaLIHK O KIIMEHTCKUX YCTPOHCTBAX

[TnanupoBaHue MPOU3BOIUTEILHOCTH M 30HBI IEHCTBUSI O€CIIPOBOHON CETH

[TpennpoexTHOE 00CIENOBAHIE MECTA YCTAHOBKH OECIIPOBOHON CETH

ObecneueHne 0TKa30yCTOMYUBOCTH B OECITPOBOIHBIX CETAX
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Pexxumbl paboThI U OpraHU3aIysl MUTAHUS TOYEK JOCTYIIA

CermenTanusi 6eCipOBOIHOMN CETH

Hactpoiika QoS

[MoctpoekTHOE 0OCIEIOBAHUE M TECTUPOBAHUE CETH

Co3nanue ACL-cnucka

Hab6mronenue 3a tpadukom B cetn VLAN

Omnpenenenue ysi3BUMbIX MECT CETH

Peanuzamnus ¢pyHkumii odecrieueHuss 6€30mMacHOCTH MOpPTa KOMMYTaTopa
UccnenoBanue tpaduka

Coznanue CTpyKTYphl CETH OpraHu3aluu

OmnpeneneHne TeXHUIECKUX TPeOOBaHUI

MOHHUTOPHHT TIPOU3BOAUTEILHOCTH CETH

Co3nganue 1uarpaMmbl JIOTHYECKOU CETH

[NToxroroBka k 00CiIenOBaHUIO OOBEKTA

OO0cnenoBanne 30HbI OECITPOBOTHOM CBS3H

dopMynrpoBKa OOITUX TIEJICH MPOCKTa

Pa3paboTka TpeboBaHul K ceTn

AHanu3 CynecTByIOLIEH CETH

OmnpeneneHne XapakKTEePUCTHK CETEBBIX MPUITOKCHHIMA

AmnHanu3 ceTeBoro Tpaduka

Omnpenenenue NpUOPUTETHOCTH Tpaduka

N3ydeHue kauecTBa 00CIIy>KMBaHUS CETU

HccnenoBanuie BIusHUSA BUAeoTpapuKa Ha CETh

Omnpenenenue NOTOKOB Tpaduka, MOCTPOSHUE JuarpaMm MOTOKOB Tpaduka
[IprMeHeHrne MPOEKTHBIX OrpaHUYEHU

Omnpenenenne MPOSKTHBIX CTPATETHH ISl TOCTHXKEHUSI MaCIITa0MPyeMOCTH
Omnpenenenne CTpaTeruil MOBHIMICHUS JOCTYITHOCTH

Omnpenenenne TpeOoOBaHUI K 00ECTICUCHUIO 0€30MTaCHOCTH

Pazpaborka ACL-criuckoB AJis peanu3anuyd HabopoB MPaBHII MEKCETEBOT0 IKpaHa
Ucnonb3zoBanne CIDR mist oGecniedeHust 00beIMHEHNS] MapIIPyTOB
Onpenenenne cxemsl [P-agpecanun
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Omnpenenenne konuuectBa [P-cereit

Coznanue TaOIHIbl 7S BBIICICHUS aJpEcoB

CocraBiieHHEe CXEMBbI CETH

AHanu3 mjiaHa TeCTUPOBAHUS U BBITIOJIHEHHUE TECTa
Coznanue miaHa TECTUPOBAHUS JUISl CETH KOMILIEKCa 31aHui
[IpoexkTpoBaHre BUPTYAIbHBIX YACTHBIX CETEU

be3omnacHas nepenaya JaHHBIX B O€CIIPOBOAHBIX CETAX

[Ipomexyrounas arrecranus no MJIK.01.05

1,2

OK3aMeH 0 Npo(ecCHOHaTbHOMY MOIYIIIO

1,2

VYuyeOHast mpakTHKa

Bunsr pabot

YcraHoBKa MPOrpaMMHOTO 00ECTIEYSHUST B COOTBETCTBUHU C TEXHUYECKOM IOKYMEHTAIIUEH.

Hacrpoiika napameTpoB paboThbl IPOrpaMMHOI0 0O€CIIEYEHUs, BKJIIOUasi CHCTEMBI YIPaBIeHUs 0a3aMU JaHHBIX.
Hactpolika KOMIIOHEHTOB ITOACUCTEM 3alIUThI HH(OPMALIMK ONEPALMOHHBIX CUCTEM.

VYIpaBieHue y4eTHBIMU 3aIlIUCSIMU 10JIb30BaTEICH.

Pabora B onepaniMoHHBIX CHCTEMax ¢ COOIOCHUEM JIEHCTBYIONINX TPEOOBaHMI MO 3alUTe HHPOPMAITUH.
YcTaHoBKa OOHOBJICHUS IPOTPAMMHOTO 00ECTICUCHHS.

KoHTposb 11€TI0CTHOCTH MOACUCTEM 3aLIUTHI HH(OPMALIUU OTIEPALIUOHHBIX CUCTEM.

BeinosnHenne pe3epBHOro KOMUPOBaHUS U aBApUITHOIO BOCCTAHOBIIEHUS paOOTOCIIOCOOHOCTH ONEPALMOHHON CUCTEMBI U 0a3bl
JTAHHBIX

Hcnonp30BaHue NporpaMMHBIX CPEJCTB Ul apXUBUPOBAHUS HHPOPMALIUH.

144

1,2

[TpousBoacTBEHHAs MpaKTHUKa

Bunst pabort:

VYyacTie B ycTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMAaTU3UPOBAHHBIX (MH(POPMALMOHHBIX) CUCTEM B 3AIIUIIICHHOM
HUCIIOJIHECHHUU B COOTBETCTBUMU C Tp€6OBaHI/I}IMI/I 3KCHJIyaTaLIHOHHOI>'I AOKYMCHTallUU

OO6cnyxuBaHUE CPEICTB 3aIIUTHI HH(POPMAIIMU TPUKIIAJHOTO U CUCTEMHOT'O IIPOTPAMMHOTO 00ECTICYCHHS

Hacrpoiika mporpaMmmHoro odecreueHus ¢ o0t IeHrneM TpeOOBaHUH 110 3aIuTe HHGOPMAITIH

Hacrpoiika cpencTB aHTHBUPYCHOM 3aIIUTHI IJIs KOPPEKTHOM paOOThI TPOrpaMMHOTO 00eCIIeueHHUs 110 3a/IaHHBIM I1abJIoHaM
HNHcTpyKTax mojib30BaTeNield 0 COOII0IEHNH TPeOOBaHM 10 3amuTe HHPOpMAIUU MPU pabOTe C MPOrPaMMHBIM 00€CTICUCHHEM
HacTtpoiika BCTpOE€HHBIX CpEACTB 3alIUThl HHPOPMALMK IPOTPAMMHOI0 00ecieueHus

[IpoBepka HyHKIIMOHUPOBAHHS BCTPOCHHBIX CPEACTB 3aIUTHI HH(POPMAIIUU POTPAMMHOTO 00ECTIeUeHHS

72

1,2
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CBoeBpeMeHHOE 00HapYKEHHUE MPU3HAKOB HATMYHUS BPEIOHOCHOTO MPOTPAMMHOT0 00eCIIeYCHHUSI

OO6cnyXuBaHKE CPEACTB 3aIIUTHI HH(POPMAIIUK B KOMITBIOTEPHBIX CHCTEMaX U CETAX

OO6cnyXMBaHNE CHCTEM 3aIlUTHl HHPOPMAILIMU B aBTOMAaTU3UPOBAHHBIX CUCTEMaX

Yuactue B MMPOBCACHNU PCTIIAaMCHTHBIX pa60T I10 OKCITyaTallii CUCTEM 3alllUThI I/IHq)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTCM
[IpoBepka pabOTOCTIOCOOHOCTH CHCTEMBI 3aIIUTH HH()OPMAITUU aBTOMATU3UPOBAHHON CHCTEMBI

KoHTpOb COOTBETCTBHS KOHPHUTYpAIIMHA CUCTEMBI 3alIUTHI HH(OPMAIH aBTOMATH3UPOBAHHOMN CHCTEMBI €€ 3KCILTyaTallHOHHON
JOKYMEHTAIIUU

KoHTpob cTaOUIBLHOCTH XapaKTEPUCTHK CUCTEMBI 3aIIUThl HH()OPMAIMK aBTOMAaTH3UPOBAHHON CHCTEMBI

Benenue TexHUUECKOM JOKYMEHTAIIUH, CBA3aHHON C 3KCIITyaTalluell CUCTEM 3alluThl HHPOPMAaIMN aBTOMAaTU3UPOBAHHBIX
CUCTEM

VYyacTue B paboTax 1mo od6ecrneueHHIo 3aiuThl THPOPMAIIUH NP BHIBOJE U3 SKCIUTYaTallul aBTOMATU3UPOBAHHBIX CUCTEM

Bcero

1024
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3. YCJIOBUA PEAJTIM3AIIUU ITPOTPAMMBI ITPOGECCHUOHAJIBHOI'O MOV JIA

3.1. [ns peanuzanyii MPOrpaMMbl MPOPECCUOHATHLHOTO MOMIYNS JIOJDKHBI  OBITh
MPEAYCMOTPEHBI CIACAYIONIHNE CTIeIIHAIbHBIE TOMEIICHUS:

Peanuzanust mporpaMMel IpeanojaracT Haluyhe ydeOHoro kabuHeTa, jabopartopuid
MH(OPMALIMOHHBIX TEXHOJOTUH, MPOrpaMMHpPOBaHUs M 0a3 JaHHBIX, CETEH U CUCTEM Iepenadu
uH(pOpMalii, TPOTPAMMHBIX U MPOTrPAMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HH(OPMALIUH.

Ob6opynoBanue yueOHOT0O KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MECTa 00 YJIarOIITUXCS;

- KOMIBIOTEPHI, 00HETUHEHHBIC B JJOKAIbHYIO BEIYUCITUTEILHYIO CETh;

- IIPOEKTOD;

- JKpaH;

- AKyCTHUYECKasi CUCTEMA;

- y4eOHO-HaTJISATHbIE TTIOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- y4eOHbIE TTPE3CHTAIIUH.

PaznaTouHblii  IUAAKTHYECKUH  MaTepuall: ydeOHble KapTOYKW C  3aJaHUsMU;
JTUIAKTHYECKUI MaTepHal sl BBIMOJTHEHUS TPAKTUIECKUX PadoT.

Texuuueckue cpencTra 00ydeHus:

- KOMITBIOTEPHI, OOBEAMHEHHbIE B JIOKAJIBbHYIO BBIYUCIUTEIHbHYIO
CETh;

- MyJIbTUMEHA IPOEKTOP;

— WHTEPAaKTHBHAS TIOCKA.

— MPOrpaMMHO-aIIapaTHbIE CpecTBa 3amuThl nHGopmaru ot HCJI,
OJIOKMPOBKH J0CTyMa 1 HapymieHus nenoctHoct B Bune: [TAK Cobonb (MMeercss B HAIUYUH) —
L.

Y4eOHo-MeToAUYECKHE MaTepralibl U 00pa3bl BUPTYabHBIX MAIlIWH JAJIsi pa3BEpPThIBAHUS
y4eOHBIX CTEHJIOB MO CIEAYIOIMHUM TeMam: "3ammurta cepBepoB u pabouux cranmuil" (OCHOBBI
npuMeHeHus cuctemsl 3amuThl Secret Net Studio, Secret Net LSP u [TAK "Co6oip") — ot 16 g0
32 akamemuueckux uacoB; "3ammra cereBoro mnepumerpa" (OcHoBel mpumeneHust AITKII
"Kontunent" Bepcuii 3.9, 4 myist opranuzanuu ceTeBoi 3amuThl) — oT 16 10 32 akageMu4ecKux
yacoB; "Opranuzanusi J0CTyna yJAJICHHBIX NOJb30BaTeleld K BeO-pecypcam 3allMIIaeMoi
kopnopatuBHoi ceTu 1o npotokoay TLS" (Ocuossl npumenenuss CK3U "Kontunent TLS" nnst
OpraHu3aly yAaJIeHHOro jAoctyna) — oT 8§ no 16 akameMuueckux 4vacos; "3alura CpeiacTB
Bupryanmzanuu’ (OcHOBBI mpuMeHeHust v(Gate 11t 3aluThl BUPTYaIbHBIX HHPPACTPYKTYP) — 8—
12 akageMUYECKUX YacOB

Ocnamenue nadoparopun MHDOpMAIMOHHBIX TEXHOJIOTHH, MPOrpaMMHUPOBaHUs U 0a3
JTAHHBIX:

- pabourie MecTa Ha 0aze BBIUMCIMTEIHLHOW TEXHUKH IO OJHOMY pabouemy
MECTy Ha OOY4YaroIierocs, MOAKIIOYEHHBIMH K JIOKATbHOW BBIYMCIUTEIBHON CETH H CETH
«HTepHETY;

- JlucTpuOyTUBBI TPOTPaMMHOTO KoMIutekca Vipnet;

- Juctpubytussl mporpammuoro komiuiekca InfoWatch TrafficMonitor
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- JuctpubyTuBel LINUX OmMepannoHHBIX CHCTEM;

- JucTpuOyTUBBI aHTUBUPYCHBIX MTPOTPAMMHBIX KOMIUIEKCOB;

- Axanemuueckast noanucka Office 365 Al s npenonaBaTeneii U CTYICHTOB,

- porpaMMHOE OOecIieueHne: JUCTPUOYTUBBI ONEPAIMOHHBIX CHCTEM; MPaBOYHAs
npaBoBas cucteMa «[ apanty»; [10 Oracle VirtualBox; antuBrpycHas nporpamma;

- [Tpuxnannoe mnporpamMmHoe oOecriedeHne, B TOM uucie: AKajgeMuuecKas
noanucka Office 365 Al mis mpenogaBaresneii U CTyJICHTOB;

becrutatnoe I10: LibreOffice - oducHBII makeT ¢ OTKPBITBIM HCXOIHBIM KOJOM,
SIBJISTFOIITUICS OTBETBIIeHHEM OT mipoekTa OpenOffice.org u mpeTeHayomuii Ha posib OeCIIaTHON
IbTEpPHATUBBI NakeTy oducHbIX npuioxenuit Microsoft Office. B coctaB mporpammsl BXOAST
TEKCTOBbIM penakrop Writer, Tabnuunblii mpoueccop Calc, mactep npesenTtanmii Impress,
BEKTOpHBIN Tpaduueckuii pemakrop Draw, pemaxtop ¢opmyn Math u mMonyns ynpaieHus
6azamu nanHbix Base; GIMP - cBoOomgHO pacmpocTpaHseMblii pacTpoBblii rpaduyeckuii
penakTop, mporpaMma Jis CO3JaHusi W O0OpaOOTKM pacTpoBOW Tpaduku M YaCTUUHOU
noA/Iep KoK paboThl ¢ BekTopHOU rpadukoit (Ananor Adobe Photoshop); Inkscape - CBoGoaHO
pacrpocTpaHseMblii  BEKTOPHBIN TrpaduyecKuid penakTop, yAOOeH IS CO3JaHus Kak
XyJIOKECTBEHHBIX, TaK M TeXHUYecKux wumoctpanuid. (aHamor Adobe Illustrator, Corel Draw u
MicrosoftVisio).

crienaan3upoBaHHoe mnporpammHoe obecneuenue: EclipselDEforJavaEEDevelopers,
NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition, MicrosoftVisioProfessional,
MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax ceTeBoii
akagemuu Cisco), Oracle VirtualBox, ITaker All Products Pack IDE ot JetBrains
(AxameMuuecKas JTUICH3HS).

- porpaMMHbIE U MPOTrpaMMHO-aNIMapaTHbIe CPeCTBa OOHAPYKEHUSI BTOPKEHUI
(Secret Net Studio);

- CpeACTBa  YHMYTOXKEHHMS OCTaTOYHOW HWHGPOpMAIMKM B  3aIOMHHAIOLINX
ycrpoiictBax: I10 Hu3KOoypoBHEBOTO (popMaTUpOBaHMs HH(POPMALIUH;

- VcranoBounnsie komiuiekThl Secret Net Studio, Secret Net LSP um vGate ¢
HaOOpoM yueOHBIX JHLeH3UH Ha 3 Tofa OecIIaTHO Ui pa3BepTHIBAHUS B yUeOHOM KIacce;

— Bbixog B 31eKTpOHHO-MH()OPMAITMOHHYIO 00pa3oBaTENIbHYIO Cpeoy KOJUIEIKa
(mopsinok pocrymna K anemenTaM DMOC u oTaenbHBIM HH)OPMAIIMOHHBIM 0a3aM M CUCTeMaM):
https://moodle.yakit.ru

3.2. UndopmarnmonHoe obecrnieueHne 00yueHus
3.2.1. OcHOBHEBIE T€YaTHBIE HCTOYHUKU

1. Cucrtembl yIpaBieHHs] TEXHOJOTHUECKUMH TIpolieccaMd MU HH(OpMaIOHHBIC
TEXHOJIOTHH: ydeOHOe Tmocobue Juis  cpeaHero  mpodeccHoHaIbHOrO  00OpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3abynckuii, B. B. KomengantoB. — 2-¢ usn., uchp. u
mon. —  MockBa:  MsmarensctBo  FOpaiit, 2022.— 136c¢c.— (IIpodeccuonanpHoe
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4. KOHTPOJIb 141

OLIEHKA

[NPO®ECCHUOHAJIBHOI'O MOAYJIA

PE3VJIbTATOB OCBOEHUA

Kon n HaumeHoBaHue
poeCCHOHAIBHBIX 1
001X KOMITETCHIIHI,
dbopMHupyeMbIE B paMKax
MOIYJIsSt

Kputepuu onenku

MeToab! OLlEHKHU

[IK 1.1. IlpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
ABTOMATHU3UPOBAHHBIX
(nHGOPMAITIOHHBIX )
CUCTEM B 3alllUIICHHOM
UCIIOJTHEHUH B

JleMOHCTpUpOBaTh YMEHUS
YCTaHOBKH U HACTPOMKHU
KOMIIOHEHTOB
aBTOMaTU3UPOBaHHbIX
(nHGOPMAITMOHHBIX ) CHCTEM
B 3aIIMIIEHHOM UCIOJHEHUN
B COOTBETCTBHH C

TECTUPOBAHUE,
9K3aMeH KBATH(DUKAITMOHHBIH,
JKCIIEPTHOE HAOIIOIeHIE
BBITIOJTHEHUS JTAOOPATOPHBIX PadoT,
AKCIIEPTHOE HAOIIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX PadoT,
OLIEHKA PEIICHUS CUTYallHOHHBIX

COOTBCTCTBHUHU C Tp€6OBaHI/I}IMI/I 3aaa4,

TpeOOBaHUSIMU JKCIUTyaTal[MOHHOU OLICHKA Ipoliecca U pe3yIbTaToOB
E)KCHJIyaTaI_[I/IOHHOﬁ AOKYMCHTAallUU BBITIOJIHCEHUS BUIOB pa60T Ha
JAOKYMCHTAIUH. IMPAaKTUKC

IIK 1.2. [IposiBnenune ymeHus u TECTUPOBAHUE,
AJMUHUCTPUPOBATH MPAKTUYECKOIO OTbITa 9K3aMeH KBaIU(PUKAIIMOHHBIH,

IIPOrpaMMHBIE U
IPOrpaMMHO-
anmnaparHble
KOMIIOHEHTHI
aBTOMAaTU3UPOBAHHOU
(nH(OpPMAITIOHHOH)
CHUCTEMBI B 3alIUILEHHOM
VCIIOJIHEHUH.

aJIMUHUCTPUPOBAHHUS
IPOTPaMMHBIX U
POTpaMMHO-aNmapaTHBIX
KOMITOHECHTOB
aBTOMAaTU3UPOBAHHOU
(uH(OPMAITOHHOM ) CUCTEMBI
B 3aIIUIIEHHOM UCIOJHEHUN

AKCIIEPTHOE HAOIIIOICHHE
BBINOJIHEHUS TAOOpaTOPHBIX padoT,
JKCIIEPTHOE HAOIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX PadoT,
OLIEHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OLIEHKa TPOIIecca U pe3ysIbTaToB
BBITTOJIHEHUS BUIIOB paboT Ha
MPaKTHUKE

[IK 1.3. O6ecnieunBaTh
Oecriepeboiinyio padoty
ABTOMATH3UPOBAHHBIX
(uH(DOPMAITMOHHBIX )
CHCTEM B 3aIUIIICHHOM
WCTIOJTHCHUH B
COOTBETCTBHUH C
TpeOOBaHUSAMHU
AKCILTyaTallMOHHOM
JOKYMEHTAIHH.

[IpoBenenue nepeuns padoT
10 00ECTICYCHHTIO
Oecriepe0oiHON PabOTHI
ABTOMATH3UPOBAHHBIX
(nHGOPMAITMOHHBIX ) CHCTEM
B 3alIMIICHHOM HCIIOJHCHUN
B COOTBETCTBHH C
TpeOOBaHUSIMHU
AKCILTyaTallMOHHOU
JIOKyMEHTAIu!

TECTUPOBAHUE,
9K3aMeH KBATH(DUKAITMOHHEIH,
AKCIIEPTHOE HAOIIOICHIE
BBINOJIHEHUS TAOOpaTOPHBIX PadoT,
AKCIIEPTHOE HAOIIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX PadoT,
OLIEHKA PEIICHUS CUTYallHOHHBIX
3ajad,

OLIEHKa TOIIecca U pe3ysIbTaToB
BBHITIOJTHEHUS BUIOB pabOT Ha
MIPAKTUKE
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[IK 1.4. OcyiecTBasiTh
MPOBEPKY TEXHUIECKOTO
COCTOSTHUSI, TEXHUYECKOE
o0cyXKMUBaHUE U
TEKYIIUH PEMOHT,
YCTPaHATh OTKA3bl H
BOCCTaHABIINBATh
paboTocrmocoOHOCTh
ABTOMATHU3MPOBAHHBIX
(uH(MOPMAITMOHHBIX )
CUCTEM B 3aIUIIICHHOM
WCTIOJTHEHUH.

[TposBISTH 3HAHUS ¥ YMEHUS
B IIPOBEPKE TEXHUYECKOTO
COCTOSIHUS, IPOBEJICHUN
TEKYILEr0 pEMOHTA U
TEXHUYECKOTO
00CITy)KMBaHUs, B
YCTpaHEHUH OTKA30B H
BOCCTaHOBJICHUU
paboTocmocoOHOCTH
ABTOMAaTU3UPOBAHHBIX
(uH(pOPMAITMOHHBIX) CHCTEM
B 3aIIMIICHHOM UCIIOJHEHUN

TECTUPOBAHUE,

9K3aMeH KBATH(DUKAITMOHHBIH,
JKCIIEPTHOE HAOIIOIeHHE
BBINOJIHEHUS TAOOpaTOPHBIX PadoT,
AKCIIEPTHOE HAOIIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX PadoT,
OLIEHKA PEIICHUS CUTYallHOHHBIX
3ajad,

OIICHKa MpoIIecca U pe3yIbTaToB
BBHITIOJTHEHUS BUIOB paboT Ha
MIPAKTHUKE.
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