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1. TIACIIOPT PABOYEM ITPOI'PAMMBI YUYEEHOI'O ITPOD®ECCHUOHAJILHOI'O
MoAavJa IIM.02  3AIIMTA HWHOOPMAIIMM B  ABTOMATU3MPOBAHHBIX
CUCTEMAX ITPOTPAMMHBIMU U ITPOTPAMMHO-AIIITAPATHBIMU CPE/ICTBAMU

1.1. Ilens u ruTaHUpyEMBbIE€ PE3YIBTAThI OCBOEHHUS MPOGECCUOHATHBHOTO MOTYJIS

1.1.1.B pesynbrare u3ydeHus Mpo(ecCHOHATLHOTO MOIYJS CTYACHT JIOJDKEH OCBOUTH
BUJ| ICATEIHHOCTH 3amuTa HHPOPMAIIUU B aBTOMATU3HPOBAHHBIX CHCTEMax MPOTPaAaMMHBIMU U
IPOrpaMMHO-aIapaTHBIMU CPEACTBAMH U COOTBETCTBYIOIINE €My 00IMe KOMIETEHIINU:

OK 01.BbiOupare crmocoObl pemieHHst 3afad  Npo(ecCHOHANBHOM  AEATeNbHOCTH,
NPUMEHHUTEIBHO K PAa3IMYHBIM KOHTEKCTaM.

OK 02.OcymiecTBisITh MOUCK, aHATU3 U MHTEPIpPEeTaluio MHPOpMaluu, HE0OX0IuMon
JUISL BBITIOJIHEHUS 3a/1a4 PO ECCUOHATLHOMN 1A TeIbHOCTH.

OK 03.ITnanupoBaTh U peaqn30BbIBATH COOCTBEHHOE MPO(PECCHOHATBLHOE M JTUYHOCTHOE
pa3BUTHE.

OK 04. PaboTtath B KOJJIEKTHBE M KOMaHIe, 3((eKTHBHO B3aUMOICHCTBOBATH C
KOJIJIETaMH, PYKOBOJICTBOM, KIIMEHTAMHU.

OK 05.Ocy1iecTBasITh YCTHYIO M NMHCHbMEHHYIO KOMMYHHUKAITUIO Ha TOCYAapCTBEHHOM
SI3BIKE C YI€TOM OCOOEHHOCTEH COLMATBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06.IIposiBNIATh  Tpa)KJaHCKO-ATPUOTHYECKYIO  TO3UIMIO,  JEMOHCTPUPOBATH
OCO3HAHHOE MOBEJIEHNE Ha OCHOBE TPAJAMULMOHHBIX OOIIEYEIOBEUECKUX LIEHHOCTEH, TPUMEHSTh
CTaHJAPTHl aHTUKOPPYILIUOHHOTO IIOBEICHUA.

OK 07.CopnelicTBOBaTh COXpPAaHEHUIO OKPYXKAIOMIEH Cpefbl, PEeCypcocOEPeKeHHUIO,
3¢ (peKTHUBHO AeCTBOBATH B YPE3BBIYANHBIX CUTYAIIHSIX.

OK 08.Hcnons30Bath cpenctBa GU3UISCKON KYIbTYphI JUIsl COXPAHEHUS M YKPETUICHHS
3I0pOBbsl B Tpolecce Mpo(ecCHOHANBbHON NeATeNbHOCTH U MOAJEpKaHus HEoO0XOIUMOro
yYpOBHS (pU3MUECKON OATOTOBICHHOCTH.

OK 09. MW cnons3oBaTh HH(POPMAIMOHHBIE TEXHOJOTMH B MpodhecCHOHATBHOMN
e TeIbHOCTH.

OK 10. Tlomws3oBarbcsi mpodecCHOHATBLHON MTOKYMEHTAllUe Ha TOCYAapCTBEHHOM M
MHOCTPAHHOM SI3bIKAX.

[IpodeccrnonanbHbie KOMIIETEHINU:

IIK 2.1. OcymecTBisiTh YCTaHOBKY W HAaCTPOWKY OTAEIBHBIX I[POTrPaMMHBIX,
IIPOTrpaMMHO-aNNapaTHBIX CPEACTB 3aLIUTHI HH(OPMALIHUH.

IIK 2.2. OGecrneunBarh 3aIiuTy HHGOpMAIMM B aBTOMATU3WPOBAHHBIX CHCTEMax
OTJIEIIbHBIMU IIPOIPAMMHBIMHU, IPOIPAMMHO-AIINIAPATHBIMU CPEACTBAMH.
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I[IK 2.3. OcymecTBisaTh TECTUpPOBaHHE (PYHKIUH OTIEIBHBIX MPOTPAMMHBIX U
IPOTpaMMHO-aNIapaTHBIX CPEICTB 3aLTUTHI HH(OPMAIIHH.

[IK 2.4. OcymiecTBasTh 00pabOTKyY, XpaHEHHUE U nepeaaqy HHGOpMaIi OTPaHUYECHHOTO
JIOCTyTIA.

I[IK 2.5. YHuutoxare WHGOpPMAIMI0O W HOCHUTETHW HH(OpPMalMU C HCIOJIb30BAaHUEM
POrpaMMHBIX U MPOTPaMMHO-aNNapaTHBIX CPEJCTB.

IIK 2.6. OcymiecTBisATh PEruCTPAIMI0 OCHOBHBIX COOBITUH B aBTOMAaTH3WPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEMAX, B TOM YHCIIE€ C UCIOJIb30BaHUEM MPOTPAMMHBIX U MPOTPaMMHO-
anmapaTHbIX CpPEACTB OOHApYXKEHMs, MPEAYNPEeKIECHUS U JIMKBUAALMUU TOCJIEICTBUN
KOMITBIOTCPHBIX aTakK.

1.1.2. B pe3ynbTaTe 0cBOCHHS MPO(HECCHOHATEHOTO MOIYJIS CTYJICHT JOJIKEH:

JIOJKEH 3HATh:

- OCOOCHHOCTH M CHOCOOBI TPUMEHEHHUS MPOrPaMMHBIX U  MPOrPaMMHO-
anmapaTHbIX CPEJCTB 3aIlMThl MHQOpMAIMK, B TOM YHCIE, B OMNEPALMOHHBIX CHCTEMAaX,
KOMITBIOTEPHBIX CETAX, 0a3ax JIaHHBIX;

- METOJIbI TECTUPOBAHUS (YHKIMH OTIEIBHBIX MPOTPAMMHBIX W MPOTPAMMHO-
anmapaTHBIX CPEJCTB 3alIUThl HHPOPMAIUH;

- TUTIOBBIC MOJIENH YIPABICHUS JOCTYIIOM, CPEJICTB, METOJAOB M IPOTOKOJIOB
UACHTU(HUKAIINY U ayTeHTU(DUKAIIHH;

- OCHOBHBIC TIOHSTHS KPUNTOrpaHH M THUIIOBBIX KPUNTOrPaPUUIECKHX METOJO0B U
CpPEZCTB 3aLIUThI HUH(OPMAITHH;

- OCOOCHHOCTH M CHOCOOBI TPUMEHEHHUS MPOrPaMMHBIX W  MPOrPaMMHO-
anmapaTHbIX CPEJCTB TAPAHTHPOBAHHOTO YHHUYTOKEHUS HHPOPMAITUH;

- TUTIOBBIC CPEJICTBA M METOJBI BEJICHHUS ayauTa, CPEICTB U CIIOCOOOB 3aIIMTHI
uHpOpMalMM B JIOKAJIBHBIX  BBIYMCIUTCIBHBIX  CETAX,  CPEACTB  3aIIUTHl  OT
HECAHKITMOHUPOBAHHOTO JOCTYTIA.

JOJDKCH YMETh:

- YCTaHABIIMBaTh, HACTPaWBaTh, NPHMEHATH IPOrPaMMHBIC M IMPOTPAMMHO-
amnmapaTHbIe CPEJICTBA 3aMUTHI HH(OPMAIINH;

- yCTaHABIIMBATh M HACTPAUBATh CPEJICTBA AHTUBHPYCHOH 3aIUTHI B COOTBETCTBUU
C TIPEABSIBISICMBIMU TPEOOBAHUSIMH;

- TUATHOCTHPOBATh, YCTPAHSATh OTKa3bl, oOecrnednBaTh pabOTOCIOCOOHOCTH U
TECTUPOBATh QYHKIIMH MPOTPAMMHO-AMIMAPATHBIX CPEACTB 3aIIUTH HHpOpMAIIHH;

- NPUMEHSTHh MPOTPAaMMHBIC U MPOTPAMMHO-ANMNApaTHBIE CPEACTBA MJS  3AIIUTHI
uH(popMaluu B 6a3ax JaHHBIX;

- MPOBEPATH  BBINIOJHEHWE  TpeOOBaHWM 1O  3amuTe  WHQPOPMAIUU  OT
HECAaHKI[MOHHPOBAHHOTO JIOCTYTIA MPHU aTTeCTalii 00BEKTOB MHPOPMATU3AIIMU IO TPEOOBAHUM
0e301acHOCTH UH(pOPMAIIHIH;

- NPUMCHITh MaTeMaTHYECKUI ammapaTr Ui BBIIOJHEHHUS KPUNTOrpaHYecKuX
npeoOpa3oBaHui;

- UCIIOJIb30BaTh THIIOBBIC MPOTPaAaMMHBIC KPUNTOrpadUyuecKue CpeACTBa, B TOM
YHCIIC JIEKTPOHHYIO TOJIIHCH;



- IPUMEHSATH CPECTBA FAPAaHTUPOBAHHOTO YHUUTOXKEHUS HH(OpMAaInH;

- yCTaHABIMBAaTh, HACTpauBaTh, NPHUMEHATH IPOIPaMMHBIE M IPOTrPAMMHO-
anrmaparHble CpeJICTBA 3alIUThl HH(OPMAIIUH;

- OCYIIECTBIISAITh MOHMTOPUHT M PErHCTPALUIO CBEACHUN, HEOOXOAWMBIX IS
3alIUThl OOBEKTOB HMH(POPMATH3AIMK, B TOM YHCIE C HCIHOJIB30BAHUEM MPOTPAMMHBIX H
IpOTpaMMHO-aNNapaTHBIX ~ CPEACTB  OOHApY)KEHUs, NPEAYNPEKICHUS W  JHMKBHIALNH
NOCJIEACTBUM KOMITBIOTEPHBIX aTaK.

HNmeTh mpakTUYECKUI OMbIT:

— YCTQHOBKHM, HACTPOWKM TPOTPAMMHBIX CPEICTB 3allUThl HH(pOpManmuu B
aBTOMAaTU3UPOBAHHON CUCTEME;

— o0ecrieyeHus 3aILUTHI aBTOHOMHBIX ABTOMATHU3UPOBAHHBIX CUCTEM
IIPOrPaMMHBIMH U ITPOrPaMMHO-aINapaTHBIMU CPEICTBAMM;

- TECTUPOBaHUS (YHKLUHN, TUArHOCTUKA, YCTPAHEHUs OTKa30B W BOCCTaHOBJICHUS
paboTOCOCOOHOCTH MPOrPAMMHBIX U IPOTPAMMHO-ANIAPATHBIX CPEACTB 3aIIUTHI HH(POPMAIINH;

- pemenus 3amad 3amuthl oT HCJ[ k mHbOpMammu orpaHudeHHOTO JOCTymHa C
MIOMOIIBIO IPOTPAMMHBIX M ITPOrpaMMHO-aINapaTHBIX CPEJCTB 3aLUThI MH()OpMaIH;

- INPUMEHEHHUsS JIEKTPOHHOW TMOJMNHMCH, CHMMETPUYHBIX U AaCHMMETPUYHBIX
KPUNTOrpaUUECKUX alrOPUTMOB U CPEACTB MHU(DPOBAHUS TaHHBIX;

— yuéra, 00paboTKH, XpaHEHUs U Nepeaadn HHPOPMaLUH, Ui KOTOPOH YCTaHOBJIECH
PEXUM KOH(PUICHIIUATBHOCTH;

— paboThI ¢ MOJICMCTEMaMH PETUCTPALIH COOBITHH;

- BBISIBJICHHUSI COOBITMH M MHIUAEHTOB O€30MacCHOCTH B aBTOMATU3MPOBAHHOMU
CUCTEME.

1.2. KonngecTBo 4yacoB, OTBOJUMOE Ha OCBOCHHE MPOPECCHOHATLHOTO MOIYIIS

Bcero 748 vacos, u3 HEX:

MaKCUMaJIbHOW y4eOHOW Harpy3ku odydaromierocs (Bcero) — 748 1acos;
00s13aTeNLHOM ayIUTOPHON Yy4eOHOM Harpy3ku oOydaromierocs (Bcero) — 448 qacos;
caMOCTOsATeNIbHAsI paboTa o0yJarorierocs (Bcero) — 78 4acos;

npakThyeckas padota oOyuatomerocs (Bcero) — 0 4acos;

nabopatopHble 3aHATUS o0yJaromierocs (Bcero) — 258 vaca;

KOHCYJhTAIIUU 00YyJaroIIerocs(BCero) — 2 4acos;

y4eOHO MpakTUKK 00ydaroterocs (BCero) — 72 4acos;

MIPOM3BOJICTBEHHAS MPaKTHKa (TI0 MpoduIIIo crienuanbHOCTH) — 144 qacoB;
MIPOMEKYTOUHAs aTTecTanus o0yJaromerocs (Bcero) — 6 4acos.



2. CTPYKTYPA U COAEP’)KAHUE YUYEBHOI'O [TPO®ECCHUOHAJIBHOI'O MOJYJIA
2.1. Ctpykrypa npodeccuoHaIbHOTO MOAYJIS

Konsr HaumeHnosanus O0Bem O0beM poheCCHOHATBHOTO MOYJIS, Yac.
npogecCHOHANTBHBIX pasznenos 00pa3oBaTeIbHOM O6yuenne no M/IK, B gac. [IpakTuku CamocTosTenpHas
00X KOMIIETCHITHI po(heCCHOHATIBHOIO Iporpamm, Jac. BCETO, B TOM 4HCIIE yaeOHas pabota
MOZy 1aCoB | jaGopaTopHBIX U | KypcoBast TIpaKTHKa,
NPAKTHYECKUX pabora 1acos
3aHATHI (Tipoexr),
4acoB

OK01-0OK 10 Paznen 1 Ilporpammusie | 286 262 146 + 36 24
IIK 2.1 -TIK 2.6 U TIPOTrpaMMHO-

HAIIK 5.1 - JITIK 5.4 amnmapaTHbIe CpPeICcTBa
3aIUTHl THPOPMAIHH

OK 01 -OK 10 Paznen 2 240 186 112 - 36 54
IIK 2.1 -TIK 2.6 Kpunrorpaduaeckme
HAIK 5.1 - ATIK 5.4 CpelCTBa 3aIUTHI
nHpOpPMaLUH
Y4eOHas npakTUKa 72
IIpon3BoACTBEHHAS TIPAKTHKA (TI0 IPOQIITIO 144

CIEUUANTBHOCTH), YaCOB (€C/IM PeAyCMOTPEeHA
UTOTOBasl (KOHLIEHTPHPOBAaHHAS) IPAKTHKA)

[TpomesxyTouHast aTTecTanus 6
DK3aMeH 10 nNpohecCHOHaIbHOMY MOIYIIIO 6
Bcero: 748 | 448 | 258 [ 72 [ 78




2.2. TemaTu4ecKuil TIaH U coaepxkanue npodeccuonaaboro moayns (IIM)

HaumenoBanue pa3jaesioB YpoBeHb
Coaepixkanue yueOHOro MaTepuaJa, JJabopaTopHbie padoThl M NPAKTHYECKHE
npo¢ecCuHOHATIBLHOT0 MOYJIsI Oo0bem OCBOEHUS
3aHATHS, CAMOCTOSITe/IbHASA padoTa o0yuarierocs, Kypcopasi padéora
(IIM), Me:KIMCUMTTHHAPHBIX (npoex) JacoB
kypcoB (M/IK) u Ttem
1 2 3 4
M/IK.02.01. IlporpaMMHBI€e ¥ IPOrPAMMHO-aNMNAaPaTHbIE CPeICTBA 3aIUTHI HHPOPMAMHU 286 1,2
Pazgen 1. OcHOBHbIE IPUHIUIILI IPOTPAMMHOI M POrPAMMHO-ANINAPATHOM 3aIMTHI HHGOPMALUHT 1,2
Tema 1. [Ipenmer u 3a1a4n IPOrpaMMHO-AINAPATHON 3aIIUTHI HHPOPMALIUN 6 1,2
[Tpenmert u 3agauu mporpamMmmMHo- | OCHOBHBIE IOHATHS TPOTPAMMHO-AMNIAPATHON 3aIUTH HHPOPMAITIH
anmapaTHOW 3allUThI Knaccupukanuss METOMOB U CpPEACTB MPOTPAMMHO-AMIIAPATHOW  3alIUTHI
nHpopmarun uHpopmaruu
Tema 2. CtangapThl HopwmatuBHbIe TpaBOBBIEC aKThl, HOPMATUBHBIE METOIUYCCKHE JOKYMEHTHI, B 10 1,2
0€30MacHOCTH COCTaB KOTOPBIX BXOJIAT TPEOOBAHUS U PEKOMEHJAINH 110 3aIUTe HH(OpMauu
POrpaMMHBIMH U ITPOrpaMMHO-aIapaTHbIMU cpeacTBamu. [Ipodunu 3ammTs
MPOrPaMMHBIX U TPOTPAMMHO-ANNIAPATHBIX CPEJICTB (MEKCETEBBIX DKPAHOB,
CPEICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENIEH HH(OPMAIINHU, CPEICTB
JIOBEPEHHOM 3arpy3KH, CpEJICTB aHTUBUPYCHOM 3aIIUTHI)
CrangapThl 1o 3anmTe HHGOPMAIIUU, B COCTAaB KOTOPBIX BXOAST TpeOOBaHUS U
PEKOMEHAALNH M0 3aIIKUTe HHPOPMAIIUU MPOTPAMMHBIMU U TIPOTPaMMHO-
anmnapaTHbIMH CPEICTBAMHU.
JlabopaTopHble 3aHSITHUSI 15 1,2
O030p HOPMATHBHBIX IMPABOBBIX aKTOB, HOPMATHUBHBIX METOJUYECKHX
JOKYMEHTOB TIO 3aluTe WH(POpPMAIINH, B COCTaB KOTOPHIX BXOJAT TPEOOBAHUS U
pPEKOMEHJAMKA TI0 3amuTe HHPOPMAIMH MPOTPAMMHBEIMH M MPOTPAMMHO-
anmapaTtHeIMH cpeicTBamu. PaboTa ¢ copepkaHHEM HOPMATHBHBIX MPABOBBIX
aktoB. O630p crannaptoB. Pabora ¢ cogepxaHueM cTaHAapTOB
Tema 3. 3amuiieHsas ABTOMaTH3aIuA nporecca 00padboTkr HHPOPMAIIHH. 8 1,2
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ABTOMATU3WPOBAHHAA CUCTCMA

IToHATHE aBTOMAaTU3UPOBAHHOU CUCTEMBI.

Oco0eHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM B 3aLTUIIICHHOM HCIIOJTHCHHU.
OcHoBHbIe BUibl AC B 3alIUIIICHHOM UCTIOJTHCHHUH.

MeTopl co3ganust 6e30MacHbIX CUCTEM

Meto0510THsI TIPOSKTUPOBAHKS TapAHTUPOBAHHO 3amuiIeHHbIX KC
JMcKkpenoHHbIE MOJIETTH

ManjgaTtHele MOAEIN

JlabopaTopHble 3aHATHS 13 1,2
VYuer, 06paboTka, XpaHeHue u nepenada uadopmaruu 8 AUC
OrpanuyeHue JOCTyIa Ha BXOJ B CUCTEMY.
Wnentudukanus u ayreHTH(GUKALNS T0TIb30BaTENeH
Pasrpannuenue nocryna
Peructparus coObITuii (ayaur).
VYnpasnenue nonutukoi 6e3omacHoctu. [11adaonp 6€30macHOCTH
YHHUUTOXEHHE OCTATOYHON MH(OpMAInH.
KoHTponb 11e710CTHOCTH JaHHBIX
Tema 4. Jlectabunusupyroiee HcTouHnKH necTaOUIN3UpPYIOIIEro BO3IeHCTBHUS HAa OOBEKThI 3alUThHI 6 1,2
BO3/eHCTBUE HAa 00BEKTHI 3aUThl | CriocoObl BO3EHCTBUS Ha HH(OPMAIIHIO
[TpyuuHBI U yCIOBUS 1€CTa0MIN3UPYIOIIETO BO3IEHCTBUS HA HHPOPMAIIIO
TemaTuka MpakTUYECKUX 3aHATUNA U JAOOPATOPHBIX padoT
Pacnpenenenne kaHaaoB B COOTBETCTBUU C UICTOYHHKAMU BO3ACHCTBUS Ha
uHpopmaruio
JlabopaTopHble 3aHATHS 8 1,2
Pacnpenenenne kaHaloB B COOTBETCTBHMM C HWCTOYHMKAMU BO3JICHCTBHA Ha
UH(OPMALIHIO.
Tema 5. [IpuHnuns! porpammHuo- | [ToHsATHE HECAHKITMOHUPOBAHHOTO JOCTYIA K HH(POPMAIUH 6 1,2

arnmapaTHOM 3alUThI
nH(popMaIuu OT

OcHoBHbIE T01X0/161 K 3amuTte nHpopmanuu ot HC/]
Opranu3anus 10CcTyma K ¢aiiaam, KOHTPOJIb JOCTYyIa U pa3rpaHuYCHUE J0CTYIa,
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HECaHKIIMOHUPOBAHHOTO JIOCTYTIa
OpraHu3alu

uepapxudeckuil noctym k ainam. Gukcanus gocryna K paitnam
JlocTyIl K TaHHBIM CO CTOPOHBI IIpoLiecca
Oco0eHHOCTH 3alMTHI JaHHBIX OT u3MeHenus. lludposanue.

JlaGopaTopHble 3aHATHSA

Opranu3anus 10cTyna K ¢aitiam

O3HaKOMJIEHHE C COBPEMEHHBIMH NPOTrPAMMHBIMU M NPOTrPaMMHO-aNapaTHbIMU
cpeactBamu 3amuthl o HCJI

10

1,2

Pasznen 2. 33]1[I/IT3 ABTOHOMHBIX ABTOMATU3UPOBAHHBIX CUCTEM

Tema 1. OCHOBBI 3aIIHUTHI
aBTOHOMHBIX
aBTOMATU3UPOBAHHBIX CHCTEM

Pabora aBroHomMHON AC B 3aIIUIIIEHHOM PEXHME

Aunroput™ 3arpy3ku OC. LlTaTHbie CpeacTBa 3aMbIKaHUS CPEIIbI

Pacummpenue BIOS kak cpencTBo 3aMbIKaHUsI IPOTPAMMHOM CpeJibl

CucrteMbl TUNA DAEKTPOHHBIN 3aMOK. I3 C TPOBEPKOM 1IEJIOCTHOCTH
nporpammuoii cpenpl. [Tonstue AM/I3 (1oBepeHHas 3arpys3ka)

[IpumeHenne 3akiaJoK, HAPABIEHHBIX HA CHUKEHHUE d()D(PEKTUBHOCTU CPEJICTB,
3aMBIKAIOIIUX CPEAy.

1,2

Tema 2. 3amura nporpamMmm ot
W3y4YCHUS

Wzyuenue u obpatHoe npoektuposanue 110

Crioco6s1 n3yuenus [10: cratnueckoe M TMHAMUYECKOE H3yUYCHHE
3ajauu 3aIUThl OT U3YYEHUSI U CIIOCOOBI UX PELICHUs

3amura OT OTJIagKH.

3amura oT Au3acceMOIMPOBAHUS

3amura OT TPAaCCUPOBKH 110 IPEPHIBAHUSM.

1,2

Tema 3. BpenonocHoe
porpaMMHOe oOecrieueHue

BpenonocHoe nporpaMmHoe o0ecriedeHrne Kak 0coObli BUJ] pa3pyIIaionIinx
BO3JICHCTBUI

Knaccudukanus BpeqoHOCHOT0 MporpaMMHOro odecrieuenus. Cxema
3apakeHus. CpencrBa HeTpanu3anuu BpegonocHoro [10. IIpodunaktika
3apakeHUs

[Touck cnenos aktuBHOCTH BpegoHocHoro [10. Peectp Windows. OcHoBHBIE
BETKH, cojiepkamue napopmainio o BpegonocHoM I10. JIpyrue oObeKTHI,

1,2
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conepskaniue naopmanmio o BpenoHocHoM [10, daiinsr prefetch.

Bot-netsl. [IpuHuun ¢pyHKIMOHUpOBaHUSA. MeTo bl OOHApYKEHUS
Knaccudukanus anHTuBupycHbIX cpecTB. CUTHATYpHBIN M SBPUCTUYECKUN
aHaau3

3anuTa OT BUPYCOB B "pydyHOM pexkume"

OCHOBHBIE KOHLENIHMHM TOCTPOCHUS CUCTEM AaHTUBUPYCHOM 3alllUTHl Ha
NpEeANPUITHI

JlabopaTopHble 3aHATHS 1,2
[Tpumenenus cpencts uccaenoBanus peectpa Windows 11t HaX0XKJICHUS CIIEJIOB
aKTUBHOCTH BpefoHocHoro I1O0
Tema 4. 3amura nporpamMm u HecankumonupoBanHoe konupoBaHnue nporpamm kak tun HCJL 1,2
JaHHBIX OT FOpuanueckne acnekTbl HECAHKIIMOHWPOBAHHOTO KOMMPOBAHUS IPOrpamM.
HECaHKLHOHUPOBAHHOTO OO111ee TOHATHE 3aIIUTHI OT KOMMMPOBAHHUS.
KOTIUPOBAHHUS [Tpusszka [1O k anmapaTHOMY OKPYKEHUIO U HOCUTEISIM
3amMTHBIE MEXaHW3MBl B COBPEMEHHOM IIPOTPAMMHOM OOECIIEYeHUH  Ha
npumepe MS Office
3amuTHBIE MEXaHM3MBbl B NpuiokeHusx (Ha mpumepe MSWord, MSExcel,
MSPowerPoint)
JlabopaTropHble 3aHATHS 1,2
3amuTa HHQOpPMAIMKU OT HECAHKIIMOHUPOBAHHOTO KOTTMPOBAHUS C
HCIOJIb30BaHUEM CIEIMATU3UPOBAHHBIX IPOTPAMMHBIX CPEJICTB
3amuTHBIC MEXaHU3MBI B IpuiiokeHusax (Ha mpumepe MSWord, MSExcel,
MSPowerPoint)
Tema 5. 3amura nadopmaruu Ha | [IpoGiema 3amKThI OTYYXAaeMbIX KoMIoHeHTOB [IDBM 1,2

MalllMHHBIX HOCUTCIIAX

Metoap! 3amuTHl THPOPMAIIUN Ha OTYYXJaeMbIX HocuTensix. LudppoBanue.
CpencTtBa BocCTaHOBJIEHUS OcTaTouHON nH(popmaruu. Co3/iaHre MOCEKTOPHBIX
o6pazoB HXKM/JI.

[TpuMmeHeHue cpeCTB BOCCTAHOBJICHUS OCTATOYHON HH(GOpMAIUuU B CyAeOHbIX
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KPUMHMHAJIUCTUYECKUX IKCIIEPTU3aX U IIPU PACCIECAOBAHUN UHLUICHTOB.
HopmartuBHas 6a3a, JOKyMEHTUPOBAaHHE PE3yIbTaTOB

JlaGopaTopHble 3aHATHSA

[TpumeHeHue cpecTBa BOCCTAHOBIICHUS OCTATOYHON MH(POpPMAIK HA IPUMEpe

Foremost ninu ananora

[IpumeHeHue criennaaTu3uPOBAaHHOTO MPOTPAMMHO CPEJICTBA IS
BOCCTaHOBJICHUS yJAJICHHBIX (paiiIoB

[Ipumenenue mporpamm it 6€3BO3BPAaTHOTO yAANCHHS JaHHBIX
[Tpumenenne nmporpamMm 1Jis IK(POBAHUS TAHHBIX HA ChEMHBIX HOCUTEISX

15

1,2

Tema 6. AnnaparHble cpeacTBa
uaeHTU(DHUKAIIAN 1
ayTeHTH(HUKAITUHU TI0JIb30BaTelICH

TpeboBaHus K anmapaTHBIM CPeICTBAM UACHTU(UKALUY U ayTeHTH(PUKAIUN
nojbs3oBaTesnei, npuMenseMbiM B 93 u AIIM/I3
VYerpoiictBa Touch Memory

1,2

Tema 7. CucteMbl 0OHAPYKEHUS
aTaK U BTOP>KCHUI

COB u COA, otnnuus B hpyakuusx. OcHoBHbIE apxuTekTypsl COB.
Hcnonb3oBanue ceTeBbix cHu(epoB B kauecte COB.

Amnmnapartssiii komnoneHT COB.

[IporpammusbIil komnoHeHT COB.

Monenu cucreMbl OOHapy»)eHus Brop:keHui, Kiaccuduxamnus cucrem
oOHapy>xeHHs BTopx)eHuid. OOHapyxeHue curuatyp. OOHapyx)eHne aHOMaJINH.
Hpyrue meTonpl 0OHApPYKEHHS BTOPYKEHUM.

1,2

JlaGopaTopHble 3aHATHSA
MonenupoBaHue npoBeneHus aTaku. M3yueHne HHCTpyMEHTaIbHBIX CPEACTB
oOHapyXeHHs BTOPKEHUN

1,2

Pa3nea 3. 3amura nHGpopManNu B JJOKAJTBHBIX CETHAX

Tema 1. OcHOBBI TOCTPOEHUS
3aIUIICHHEIX CeTel

CeTI/I, paGOTaIOH_II/Ie IO TCXHOJIOTUU KOMMYTAallU! ITaKCTOB.

Crexk potokosoB TCP/IP. Oco6eHHOCTH MapIIpyTH3aIUH.

[[ITatHpIe cpencTBa 3aniuThl HHPOpManuu creka mpotokoso TCP/IP.
CpeactBa naeHTUPUKALUN U ayTeHTU(PHUKAIIMU Ha Pa3HbIX YPOBHSIX MIPOTOKOJIA
TCP/IP, nocTonHCTBa, HEAOCTATKH, OTPAHUYCHHUS.

1,2
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Tema 2. Cpencrta opranusanyu
VPN

BupryanpHas yactHas ceTb. @yHKIIMYU, HA3HAUYEHUE, IPUHIUI IOCTPOEHUSI.
Kpunrorpaduueckue u Hekpunrorpaduieckue cpeacrsa opranuzanuu VPN.

1,2

JlaGopaTopHble 3aHATHSA
VYerpoiictBa, o6pasyronne VPN. Kpunromapipytuzatop u KpunTopuiabTp.

Kpunropoyrep. [IpuHuumnel, apXxuTekTypa, MOJeIb HAPYLIUTENS, JOCTOMHCTBA U
HEIOCTATKU
Pa3zsepTriBanue VPN

1,2

Pasznen 4. 3amura undgopmanum B ceTsix 0011ero J0CTyna

Tema 1.00ecneueHue
0€30I1aCHOCTHA MEXKCETEBOTO
B3aUMOJIEHCTBUS

Metoap! 3aUTHl THPOPMAIUH IPH paboTe B CETAX OOILIETo JOCTYIIA.
MesxceteBble 3kpanbl Tumna firewall. JlocTouHCcTBa, HETOCTATKH, peaTu3yeMble
MOJIUTUKU OE30MaCHOCTH

OcHosuble Tumnbl firewall.

CummeTpudHbIe U HecuMMeTpudHbIe firewall.

VYpogens 1. [TakeTHbIe GUIABTPHI

VYpoens 2. GunbTparus ciryx0, MOUCK KIIOUEBBIX CJIOB B TEJIE MTAKETOB Ha
CETEBOM YpOBHE.

1,2

JlabopaTopHble 3aHATHS
W3zyuenue u cpaBuenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.
Wzydenue pa3nuyHbIX criocoOO0B 3aKpbITHS "ONacHbBIX" MOPTOB

1,2

Paszgea S. 3amura undgopmanuu B 0a3ax JaHHBIX

Tema 1. 3amura nadopmauu B
0a3ax JTaHHBIX

OCHOBHBIE THUITBI YTP03. Moenb HapyIIuTeNs

CpencrBa naeHTUGHUKAINY U ayTeHTH()UKAMK. Y IpaBIeHUE JOCTYIIOM
CpencTBa KOHTPOJIS LIEIOCTHOCTH MH(OpMaIuy B 6a3ax JaHHBIX
CpencrtBa aynuTa M KOHTPOJISI 0€300aCHOCTH.

1,2

JlaGopaTopHble 3aHATHSA
N3yuenne mexann3moB 3amutel CYBJ] MS Access
N3yuenne mratHbix cpencts 3amuTtel CYBJ] MSSQL Server

10

1,2

Pa3znen 6. MOHMTOPHHT CHCTEM 3alIUThHI

Tema 1. MOHUTOPHUHT CUCTEM

ITonsitue 1 000CHOBaHKE H€O6XOI[I/IMOCTI/I HCIIOJIb30BaHWA MOHUTOPUHI'A KaK

10

1,2
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3alIUThI

HE00X0IMMOW KOMITOHEHTHI CUCTEMBI 3aLUThI HH()OPMAIHH

OcobeHHoCTH (pUKCcAIMK COOBITHH, MOCTPOSHHBIX Ha Pa3HbIX MPUHLUIAX: CETHU C
KOMMYTallel coelMHeH i, ceTb ¢ kKoMmMyTaruei nakeros, TCP/IP, X.25
Knaccudukanms orciaexxuBaeMbIx cOObITHIH. OCOOEHHOCTH MMOCTPOCHHS CHCTEM
MOHHUTOPHUHIa

Hcrounnku nHGopManuu 1151 MOHUTOPUHTA: CETEBbIE MOHUTOPBI,
CTAaTUCTHUYECKUE XapaKTEePUCTHKH Tpaduka yepe3 MO, mpoBepka pecypcos
00I11ero MOJIH30BAHUS

Knaccudukanus cereBbIX MOHUTOPOB

Cucremsl ynpaBieHus COOBITUIMH HH(pOpMaAIIMOHHOH Oe3omacHocTu (SIEM).
0630p SIEM-crcteM Ha MUPOBOM U POCCUICKOM PBIHKE

JlaGopaTopHble 3aHATHSA

N3ydeHue u cpaBHUTEIbHBIA aHAIN3 PACTIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha
npumepe RealSecure, SNORT, NFR unu apyrux anamoros

IIposenenue ayaura JIBC cereBbIM CKaHEPOM

1,2

Tema 2. 3yuenue mep 3auThl
uHpopMaluu B
MH(POPMAIMOHHBIX CHCTEMax

Nzydenune TpeboBaHuii 0 3amure HHGOpMAINK, HE COCTABIISIONIEH
rocyaapcTBeHHyto Taiiny. M3yuenne meroguueckux gokymeHtToB ®CTIK mno
NPUMEHEHHIO MEP 3aIHTHI

1,2

JlaGopaTopHble 3aHATHSA

Br160p Mep 3anuThl HHGOPMAIMH IJIs UX peau3aiii B THHOPMAITHOHHON
cucteme. BeIOOp cOOTBETCTBYIOUINX MTPOrPAMMHBIX U IPOrpaMMHO-aNMapaTHbIX
CPEICTB U PEKOMEHIAlNI TT0 UX HACTPOIKe

1,2

Tema 3. 3yueHue cOBpeMEHHBIX
IPOrpaMMHO-aNnapaTHBIX
KOMILJICKCOB.

JlabopaTopHble 3aHATHS

YcTaHoOBKa M HACTpOiiKa KOMILIEKCHOTO cpecTBa Ha mpuMepe SecretNetStudio
(yueOHas TMLIEH3HUs1) UK JPYTUX aHAJIOTOB

VYcTaHoBKa ¥ HaCTpOHKa MPOrPAMMHBIX CPEJICTB OLICHKH 3aIIMILEHHOCTH U
aynuTa HHPOPMaIMOHHON 6€30MacHOCTH, n3ydeHne (YHKIMN 1 HaCTPOiTKa
pexuMoB paboTel Ha nmpuMepe MaxPatrol 8 ninm npyrux anamsoros

18

1,2
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W3ydenue TunoBbIxX pemienuid st mocrpoeHust VPN Ha npumepe VipNet win
JIPYTUX aHAJIOTOB

N3ydenune coBpeMEHHBIX CUCTEM aHTUBUPYCHOM 3aIUTHI Ha IPUMEpe
KopropatuBHbIX pemennii KasperskylLab nnn qpyrux ananoros

N3yuenune ¢pynknuronana u obnacreit mpumeHnenust DLP cucrem Ha mpumepe
InfoWatchTrafficMonitor wiu npyrux anamsoros

KypcoBas padora

1,2

[TpumepHas TeMaTHKa KypCOBBIX padoT

Onenka 3¢ (eKTUBHOCTH CYIIECTBYIONINX MPOTPAMMHBIX U IPOTPAMMHO-ANTAPATHBIX CPEJCTB 3alIUTHl HHPOPMAITUU
C MPUMEHEHUEM CIICIIUATN3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB (MHANBUIYAILHOE 331aHHE)

O0630p 1 aHAJIN3 COBPEMEHHBIX MPOTPAMMHO-AIAPATHRIX CPEACTB 3alTUThI HHPOpMaNNK (MHINBHIyAIbHOE 3a/IaHHE )
Br16op onTuMansHOTO CpencTBa 3alMThl HHPOpMAIUK UcXoas u3 MeToaudeckux pekomenaamuit @CTOK u
MMEIOIIUXCS UCXOTHBIX TaHHBIX (MHIMBUIYaJIbHOE 3a/IlaHUE)

[IpumeHeHne mporpaMMHO-aIIapaTHbIX CPEICTB 3aIUThI MH(OPMALIMU OT PA3IMYHBIX TUIIOB YTPO3 HA MPEANPUATHH
(MHIMBUYaJIbHOE 3a/IaHUE)

[Tpobnema 3ammThl HHGOpMAIMK B 00IaYHBIX XpaHUIUIIax qaHHbIX 1 [{Odax

3amuTa cpesl BUPTyaln3aiiu

1,2

[TpumepHas TeMaTHKa caMoCTosATeNbHON paboTel pu u3ydernu MJIK.02.01

N3yuenre HOBBIX TEXHOJIOTHI XpaHEeHUs HH(popMaIuu

CraTucTuka ¥ aHaau3 KPYIHBIX yTeuek HH(OPMAaLIUU 33 TOJ

[Touck nHbOpMaIu 0 HOBBIX BHIAaX aTak Ha HH()OPMALIMOHHYIO CUCTEMY

0O0630p cOBpeMEHHBIX IPOTPAMMHBIX U MPOTPaMMHO-ANNapaTHBIX CPEICTB 3aIIUThI

CpaBHUTENBHBIN aHATIN3 COBPEMEHHBIX IPOIPAMMHBIX M IPOrPaMMHO-aNNapaTHBIX CPEACTB 3aIUThI

24

1,2

M/K.02.02. Kpuntorpadpuyeckue cpeacTsa 3amiuThl HHGOpMAUKH

240

1,2

Pa3nes 1. MaremMaTH4yecKHe OCHOBBI 3alIUTHI MHpOpMaUK

1,2

Tema 1. MaremaTuueckue DJIEeMEHTHI TEOPUU MHOXKECTB. ['pynimbl, KOJbIa, MOJIS.
OCHOBBI Kpurnrorpapuu Jenumocts uucen. [Ipusnaku genumoctu. [IpocTeie U cocTaBHBIE YHCIA.
OcHoBHas Teopema apudmeruku. Hanbonpmmit o6muit genurens. Bzaumuo

1,2
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npoctele uncna. AnroputM EBxinaa s nHaxoxaenus HO/L.
OtHomenus: cpaBHUMOCTH. CBolicTBa cpaBHeHHA. MoynsipHas apudpMeTuka.

depma-Diinepa. ATTOPUTM OBICTPOTO BO3BEICHHS B CTEIIEHB TTO MOJTYJIIO.
CpaBHeHUs IepBOi cTeneHu. JInnelinple AMO0PaHTOBB ypaBHEHUSI.
Pacmmmpennsiit anroputm EBkinaa.

Kwuraiickas Teopema 00 octaTkax.

[IpoBepka yncen Ha MPOCTOTY. ANTOPUTMBI F€HEPALIMU IIPOCTBIX uncen. Mertoz
npoOHBIX nenenHwuid. Pemero Dparocdena.

Kunaccel. [lonnas u npuBeneHHas cucrema BeiuetToB. @yHkiusa Ditnepa. Teopema

JlabopaTopHble 3aHATHS

Paznoxxenue ynciaa Ha MHOXKUTENU. ANTOpUTMBI (pakTopuzanuu. Gakropuzanus
®epma. Meron [lomnapna

ANTOpUTMBI TUCKpEeTHOTO JorapudmupoBanus. Merox [lomnapna. Meton
[loppa.

Apudmerndeckue onepanuu Haj OOJBITUMHA YHCIIAMA

DITUNITHYECKHE KPUBBIC U UX TIPUIIOKECHUS B KpUTITorpadun
[Ipumenenue anroputma EBknuaa qis Haxoxaenus HOJI. Pemenne nuHenHbIX

1o aHTOBBIX YpaBHEHUH
Penrenue 3amad ¢ 3JeMEHTaMH TEOPHH YHCEI.

17

1,2

Pa3nea 2. Knaccuveckass Kpunro

rpagust

Tema 1.
Metoab!l KpunTorpadpu4IecKoro
3alIUThl HH(pOPMAIHN

Knaccudukanus oCHOBHBIX METOIOB KPHUIITOTrpahuIecKoi 3amuThl. MeTo bl
CUMMETPUYHOTO IH(POBAHUSL.

HIudpsr 3amensl. [Ipocras 3amena, MHOroanaBuTHas MOICTAaHOBKA,
MPOTOPITMOHATBHBIN TTHQD.

Metobl IEpEeCTaHOBKH.

1,2

JlaGopaTopHble 3aHATHSA
TabnuyHast mepecTaHOBKA, MapIIPyTHAas IepecTaHOBKA
I'ammupoBanue. 'ammupoBaHue ¢ KOHEYHOM U OECKOHEYHON TaMMaMH.

1,2
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[TpumeHeHne KiaccHYecKux MuppoB 3aMEHbI
[IpumeHeHne KIaccH4ecKux MuppoB MepecTaHOBKU
IIpuMeHeHre MeTO1a TaMMUPOBAHNS

Tema 2. Kpunroananus OcHoOBHBIE METOIbI KpuniToaHan3a. Kpunrorpaduueckue araku. 6 1,2
Kpunroraduyeckas cTOWKOCTb. AOCOIIOTHO CTOWKHE KPUIITOCUCTEMBI.
JlabopaTopHble 3aHATHS 10 1,2
[Mpunuunsr Kupkxoddcea
[lepcniekTUBHBIC HANIPaBIICHUS KPUNITOAHAIN3a, KBAHTOBBIA KPUITTOAHAIM3.
Kpunroananu3 mmdpa npocToii 3aMeHbl METOJIOM aHaJIM3a YaCTOTHOCTH
CHMBOJIOB
Kpunroananus kinaccuueckux MMQPpPOB METOIOM MOJHOTO epedopa Kirroueit
Kpunroananus mudpa Buxunepa
Tema 3. [Torounsle MUGPHI 1 OcHOBHBIE TPUHITUITEI TOTOYHOTO MK poBanus. [Ipumenenue reaeparopor [1CH 6 1,2
reHepaTOpPhI MCEBIOCTyYalHbIX B Kpunrtorpaguu
umcen JlaGopaTopHblie 3aHATHS S 1,2
Mertopl nostydeHust ceBAOCIydailHbIX nocuenoBarensHocTel. JIKI', meton
®ubdonayuuu, meroqg BBS.
[Ipumenenne MeronoB renepanuu [1CH
Pa3nea 3. CoBpemennasi kpunrorpagus
Tema 1. KogupoBanue Koauposanue nndopmaru. CumBonabHOE KogupoBaHue. CMBICIOBOE 6 1,2
nH(popManuu. KogupoBaHue. Mexanuzanus mudpoBanus. [Ipeacrapnenne nabopmanu B
Kommnbrorepuzanms mmdpoBanus. | 1BoudHOM koje. Tabmmma ASCII
Komnerotepuszanus mudpoBanus. AnnapaTtHoe U MporpaMMHoOe mrdpoBaHue
Crangaptuzanus MporpaMMHO-aNMapaTHBIX KPUNITOTpadhUIECKUX CUCTEM U
CpPEZCTB.
JlabopaTopHble 3aHATHS 13 1,2

N3y4yenne coBpeMEHHBIX IPOTPAMMHBIX U allIapaTHBIX KPUITOTPahUIECKUX
CpPEICTB
Koauposanue nndopmaru
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[IporpammHas peanuszanus KJIacCUYeCKUX MU(pPOB
W3ydenue peanuzanuy KJIaCCUYECKUX MU(POB 3aMEHBI M IEPECTAHOBKH B
nporpamme CrypTool unu ananore.

Tema 2. CumMeTpuvHbBIC O6mume ceeaeHusi. CTpyKTypHas cCXxeMa CHMMETPUYHBIX KPUNITOTPaPUIECKUX 6 1,2
cUCTeMBbI IH(pOBaHUS CUCTEM
JlabopaTopHble 3aHSITHUSI 9 1,2
OreuectBeHHbIe anroputmMbl Marma u Kysneuuk u crangaptel [[OCT P 34.12-
2015 u T'OCT P 34.13-2015. Cummerpuunsie anroputmsl DES, AES, TOCT
28147-89, RC4
W3ydeHne mporpaMMHO pean3aiii COBPEMEHHBIX CHUMMETPUYHBIX IH(POB
Tema 3. AcuMMeTpUYHbIE KpunrocucreMsl ¢ OTKPBITHIM KITt0o4oM. HeoOpaTuMoCTh crcTeM. 6 1,2
cucTeMbl MU(POBAHHUS JlaGopaTopHbie 3aHATHS 1,2
CrpykTypHas cxema mu(poBaHUS C OTKPBITHIM KITIOYOM.
DNEeMEHTBI TEOPUH YUCEI B KPUNITOTPAQHUH C OTKPHITHIM KITIOYOM. 10
[TprmeHeHne pa3IMYHbIX ACHMMETPUYHBIX aJITOPUTMOB.
N3yueHnue nporpaMMHOM peanu3aiy aCUMMETPUYHOro anroputMa RSA
Tema 4. Ayrentudukanus Ayrentuduxanms ganaeix. O6mue noustus. 1. MAC. OnHoHanpaBieHHbIE 6 1,2
JTAHHBIX. DIIEKTPOHHAS MOJNUCHh | XeHI-(QyHKIIMH. AJTOPUTMBI TU(PPOBON MOIIHCH
JlaGopaTopHble 3aHATUS 6 1,2
[Tpumenenue pa3nmuyHbIX HYHKIMA XEITUPOBAHUS, aHAIN3 0COOECHHOCTEH
XeIen
[Ipumenenne kpunTorpaguUecKux aTak Ha Xen-()yHKIHH
N3ydeHne mporpaMMHO-aInapaTHbIX CPEICTB, PEATU3YIOIINX OCHOBHBIE
byakuun D11
Tema 5. AnropuT™Mbl oOOMeHa AJNTOPUTMBI pacrpeieICHHs KITIoUel ¢ IPUMEHEHUEM CUMMETPUIHBIX U 6 1,2
KJIFOYEU U IIPOTOKOJIBI acUMMeTpUYHBIX cxeM IIpoTokoisl ayreHTHGHKanMK. B3anmuas
ayTeHTU(UKAUU ayreHTU(UKanus. OTHOCTOPOHHSS ayTEeHTU(DUKAIUS
JlabopaTopHble 3aHATHS 12 1,2

[Tpumenenue npotokona Juddu-Xemmmana ais oOMeHa KiIouaMu
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muGpoBaHUsL.
[Tpumenenue nporokona Juddu-Xemmmana ais oOMeHa KIouaMu

muGpoBaHUSL.
W3yueHre MpUHIMTIOB PabOTHI TPOTOKOJIOB ayTeHTU(DHUKAILINY C
HCIIOJIb30BaHUEM JIOBEPEHHON CTOPOHKI HA MpuMepe mpoTokomna Kerberos.

Tema 6. Kpunrozamura Abonentckoe mudpoanue. [lakerHoe mudposanue. 3amuTa HEHTpa 6 1,2
uH(pOpMALIUU B CETAX Nepeaadn reHepauuu kimoueit. Kpunromapmpyruzarop. [lakeTHbiit GuibTp
JAHHBIX Kpunrorpaduueckas 3ammra 6ecripoBOIHBIX COSIMHEHUH B CETAX CTaHAapTa
802.11 ¢ ucnonbzoBanueM npotokosoB WPA, WEP
Tema 7. 3amura nadopmaiuu B [TpuHIUTIB HYHKIIMOHUPOBAHUS JIEKTPOHHBIX IUIATEKHBIX CHCTEM. 6 1,2
JIEKTPOHHBIX IATEKHBIX DJEeKTPOHHBIE IIACTUKOBbIE KapThl. [lepcoHaNbHBIN NAEHTH(PUKALIMOHHBIH
CUCTEMAX HOMEp.
JlabopaTopHble 3aHATHS 10 1,2
[Tpumenenne kpunrorpaduyeckux MPOTOKOJIOB Ui 00ecIIeYeH s
0€30MaCHOCTH NEKTPOHHONH KOMMEPIIHH.
[Ipumenenue ayreHTH(PUKALMN IO OJJHOPA30BBIM MapoJisiM. Peanu3arius
QITOPUTMOB CO3/IaHUS OJJHOPA30BbIX NAaposIeH
Tema 8. KomnbrorepHas CkpsITas nepenaya nHGOPMAIMKM B KOMITBIOTEPHBIX cucTemax. [Ipobiema 6 1,2
creraHorpadus ayTeHTU(UKALUU MYyJIbTUMEAUHHON HHpOpMaLKU. 3allluTa aBTOPCKUX MIPaB.
JlabopaTopHble 3aHATHS 11 1,2
MeTtonapl kKoMITbIOTEpHOU cTeraHorpaduu. [{udpossie BomsHBIC 3HAKH.
Anroputmsl BctpanBanus [{B3
O0630p u cpaBHUTENBHBIN aHanK3 cymecTBytomuiero [10 ams BcrpauBanus 1IB3
Peanuzanus npoctelmumx creraHorpauyeckux ajaropuTMOB
[TpumepHast TeMaTHKa CaMOCTOSTENbHON paboTh! pu u3ydennn MJIK.02.02 o4 1,2

WcTopus pa3Butus Kpunrorpapuu

[IporpamMMHas peanuzanus KJIacCHUYECKUX MHU(PPOB
OnTumu3aus METOJ0B YaCTOTHOTO aHaJIN3a MOHOAN(aBUTHBIX MU(POB.
[IporpamMMHas peanuzanus KJIacCHUYECKUX MHU(PPOB
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Metozapl MexaHU3aluu MU POBAHUSL

[Mudposoe npeacTaBiIeHre pa3IMuHbIX GopM HHPOpPMALIUU
AHanu3 COBPEMEHHbBIX CHMMETPUYHBIX KPUITOAITOPUTMOB
AHanu3 COBPEMEHHBIX aCHMMETPUYHBIX KPUIITOAJITOPHUTMOB
[TporpammHas peanu3anus COBPEMEHHBIX KPUIITOAITOPHTMOB

Koncynbranun 2 1,2
VYuebnas npakruka MJIK.02.01 1 MJIK.02.02 72 1,2
Bunst pabot:

[TpumMeHeHre TpOrpaMMHBIX M IIPOTPaMMHO-aNNapaTHBIX CPeACTB oOecneueH st HH(HOPMAIIMOHHON 0€30IacHOCTH

B aBTOMAaTH3UPOBAHHBIX CHCTEMAax

JIMarHocTHKa, yCTpaHEHHE 0TKa30B U o0ecreyeHne paboToCnocOOHOCTH MPOrpaMMHO-aMMAPaTHBIX CPEACTB

obecrieueHrss ”HPOPMAITMOHHOHN 0€30MaCHOCTH

Ornenka 3 (heKTUBHOCTH MPUMEHSIEMBIX MPOTPAMMHO-AMNNaPaTHBIX CPEJICTB 0OecTieueHHsT HH(OPMAITMOHHOM

0e301acHOCTH

CocraBieHne TOKyMEHTAIMK 10 y4eTy, 00paboTke, XpaHEHUIO U Mepenadye KOHPHUISHIIMaIbHON HH(OpMaIH

Vcnonp30BaHue MporpaMMHOro o0ecredeHus A 00paboTKH, XpaHEHHS U TTepeiaui KOH(PHIeHIIMaIbHON

uHpOopMaIu

CocraBieHre MapuipyTa 1 cocTaBa MPOBEICHUS PA3IIMYHBIX BUIOB KOHTPOJIBHBIX MPOBEPOK MPH aTTECTAIIH

00BEKTOB, MIOMELEHUH, TPOrPaMM, aJIrOPUTMOB.

YcTpaneHue 3aMeuaHuii Mo pe3yjabTaramMm IpOBEPKHU

AHanu3 U COCTaBJI€HHE HOPMATUBHBIX METOJNYECKHUX TOKYMEHTOB 10 00ECTIEUeHUIO UH(OPMAIIMOHHON

0€30I1aCHOCTH ITPOrpaMMHO-aIINapaTHBIMU CPEJICTBAMHU, C Y4€TOM HOPMATHUBHBIX MPABOBBIX aKTOB.

[TpuMeHeHre MaTeMaTHYECKUX METO/IOB ISl OLIEHKU KaueCcTBa U BbIOOpA HAMITYUIIEro MPOrpaMMHOIO CPEICTBA

[IpounsBoacTBenHas npaxkruka no [1TM.02 144 1,2

Bunst pabot:
— AHaM3 NPUHLKIIOB TOCTPOSHHSI CUCTEM HH(POPMALIMOHHOM 3alIUTHI IPOU3BOACTBEHHBIX MOIPA3/ICICHUH.

— TexHuueckas dKCITyaTanys 3JIEMEHTOB MPOrPAMMHOM U anmnapaTHOMN 3alllUThl aBTOMAaTU3UPOBAHHOW CHCTEMBI.

— YuacTue B TMarHOCTUPOBAHUH, YCTPAHEHUHU OTKAa30B U 00ecriedyeHHH paboTOCIIOCOOHOCTH MTPOrPaMMHO-

20




anrmapaTHbIX CpEICTB o0ecredeHns: HHPOPMALMOHHOM Oe3011acCHOCTH;

— AHanu3 3¢ (heKTUBHOCTH MPUMEHSIEMBIX IPOTPAMMHO-AIMIAPATHBIX CPEACTB 0OecredeHns HHPOPMALIMOHHOM
0€30MaCHOCTH B CTPYKTYPHOM I0/Ipa3AeiIeHUN

— Yyactue B o0ecriedyeHun yuera, o0pabOTKH, XpaHEHUS U Nepeayn KOHPUICHITUATLHON HHPOPMAITHI

— [IpuMeHeHnne HOPMAaTHBHBIX NTPABOBBIX AKTOB, HOPMATUBHBIX METOINYECKUX JTOKYMEHTOB IO 00ECIICUCHHIO
MH(POPMAIIMOHHON 0€30IMaCHOCTH POTPaMMHO-aNIAPATHBIMUA CPEICTBAMH TIPH BHITOJHEHUH 33/1a4 MPAKTHUKH.

DK3aMeH 10 Npo¢eCcCHOHATHLHOMY MO0 6

BCEI'O 748
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3. YCJIOBUA PEAJTIM3AIIUU ITPOTPAMMBI ITPOGECCHUOHAJIBHOI'O MOV JIA

3.1. Jlna peanusanu MporpaMMbl TMPOQPECCHOHATHHOTO MOIYJSI JOKHBI  OBITh
MIPElyCMOTPEHBI CIEAYIONINE CIelHalbHbIE TOMEIEHUS:

Peanuzarust mporpamMmsl penoiaracT HaIuIue yaeOHoro kabuneTa, 1abopaTopuid
WHQPOPMAIMOHHBIX TEXHOJIOTHHI, POTPaMMHUPOBAHHS U 0a3 JaHHBIX, CETEH U CHCTEM Mepeadn
UH(POPMAIINH, TPOTPAMMHBIX U TIPOTPAMMHO-AIMITAPATHRIX CPEJICTB 3aIIUTHI HHPOPMALINH.

O6opynoBanue yueOHOTO KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MECTa 00 YJIArOIITUXCS;

- KOMITBIOTEPHI, 00bEAMHEHHBIE B JIOKAJTbHYIO BEIYUCIIUTENEHYIO CETh;
- POEKTOD;

- IKpaH;

- AKyCTHUYECKasi CUCTEMA;

- yueOHO-HarIsAAHbIE TOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- ydeOHbIE TTPE3CHTAIIUH.

PazpgaTounsblii quakTHYECKUH MaTeprat: yIdeOHbIe KApTOUYKH C 33/IaHUSIMHU;
TUTAKTUYECKUI MaTepuall Il BBIMOJTHEHUS TPAKTUYECKUX PaboT.

Texuuueckue cpencTBa 00ydeHus:

- KOMITBIOTEPHI, 00BETUHEHHBIE B JJOKAJIbHYIO BRIYUCIUTEIbHYIO CETh;

- MYJIbTUMEHNA IPOCKTOP;

- WHTEPAKTHBHAS TOCKA.

- MpOrpaMMHO-aIapaTHele  cpeAcTBa 3amuThl  uHpopManuu ot HC,
OJIOKMPOBKH J0CTyMa 1 HapyiieHus nenoctHoctr B Bune: [TAK Co6onb (MMeercs B HAIUYUH) —
L.

VY4eOHo-MeToAUYECKHE MaTepralibl U 00pa3bl BUPTYabHBIX MAIlIUH JJIsi pa3BEPThIBAHUS
y4eOHBIX CTEHJIOB MO CIEAYIOMHUM TeMam: "3ammurta cepBepoB u padbouux cranmuil" (OCHOBBI
npuMeHeHus cuctemsl 3amuThl Secret Net Studio, Secret Net LSP u [TAK "Co6oip") — ot 16 10
32 akagemuueckux 4acoB; "3ammra cereBoro nepumerpa’ (OcHoBbl npumenenust AIIKII
"Kontunent" Bepcuii 3.9, 4 myist opranuzanuu ceTeBoi 3ammThl) — oT 16 10 32 akageMu4ecKux
yacoB; "Opranuzanusi J0CTyna yJAJICHHBIX NOJb30BaTeleld K BeO-pecypcam 3aIlMIIaeMoi
kopnopatuBHoi cet 1o mpotokoay TLS" (Ocuossl npumenenuss CK3U "Kontunent TLS" nnst
OpraHu3alMy yAaJIeHHOro jJocTtyna) — oT 8§ no 16 akameMuueckux 4vacos; "3alura CpeiacTB
Bupryanmsanuu’ (OcHoBBI mpuMeHeHust v(Gate 11t 3aluThl BUPTYaIbHBIX HHPPACTPYKTYP) — 8—
12 akageMUYECKUX YacOB

Ocnamenue nadoparopun MHDOpMAIMOHHBIX TEXHOJIOTHH, MPOrpaMMHUPOBaHUs U 0a3
TAHHBIX:

- pabourie MecTa Ha 0a3e BEIYUCIUTENLHON TEXHUKU IO OTHOMY pabodemy
MECTY Ha 00y4aronerocs, MoAKIIOYCHHBIMH K JIOKATHbHOW BBIYUCIUTEILHOU CETH U CETH
«HTEepHETY;

- JluctpuOyTUBBI TPOrPaMMHOTO KoMIutekca Vipnet;
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- JuctpuOytuBsl mporpammuoro komiuiekca InfoWatch TrafficMonitor

- JuctpubyTuBel LINUX OmMepannoHHbIX CHCTEM;

- JIucTpruOyTHBBI aHTUBHUPYCHBIX MPOTPAMMHBIX KOMILICKCOB,;

- Axanemuueckas moanucka Office 365 Al s npernoaBaTencii U CTYIEHTOB,

- OpOrpaMMHOE  OOeCIieUeHHE: JAUCTPUOYTHUBBI  OTMEPALMOHHBIX  CHUCTEM;

npaBo4Has npaBoBas cuctema «["apanty; [10 Oracle VirtualBox; anTuBupycHas mporpamma;

- [TpuknagHoe mporpaMMHOE obOecreueHue, B TOM Yucle: AKajeMuuecKas
noanucka Office 365 Al ans npenonaBareneil ¥ CTyIEHTOB;

- becrutatHoe I1O: LibreOffice - oducHbI makeT ¢ OTKPHITHIM HCXOIHBIM
KOJIOM, SIBIITFOIIMIICS OTBeTBIIeHHEM OT mpoekta OpenOffice.org m mpereHayomuid Ha PoJib
OeCrutaTHOW albTEPHATHBBI TakeTy oQucHbIX mpmioxeHud Microsoft Office. B cocras
MporpamMMbl BXOJST TEKCTOBBIM pemakTtop Writer, Tabmuunbiii mpoueccop Calc, mactep
npe3eHTanuii Impress, BeKTOpHBINA Tpaduueckuii penaktop Draw, pemaktop dopmyn Math u
MOIyJb ynpasieHus 6a3zamu naHHbIX Base; GIMP - cBoOoaHO pacmpocTpaHseMblil pacTpOBBIN
rpadpuUecKuil pefakTop, IMporpamma aisi CO3JaHUs M OOpabOTKM pacTpoBOM rpaduku H
YaCTUYHOM MOJIEPKKOI paboThl ¢ BekTopHOM rpadukoit (Ananor Adobe Photoshop); Inkscape
- CBOOOJTHO pacmpocTpaHseMblii BEKTOPHBINA rpauuecKuil peiakTop, yA00eH sl CO3JaHus KaK
XyJI0OKECTBEHHBIX, TaK M TeXHUYecKux wumoctpanuid. (aHamor Adobe Illustrator, Corel Draw u
MicrosoftVisio)

- CHelHaTM3UPOBAHHOE MPOrpaMMHOE obecrieyeHue:
EclipselDEforJavaEEDevelopers, .NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition,
MicrosoftVisioProfessional, MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax cereBoii
akagemuun Cisco), Oracle VirtualBox, TIlaker All Products Pack IDE ot JetBrains
(Axamemuyeckas JTUIICH3HS).

- IporpaMMHBIE U NPOrpaMMHO-AINIApaTHBIE  CPEACTBa  OOHAPYKEHUs
BTOpkeHmi (Secret Net Studio);

- CpeICTBAa YHHUYTOXKEHHUS OCTATOYHOM HWHGOpMalnuu B 3alOMUHAIONINX
ycTpoiictBax: [1O HU3kOypOBHEBOTO (hOopMaTHPOBAHUS HHPOPMAIIHH;

- VcranoBounbie koMIiekThl Secret Net Studio, Secret Net LSP u vGate ¢
HaOOpOM yueOHBIX JHLEeH3UH Ha 3 Tofa OecIIaTHO Ui pa3BepTHIBAHUS B yUeOHOM KIacce,

- Bb1xon B 351eKTpOHHO-MH(DOPMAITMOHHYIO0 00pa30BaTENbHYIO Cpely KOJUIEIKa
(mopsinok poctymna K snemerntaM DMOC u oTaenbHBIM HH)OPMAIIMOHHBIM 0a3aM M CHCTeMaM):
https://moodle.yakit.ru

3.2. UudopmanmonHoe obecredeHne 00yIeHus
3.2.1 OcHOBHEBIE I€YATHLIE UCTOUYHUKH:

1. BaykoB, A. A. OcHoBbl HHGOPMAIIMOHHONW O€30MAaCHOCTH: 3aluTa WH(HOPMAIHH :
yuebHoe nocobue It cpeiHero npodeccuonanbHoro oopasosanus / A. A. Buykos. — 3-e u3n.,
nepepad. u nom. — Mocksa : U3narensctBo FOpaiit, 2022. — 161 c. — (IIpodeccronansnoe
obpaszoBanue). — ISBN 978-5-534-13948-8. — Tekcr : snekrponHslii // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/495525U

2. Kazapun, O. B. TIporpammHo-amnmapaTHbIe CpeICTBa 3alUTHl MHPOpMaIUU. 3anuTa
MPOTPaAaMMHOTO OOECIEUEHUS : yUYeOHUK W TPAKTUKYM JUIsI CpPeaHEro NpodecCHOHATBLHOTO
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https://urait.ru/bcode/495525

obpazosanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3parensctBo FOpaiit, 2022. —
312 c. — (IIpodeccuonanvHoe obOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr
AJIEKTPOHHBIN /! OObpazoBatenbHas mwiaropma Opaiit [caiiT]. —
URL: Uhttps://urait.ru/bcode/497433U

3. Kazapun, O. B. IIporpammHo-anmnapaTHble CpeACTBa 3allUThl HHPOpMaLUU. 3alura
MPOTPaAaMMHOTO OOECIIEUEHUS : yYUYeOHWK W TPAKTUKYM JUISI CpPeaHEro NpodecCHOHATBbHOTO
obpazosanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3parensctBo FOpaiit, 2022. —
312 c. — (IIpodeccuonanbroe obOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcer
anexkTpoHHbd  //  OOpasoBarensHas  1margopma  FOpaiit  [caiit] —  URL:
8TUhttps://urait.ru/bcode/497433

4. T'agpunioB, M. B. Mudopmatnka u nHPOpMALMOHHBIE TEXHOJIOTHH : Y4EOHUK IS
cpeanero mnpodeccuoHaabHoro obpaszoBanusi/ M. B. I'aBpunos, B. A. Knumos. — 4-e¢ wusn.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 383 c. — (IIpodeccronanpHoe
obpazoBanue). — ISBN 978-5-534-03051-8. — Tekct : snextponHsii // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/489603U

5. Kazapun, O. B. TIporpammHo-amnmapaTHbIe CpeICTBa 3aIlUTHl HHPOpMaIUU. 3anuTa
MPOTPAaMMHOTO OOECIIEUEHUS : yUYeOHWK W TPAKTUKYM JUIsI CPeAHEro Npo(ecCHOHATBLHOTO
obpazoBanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3natensctBo FOpaiit, 2022. —
312 c. — (IIpodeccuonanbHoe oOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr
AJIIEKTPOHHBIN /! OObpazoBatenbHas mwiardopma Opaiit [caliT]. —
URL: Uhttps://urait.ru/bcode/497433U

6. OpraHu3alioOHHOE MW TpaBoBOe oOecreueHne WH(OOPMAIMOHHOW OEe301acHOCTH !
y4eOHMK W TMPAKTHKYyM s cpeaHero mpodeccroHansHoro obpaszosanust / T. A. ITomskosa,
A. A. Crpensiios, C. I'. UyObykoBa, B. A. HuecoB ; orBercTBeHHbIe pepakTopsl T. A. Tlonsikosa,
A. A. CrpensiioB. — Mocksa : MUznarensctBo FOpaiit, 2022. — 325 c. — (IIpodeccruonansHoe
obpazoBanue). — ISBN 978-5-534-00843-2. — Tekct : snextpoHHbId // OOpa3zoBarenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/498889U

7. 'nunenko, . T'. TexHonorus pa3pabOTKH HpPOTrpaMMHOrO oOecredyeHus : yueOHoe
nocobue ansg cpeaHero mnpodeccuonanbHoro obpazoBanus / WU. I'. 'aunenko, @. @. [1asnos,
. HO. ®enopoB. — Mocksa : U3natensctBo FOpaiit, 2022. — 235 c. — (IIpodeccronanshoe
obpazoBanue). — ISBN 978-5-534-05047-9. — Tekct : snextponHbid // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492496U

8. TyzoBckuii, A.®. IIpoekTupoBanue u paszpadboTka web-TIpuIoKeHul : ydeOHoe

nocobue s cpeaHero mpodeccuoHanbHOro obpazoBanus/ A. . Ty3oBckuit. — Mockaa :
WznparensctBo HOpaiit, 2022. — 218 ¢. — (IIpodeccuonanproe oopazosanne). — ISBN 978-5-
534-10017-4. — Texct : snexTpoHHbI // OOpa3oBarenbHas miardopma FOpaiit [caift]. —

URL: Uhttps://urait.ru/bcode/495109U
9. YeptkoBa, E.A. [IlporpammHas wuHxeHepus. BusyanbHoe MopenupoBaHHE
OPOrPaMMHBIX ~ CHCTEM : y4YEOHHUK JUIS CpeaHEero mpodecCHOHATbHOrO  0Opa3oBaHwus /

E. A. YeptkoBa. — 2-¢ wm3pd., ucnp. u jpon. — Mocksa : M3gatensctBo HOpaiit, 2022. —
147 ¢. — (IIpodeccuonanpHoe oOpa3zoBanue). — ISBN 978-5-534-09823-5. — Tekcrt
AJICKTPOHHBINA /! O6pazoBaTenpHas maTdopma Opaiit [caiiT]. —

URL: Uhttps://urait.ru/bcode/493226U
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3.2.2. JlonoaHuTEIbHAS TUTEPATYPA

1. OpranuzanmoHHOEe W TIpaBOBOE obOecredeHne WHOOPMAIMOHHOW O€30MacHOCTH :
Y4eOHMK W TIPAKTUKYM JUIsl cpeaHero mnpodeccuoHanbHoro obpazoBanus/ T. A. Ilomskosa,
A. A. Crpensiios, C. I'. UybykoBa, B. A. HuecoB ; orBercTBeHHbIe pegakTopsl T. A. [TomsikoBa,
A. A. CtpenbuioB. — Mocksa : U3natensctBo FOpaiit, 2022. — 325 ¢. — (IIpodeccuonanbroe
obpaszoBanue). — ISBN 978-5-534-00843-2. — Tekcr : snexkrpoHHbld // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/498889U

2. CracpimuH, B. M. ba3pl JaHHBIX: TEXHOJOTHH JOCTyIa : ydeOHOe mocoOue Jjis
cpennero npodeccuonanbHoro odpaszosanus / B. M. Craceimms, T. JI. Crackimmaa. — 2-€ u3f.,
ucrip. u jgon. — Mocksa : UznatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snexrtponHsiii // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/494562U

3. Hosoxwunos, O.II. HMuadopmaruka B 2 u. Yacte 1: yueOHHMK AN CpenHETO
npodeccuonansHoro ooOpaszoBanus/ O. I1. HoBoxwunoB. — 3-e¢ wu3a., mepepad. u Jomm. —
Mocksa : M3marensctBo FOpaiit, 2022. — 320 c. — (IIpodeccuonanbuoe obpazoBaHue). —
ISBN 978-5-534-06372-1. — Tekcr : snekrponnslii // O6pazoBatenbHas miuardopma HOpaiit
[caitr]. — URL: 8 TUhttps://urait.ru/bcode/493964U8T

4. Hooxwunos, O.Il. Hnadopmarnka B 2 4. Yacte 2: y4eOHHK mJII CpPEAHETO
npodeccuonaibHoro oo6pazoanus / O. [1. HoBoxxunoB. — 3-¢ wu3a., mepepad. u gom. —
Mocksa : U3zparensctBo HOpaiit, 2022. — 302 c. — (Ilpodeccuonanbroe oOpa3zoBaHue). —
ISBN 978-5-534-06374-5. — Tekcr : snekrponnslii // O6pazoBatenbHas miuardopma HOpaiit
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493965

5. IIpoexTupoBanue MHPOPMAITMOHHBIX CUCTEM : YUEOHHK U MPAKTUKYM JJISI CPETHETO
npodeccuonansHoro obpazosanusi / [l. B. Uucros, II.II. MenbaukoB, A. B. 30moTapioxk,
H. b. Huuenopyk ; mox o6mieit pexaknueii J[. B. UuctoBa. — Mocksa : U3narensctBo IOpaiit,
2022. — 258 ¢. — (IlpodeccuonanpHoe oopazoBanue). — ISBN 978-5-534-03173-7. — Tekcr :
AJICKTPOHHBIN /! O6pazoBaTenpHas maTdopma Opaiit [caiT]. —
URL: Uhttps://urait.ru/bcode/491568U

6. Bayxos, A. A. OcHOBBl MH(POPMALMOHHON 0E€30MAaCHOCTH: 3aIUTa WH(POPMALNY :
yuebHoe mocobue It cpeiHero npodeccuoHanbHoro oopasosanus / A. A. Buykos. — 3-e u3n.,
nepepad. u nom. — Mocksa : U3narensctBo FOpaiit, 2022. — 161 c. — (IIpodeccronansnoe
obpaszoBanue). — ISBN 978-5-534-13948-8. — Tekcr : snexkrponHslii // OOpazoBaTenbHas
miatdopma Opaiit [caiit]. — URL: 8TUhttps://urait.ru/bcode/495525U8T

7. CracpimuH, B. M. ba3bl JaHHBIX: TEXHOJOTHMH JOCTyIa : ydeOHOe mocoOue i
cpennero npodeccuonanbHoro odpaszosanus / B. M. Craceimms, T. JI. Crackimmaa. — 2-€ u3f.,
ucrip. u jgon. — Mocksa : UznatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snextponHbiid // OOpa3zoBarenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/494562U

8. Ty3oBckuii, A.®. IlpoekTHpoBaHue M pa3zpaboTKa Web-PUIOKEHH : yueOHOe

nocobue nis cpemHero npodeccuonanbHoro obpaszoBanus/ A. @. Ty3oBckuit. — Mocksa :
WznarensctBo HOpaiit, 2022. — 218 ¢. — (IIpodeccuonanproe oopazosanne). — ISBN 978-5-
534-10017-4. — Texkct : snextpoHHBIA // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —

URL: Uhttps://urait.ru/bcode/495109U
9. IIpoextupoBanue HHGOPMAIIMOHHBIX CHUCTEM : YUCOHHK M MPAKTHUKYM JIJIsi CPEITHETO
npodeccuonanibHoro  obpazoBanusi /  JI. B. Uuctos, II. I1. MenbaukoB, A. B. 3omoTapiok,
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H. b. Huuenopyk ; mox o6mieit pexaknueii J[. B. UuctoBa. — Mocksa : U3narensctBo IOpaiit,
2022. — 258 c. — (Ilpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-03173-7. — Texkcr :
AJIIEKTPOHHBIN /! OObpazoBarenbHas mwiaropma Opaiit [caiiT]. —
URL: Uhttps://urait.ru/bcode/491568U
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4. KOHTPOJIb 141 OLIEHKA
[NPO®ECCHUOHAJIBHOI'O MOAYJIA

PE3VJIbTATOB OCBOEHUA

Pe3yabTaThbl 00yueHHs1
(ocBOEHHbIE YMEHHUsI, YCBOEHHbIE 3HAHHUSI)

@opMbI U MeTOILI KOHTPOJISI U OIIeHKHU
pe3yJabTaTOB 00y4YeHHsI

YmMmenns:

-yCTaHaBJIMBATh, HACTPANBATh, IPUMECHSTh
[IPOrpaMMHBIE U IIPOrPaMMHO-AMIIapaTHBIE CPEACTBA
3amuTHl THGOPMAIIHH;

-yCTaHaBJIMBATb U HACTpAUBATL CPCACTBA
aHTHBHPYCHOﬁ 3allUThI B COOTBETCTBUU C
MpEaABABIACMbBIMU Tp€6OBaHI/I}IMI/I;

-TMarHOCTUPOBATh, YCTPAHATH OTKA3bl, 00ECIICUnBaTh
paboTOCIOCOOHOCT M TECTUPOBATH (PYHKITUU
POTrPaMMHO-AMIAPATHBIX CPEICTB 3aALIUTHI
uHpOpMaLnK;

-IPUMEHSTH MPOTPAMMHBIE M TPOrPAMMHO-
arrmapaTHbIe CPeACTBA T 3aIIUTHI HHPOPMAIIUHU B
0asax aHHBIX;

-[IPOBEPSTH BBIMOJIHEHUE TPEOOBAHU 110 3AIIUTE
UH(pOpPMaIUU OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA TIPH
aTTecTaluy 00BEKTOB MHPOPMATU3AIIUH T10
TpeOOBaHUSIM O€30MaCHOCTH MH(GOPMAIINH;

-IIPUMCHATDH MaTeMaTHYECKUU arnmnapar [ajis
BBITIOJTHEHHS KpUNITOTpadhUIeCKuX MpeoOpa3oBaHHiA;

-HCII0JIb30BaTh TUIIOBBIE IPOIPAMMHBIE
KpunTorpaduueckue CpecTBa, B TOM UHCie
AJIEKTPOHHYIO MOAIHNCH;

-IPUMEHSATH CPEJCTBA FTAPAHTUPOBAHHOIO
YHUYTOXKEHUSI HHPOpMaLIUY;

-yCTaHaBJIMBATh, HACTPAUBATH, IPUMEHSTH
HpOrpaMMHBIE M ITPOTPAMMHO-aIIIapaTHbIE CPEICTBA
3alUTH MH(OpMAINH;

-OCYH_IGCTBJIHTB MOHI/ITOpI/IHF nu peI‘I/ICTpaHI/IIO
CBeJCHMI, HEOOXOIUMBIX IS 3aIUTHI 00HEKTOB
I/IHq)OpMaTI/IBaI_[I/II/I, B TOM HHCJIC C UCIIOJIBb30BaAHUCM

IIPOrPaMMHBIX U IPOTPaMMHO-aNIapaTHBIX CPEICTB
oOHapyXeHHUs, MPEAYNPEKICHUS U JTUKBU AN
MOCJIEACTBUM KOMITBIOTEPHBIX a TaK.

IIpakTuueckue  3aHATHS,  JOMALIHSA
pabota, TecTHpOBaHHE
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3HaHuA:

0COOEHHOCTH ¥ CIIOCOOBI MPUMEHEHHSI IIPOTPAMMHBIX
Y [IPOrPaMMHO-AIIAPATHBIX CPEACTB 3aLUThI
WH(POPMAIINH, B TOM YHCJIE, B ONEPAITMOHHBIX
CUCTCMAX, KOMIIBIOTCPHLBIX CCTAX, 6a3ax JAaHHBIX,

-METO/Ibl TECTUPOBAHMS (PYHKIIMIA OTACTBHBIX
[POrPaMMHBIX U IPOrpaMMHO-aIIIapaTHLIX CPEICTB
3aIuTHl THGOPMAIIHH;

-~TUTIOBBIC MOJICITH YIIPABJICHUS IOCTYIIOM, CPEJICTB,
MCTOOB U IPOTOKOJIOB I/I,Z[eHTI/I(bI/IKaI_II/II/I n
ayTeHTH(UKAIIH;

-OCHOBHBIE TIOHATHUS KpUNTOTPadUH U THITOBBIX
KPHUINITOrpagUIecKUX METOIOB U CPEJCTB 3AIIUTHI
uHpopMaInu;

-0COOCHHOCTH M CIIOCOOBI TPUMEHEHHS TTPOTPaMMHBIX
U [IPOrPaMMHO-ANIAPaTHBIX CPEACTB
rapaHTHPOBAHHOTO YHUYTOXKEHUS! HH(opMaImu;

-TUIIOBBIE CPELCTBA U METOBI BEACHUS ayauTa,
CPENICTB M CIIOCOOOB 3aIIUThI HH(pOpPMAIIUU B
JIOKAJIbHBIX BBIYHUCIIMTCIIBHBIX CCTAX, CPCACTB 3allIUThI
OT HECAHKIIMOHHPOBAHHOTO JOCTYTIA.

0COOEHHOCTH U CIOCOOBI MPUMEHEHHS TPOTPAMMHBIX
Y IPOTrpaMMHO-ANMNAaPATHBIX CPEACTB 3AIINUTHI
uH(pOpPMaLIMH, B TOM YHCJIE, B ONIEPALIMOHHBIX
CUCTEMax, KOMIBIOTEPHBIX CETAX, 6a3ax NaHHBIX;

HomamrHss paboTta, TeCTUPOBaHKE
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