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1. TIACIIOPT PABOYEM ITPOI'PAMMBI YUYEEHOI'O ITPOD®ECCHUOHAJILHOI'O
MoAavJda IIM.02  3AIIMTA HWHOOPMAIIMKM B  ABTOMATU3MPOBAHHBIX
CUCTEMAX ITPOTPAMMHBIMU U ITPOITPAMMHO-AIIITAPATHBIMU CPE/ICTBAMU

1.1. Lenp ¥ mimaHupyeMble pe3ylIbTaThl OCBOCHUS TPOPECCHOHATLHOTO MOIYIIS

1.1.1.B pe3ynbrare nusydeHnus mpohecCuoHaILHOTO MOJIYJISI CTYJEHT JOKEH OCBOUTH
BUJI IeATEIbHOCTH 3aluTa HHPOpMalMKi B aBTOMaTU3UPOBAHHBIX CUCTEMaX IPOrPaMMHBIMU U
MPOrpaMMHO-aINaPaTHBIMU CPEACTBAMH U COOTBETCTBYIOIIME 00IIME KOMIIETEHIINUH:

OK 01. Beibuparp crnocoObl pemieHus 3amad MNpodecCHOHANTBHOW NIeATeTbHOCTH,
IPUMEHHUTEIBHO K PAa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnonb30BaTh COBpEMEHHbBIE CpPEICTBAa IOMCKA, aHAINW3a M WHTEPIpeTaluu
uHpopMaUd ¥ WHPOPMALMOHHBIE TEXHOJOTHM JIi BBIOJHEHMS 3a7ay NMpodhecCHOHAIbHOM
NeSITeTbHOCTH.

OK 03. IitanupoBath 1 pean30BbIBaTH COOCTBEHHOE MPOPECCHOHAIBHOE W JIMIHOCTHOE
pa3BUTHE, MPEANPUHUMATEILCKYIO AESITENbHOCTh B MpodeccHoHaIbHOU chepe, UCIONb30BaTh
3HaHUS 10 NMPaBOBOW U (PMHAHCOBON I'PAMOTHOCTH B Pa3INYHbIX KU3HEHHBIX CUTYaIUIX.

OK 04. D¢ddexTrBHO B3auMOACHCTBOBATH U PaOOTaTh B KOJUICKTUBE U KOMaH/IC.

OK 05. OcymiecTBisATh YCTHYIO M NMHUCbMEHHYI0 KOMMYHMKAIIMIO HA TOCYJapCTBEHHOM
s3bike  Poccuiickoit ®enepanu ¢ y4eToM OCOOEHHOCTEH COLMANBHOTO W KYJIBTYPHOTO
KOHTEKCTA.

OK 06. IlposBiasaTe TIpakJaHCKO-MATPUOTUYECKYIO IO3ULMIO, JIEMOHCTPUPOBATH
OCO3HAHHOE TIOBEJICHME Ha OCHOBE TPAJUIMOHHBIX POCCUUCKHUX JTyXOBHO-HPABCTBEHHBIX
LEHHOCTEH, B TOM YHCJIE C yYETOM TapMOHM3AIMU MEKHAIMOHAIBHBIX M MEXPETUTHO3HBIX
OTHONICHU, IPUMEHATh CTaHAaPThl aHTUKOPPYIMIIUOHHOTO TOBEICHUS.

OK 07. CopnelicTBOBaTh COXPAaHEHHIO OKPYXKAIOMIEH Cpebl, PECypCcoCOEPEKECHHUIO,
OPUMEHSTh 3HaHUS OO0 W3MEHEHHWU KIMMaTa, MPUHIUIB OepekIMBOrO MPOU3BOJACTBA,
3 PEKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYALIUSX.

OK 08. HMcnonb30BaTh cpeacTBa GU3NIECKON KYIbTYpHI IJIi COXPAaHEHUS M YKPEIUICHUS
3I0pOBbsI B Tpolecce MNpO(EecCHOHAIBHOW JAEATENbHOCTH M MOJAEp)KaHUS HEO0OXOIMMOTO
YpPOBHS (PU3MUECKON TOATOTOBICHHOCTH.

OK 09. Tlomws3zoBatrbcsi mpodecCHOHATBLHON JTOKYMEHTAllMe Ha TOCYJapCTBEHHOM M
MHOCTPAHHOM SI3bIKAX.

ITpodeccronanbHble KOMIIETEHIINN:

IIK 2.1. OcymecTBisTh YCTaHOBKY W HAaCTPOWKY OTAEIBHBIX I[POTrPaMMHBIX,
POTpaMMHO-aNNapaTHBIX CPEICTB 3aLIUTHI HH(OPMAIIHH.

I[IK 2.2. OGecneunBarh 3aIuTy HHGOpMAIMM B aBTOMAaTU3MPOBAHHBIX CHCTEMax
OTJIEIIbHBIMU IIPOIPAMMHBIMHU, IPOIPAMMHO-AIINIAPATHBIMU CPEACTBAMH.

I[IK 2.3. OcymecTBisaTh TECTUpPOBaHWE (YHKIUH OTIEIBHBIX MPOTPAMMHBIX U
IIPOTrpaMMHO-aNNapaTHBIX CPEACTB 3aALIUTHI HH(OPMALIUH.

IIK 2.4. OcymiecTBasTh 00pabOTKyY, XpaHEHHUE U nepeaady HHGOpMAaIi OTPaHUYEHHOTO
JOCTyIHaA.

IIK 2.5. YuuuroxkaThb HMH(OpMAIMIO M HOCHUTEIM HHGPOPMALUU C HCIOIb30BaHUEM
IPOrPaMMHBIX U IPOTPaMMHO-aNapaTHIX CPEJCTB.



IIK 2.6. OcymiecTBisATh PErucCTPAIMI0 OCHOBHBIX COOBITUH B aBTOMAaTH3WPOBAHHBIX
(MH(MOPMAITMOHHBIX) CUCTEMAaX, B TOM YHCJIE C UCIOIB30BAHUEM MPOTPAMMHBIX M IPOTrPAMMHO-
amnmapaTHbIX CpEICTB OOHApYXEHMs, MPEIyNpeKACHUS W JUKBUAALUU  TOCIEICTBHMA
KOMITIBIOTCPHBIX aTakK.

1.1.2. B pe3ynbraTe 0CBOEHUS NPO(EeCCHOHAIBHOTO MOYJIS CTYIEHT JOJDKEH:

JIOJKEH 3HATh:

- OCOOCHHOCTM M CHOCOOBI TPUMEHEHHUS MPOrPaMMHBIX U  MPOrPaMMHO-
anmapaTHbIX CPEJCTB 3allMThl HMH(pOpPMAIMK, B TOM YHCJIEC, B ONCPAMOHHBIX CHCTEMaX,
KOMITBIOTEPHBIX CETSX, 0a3ax JIaHHBIX;

- METOJIbI TECTUPOBAHUS (YHKIMH OTIENBHBIX MPOTPAMMHBIX W MPOTPAMMHO-
anmapaTHBIX CPEJCTB 3alIUThl HHPOPMAIUH;

- TUTIOBBIC MOJIENH YIPABICHUS JOCTYIIOM, CPEJICTB, METOJAOB M IPOTOKOJIOB
uACHTU(DHUKAIINY U ayTeHTU(DUKAIIH;

- OCHOBHBIC TOHATHS KPUNTOrpaHH M THUIOBBIX KPUNTOrPaPUUIECKHX METOJO0B U
CpPEZCTB 3alIUTHI HUH(OPMAITHH;

- OCOOCHHOCTH ¥ CHOCOOBI TPUMEHEHHS MPOrPaMMHBIX W  MPOrPaMMHO-
anmapaTHbIX CPEJICTB TAPAHTHPOBAHHOTO YHHUTOKEHUS HHPOPMAITUH;

- TUTIOBBIC CPEJICTBA M METOJBI BEJCHHUS ayJauTa, CPEICTB U CIIOCOOOB 3aIMTHI
uHpOpMalMM B JIOKAJIBHBIX  BBIYMCIUTCIBHBIX ~ CETAX,  CPEACTB  3aIIUTHl  OT
HECAHKIMOHHPOBAHHOTO JOCTYIIA.

JIOJDKEH YMETh:

— YCTaHABIIMBaTh, HACTpaWBaTh, NPHMEHATH IPOrPaMMHBIC M IMPOTPAMMHO-
anmapaTHbIe CPEJICTBA 3aUTHI HH(OPMAIINH;

— YCTaHABIIMBATh M HACTPAWBATh CPEJICTBA AHTUBHPYCHOM 3aIUTHI B COOTBETCTBUH
C TIPEABSIBIISICMBIMU TPEOOBAHUSIMH;

- JIMarHOCTUPOBATh, YCTPAHITh OTKa3bl, OOeCmeYrBaTh pPabOTOCHOCOOHOCTh U
TECTUPOBATH (QYHKIIMH MPOTrPAMMHO-AMIAPaTHBIX CPEACTB 3aIUTHl HH(POpPMAIIHH;

- NPUMEHSTh MPOTPAMMHBIE U MPOTPAMMHO-aNapaTHbIE CPEACTBA I  3allUThI
uH(popMaluu B 6a3ax JaHHBIX;

- NPOBEPSATh  BBHIMOJIHEHHE  TpPeOOBaHMU MO  3aIIUTe  HHPOPMALUU  OT
HECAHKIIMOHMPOBAHHOTO JIOCTYIIA TIPU aTTECTAllUU 00BEKTOB HHPOPMATU3AIINY 110 TPEOOBAHUSIM
0€e301acHOCTH HH(OpPMAIINH;

- NPUMEHSITh MaTEMAaTUYCCKHI ammapaT JUIsl BBIIOJHCHUS KPHUITOTPaGHUSCKUX
npeoOpa3oBaHui;

— UCIIOJIb30BaTh THIIOBBIC MPOTPaAaMMHBIC KPUNTOrpadUyuecKue CpeiCTBa, B TOM
YKCJIC AJIEKTPOHHYIO MOJIITUCH;

— MPUMEHSTH CPEJICTBA TAPAHTHUPOBAHHOTO YHHUTOXKECHHUS HH()OPMAIINH;

- yCTaHABJIMBATh, HACTPaWBaTh, MPHUMEHATh MPOrPAMMHBIC U IPOTPAMMHO-
anmapaTHbIe CPEJICTBA 3aUTHI HH(OPMAIINH;

- OCYILECTBIIATh MOHHMTOPUHT M PETHCTPALUI0 CBEACHUN, HEOOXOAUMBIX IS
3al[UThl OOBEKTOB HMH(OPMATHU3AIMK, B TOM YHUCIC C HCIOJIB30BAHUEM MPOrPAMMHBIX H
POrPaMMHO-AIIIAPATHBIX ~ CPEJCTB  OOHAPYKEHUs, MPEAYNPESKIACHUS W JIMKBUIAINN
MOCJICACTBHI KOMITBIOTEPHBIX aTaK.



HMeTb pakTU4ECKUN OIIBIT:

- YCTAaHOBKHM, HACTPOMKM MPOrPaMMHBIX CpPEICTB 3alUThl WHPOpMalUU B
ABTOMATHU3UPOBAHHOW CHUCTEME;

- obecrnieueHus 3aIUTHI aBTOHOMHBIX ABTOMATHU3UPOBAHHBIX CUCTEM
MPOrpPaMMHBIMH U ITPOTrPaMMHO-AINaPaTHBIMU CPECTBAMM;

- TECTUPOBaHUS (YHKUUH, TUArHOCTUKA, YCTPAHEHUS OTKa30B W BOCCTAHOBJICHUS
paboToCTIOCOOHOCTH MPOrPAMMHBIX U IPOrpaMMHO-aNapaTHBIX CPEJCTB 3aUTH HHPOPMAIIH;

- pemenust 3anau 3aumtel o HCJl k mHpoOpManuu orpaHH4eHHOro AOCTyHa ¢
MOMOIIHIO TPOTPAMMHBIX U MPOTPAMMHO-AMMAPATHBIX CPEACTB 3aIIUTHI HH(pOpMAIHH;

- NPUMEHEHUS OJCKTPOHHOW TMOAMHWCH, CHMMETPHYHBIX W aCUMMETPUYHBIX
KpUNTOrpauuecKux alropuTMOB U CPEICTB MHU(PPOBAHUS TaHHBIX;

— yaéra, 00pabOTKH, XpaHEHHS U TIepeiadl HH()OpMAIUH, 1T KOTOPOM YCTaHOBJICH
PEKUM KOH(PUICHINATBHOCTH;

— paboTHI C OJICUCTEMAaMH PETUCTPAIIMN COOBITHIA;

— BBISABJICHUSI COOBITUH M WHIUACHTOB O€30MacHOCTH B aBTOMATHU3MPOBAHHON
CUCTEME.

1.2. Konum4ecTBO 4acoB, OTBOJUMOE Ha OCBOCHUE MPOPECCHOHATHHOTO MOTYJIS

Bcero 698 uacos, u3 Hux:
MaKCUMaJIbHOU y4eOHOW Harpy3ku oOyuatorerocs (Bcero) — 698 vacos;

00s13aTeIFHON ayJUTOPHON yueOHOM Harpy3ku oOydatromierocs (Bcero) — 652 gacos;
caMmocTosiTenbHas pabora obydaromerocs (Bcero) — 10 gacos;

nabopaTopHbIe 3aHITHS o0ydaromierocs (Bcero) — 234 yaca;

npakTuyeckas pabora o0ydaromierocs (Bcero) — 216 gacos;

KOHCYJbTAIMU oOy4aromierocs (Bcero) — 2 yaca;

KypcoBO# mpoekT oOyuaromierocs (Bcero) — 18 gaca;

y4eOHOU MPaKTUKHU o0ydJaronierocs (Bcero) — 72 4acos;

MIPOU3BOICTBEHHAS MIPAKTUKA (110 mpoduIio crieruanbHocTH) — 144 yacos;
MMPOMEXKYTOUHAsI aTTecTarus oOydaromierocs (Bcero) — 36 4acos.



2. CTPYKTYPA 1 COAEP)KAHUE YYEBHOI'O ITPO®ECCHUOHAJIBHOI'O MOAYJIA

2.1. Ctpykrypa npodeccuoHaIbHOTO MOAYJIS

Konpr HanmenoBanus O6Bem 0O06BeM poheCCHOHATBHOTO MOIYJIS, Jac.
mpodeCcCHOHATEHBIX paszuenoB o0pa3oBaTeIbHOMN O6yuenue o M/IK, B gac. IIpakTrku CamocTosiTenbHas
00IMIKX KOMIIETCHINH po¢eCCHOHATBEHOTO porpamm, yac. BCETO, | B TOM YHCIIE yueOHas pabota

MOAyJIt HacoB | jaGopaTOpHEIX M | KypcoBas | IPaKTHKa,

MPaKTHYSCKUX pabota 1acos
3aHATHH (mpoexr),
4acoB

OK 01 - OK 09 MJIK 02.01 274 252 122 18 36 4
[IK 2.1 -TIK 2.6 [IporpamMmHBIE U
HAIIK 5.1 = ITIK 5.4 MIPOTPaMMHO-

anmapaTHbie CpeICTBa

3amuUThl THPOPMAIHH
OK 01 -OK 09 MJK 02.02 190 184 112 36 6
IIK 2.1 -TIK 2.6 Kpunrorpaduaeckme
JAIIK 5.1 — ATIK 5.4 CpelICTBa 3aIIUTHI

nHpOpPMaLUH
YueOHas npakTHKa 72
IIpon3BoACTBEHHAS IPAKTHKA, YACOB 144
IIpomMexxyTouHas aTTecTarus 18
DK3aMeH 1o npohecCHOHaIbHOMY MOIYITIO
Bcero: 698 [652 [ 234 | 18 | 72 [ 10




2.2. TemaTudeckuii 1j1aH U coqepkanue npodeccuonanbHoro moayss (IIM)

HaumeHoBaHue pa3aeioB YpoBenn
npodeccuoHaJIbLHOr0 Conep:xxanue y4e0HOro MaTepuaJa, JadopaTopHbie padoThbl U OB LeM 1ACOB 0CBOEHMS
monyJs (ITM), NpaKTHYeCKHe 3aHATHS, CAMOCTOsITeIbHAs padoTa o0y4yaromerocs,
MeKIMCUUIIINHAPHBIX KypcoBasi pa6ora (MpoeKT)
kypcoB (M/IK) u Ttem
1 2 3 4
M/IK.02.01. IIporpaMmMHBbIe H IPOrpaMMHO-aNNapaTHble CPeACTBA 3aIATHI HHGOPMALHT 274
Pa3nes 1. OcHOBHBIC NIPHMHIMIIBI IPOTPAMMHONM M NIPOTPAMMHO-ANNAPATHOM 3alIMTHI HH(pOPMaLUH 1,2
Tewma 1. [Ipeamer u 3a7a4n MPOrpaMMHO-AMIapaTHON 3aIUTHI HHPOPMAITUH 5 1,2
IIpenmer u 3anaun OCHOBHBIE OHATHS IPOrPAMMHO-AIAPATHON 3aIUTHI HH(POpMALIUU
nporpaMMHo-amnmnapatHoit | Kimaccudukamuss MeTOIOB W CPEICTB IMPOrpPaMMHO-AMMapaTHOW 3allUThI
3alIUTH MHQOpMAINH uHpOopMaIU
Tema 2. CtrangapTsl HopMmartuBHbIE TpaBOBBIE aKThI, HOPMATUBHBIE METOANYECKHUE TOKYMEHTHI, B 8 1,2
0€3011acHOCTH COCTaB KOTOPBIX BXOJAT TPeOOBaHUS U PEKOMEHIAIMU 110 3aIUTe
nH(pOpMaLIUK TPOrPaMMHBIMH U MTPOrPaMMHO-AIIAPATHBIMU CPEACTBAMH.
[Tpodunu 3amuTE TPOrpaMMHBIX M IPOTPAMMHO-AIIAPATHBIX CPEICTB
(MeXCeTeBBIX IKPAHOB, CPEJCTB KOHTPOJIS ChEMHBIX MAITUHHBIX HOCUTENIEH
nH(pOpMAIINH, CPEICTB TIOBEPEHHOM 3arpy3KH, CPEICTB aHTUBHPYCHOM
3aIUTHI)
CranpmapTsl 10 3amuTe HHPOPMALIUHU, B COCTaB KOTOPBIX BXOAAT TPEOOBAHUS U
PEKOMEHIalliH 0 3alluTe HHPOPMAIUU POTPAMMHBIMU U IIPOTPaMMHO-
anmnapaTHBIMH CPEJICTBAMHU.
JlaGopaTopHble 3aHATHS 15 1,2
0630p HOPMATUBHBIX TIPABOBBIX AKTOB, HOPMATUBHBIX MCTOAUYCCKHUX
JOKYMEHTOB 10 3alluTe WH(POpPMAILMH, B COCTaB KOTOPBIX BXOIAT TpeOOBaHUS
U PEeKOMEHJAIMK MO 3aluTe MHPOPMALUU MPOTrPaMMHBIMH M MPOrPaMMHO-
anmnapaTHeIMU cpeAcTBamMu. Pabora ¢ copepkaHreM HOPMATHUBHBIX MPABOBBIX
akToB. O030p crannaptoB. Pabora ¢ cogepxaHueM CTaHIapTOB
Tema 3. 3amuueHsas ABTOMaTH3aIMsA Mporecca 00padboTkr HHPOPMAIIHH. 8 1,2

ABTOMATHU3UPOBaHHAA
CHCTEMA

IloHsiTHE aBTOMAaTU3UPOBAHHOU CUCTEMBI.
Oco0EeHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM B 3AIIUIICHHOM HCITOJTHCHHH.
OcHoBuble Buasl AC B 3aIMUINEHHOM HUCIIOIHEHUU.




MeToasl co3nanns 0€30MacHBIX CUCTEM

Meroaonorust mpoeKTUPOBAHUS FapaHTHUPOBAHHO 3amuieHHbIX KC
JIMCcKpenMoHHbIE MOJETU

ManpgaTHBIE MOJEIN

JlabGopaTropHble 3aHATHSA

VYuert, 06paboTka, xpaHeHue u nepegaya nadopmaruu B AUC
OrpanudeHue J0CTyIa Ha BXOJ] B CUCTEMY.

WNnentudukarus 1 ayTeHTHPUKAIUS TOTb30BaTENICH
Pazrpannuenue nocrymna

Perucrparus coOwiTuii (ayaur).

VYnpasnenue noimtukoit 6e3omnacHocty. [11a61oHb1 6€30macHOCTH
YHUYTOKEHHE OCTATOYHON MHPOPMAITUH.

KoHTpOIb 11€710CTHOCTH JaHHBIX

12

1,2

Tema 4.
Jecrabmmmsupyroiiee
BO3/CHCTBUEC HA OOBEKTHI
3aIUATEI

HcTounnkn necTabuian3upyroniero Bo3AeUCTBUS Ha OOBEKTHI 3aIUTHI
CriocoObI BO3/I€MCTBHUS HA HH(OPMAITHIO

[TpuymHbI 1 yCIOBUS AECTAOUIN3UPYIOIIET0 BO3ICHCTBHS HAa HH(DOPMAITUIO
TemaTrka MpaKTUIECKUX 3aHATHIA U TAOOPATOPHBIX pabOT

Pacnpe;[eneHHe KaHaJIOB B COOTBETCTBUHU C UICTOYHHKaAMHN BO3,Z[€I>'ICTBI/I$I Ha
nH(pOpMaIHIo

1,2

JlabopaTopHble 3aHATHS
Pacnipenenenue kaHaJoB B COOTBETCTBMM C HMCTOYHMKAMM BO3JEHCTBUS Ha
H(pOpMaIIHIO.

1,2

Tema 5. [IpuHIMTIBI
IIPOrpaMMHO-aNIapaTHON
3amuThl THHOPMAITUH OT
HECAaHKI[MOHUPOBAHHOTO
JIOCTYTIa OpraHu3aIuu

IToHATHE HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MHPOPMALUU

OcHoBHbIE TOAXO0/BI K 3amuTe HHPopmanuu ot HCJ]

Opranuzanus goctyna K ¢aiinaM, KOHTPOJIb AOCTyIA U pa3rpaHUdeHue
JOCTYIa, UePApXUIECKUN AOCTYH K (aiinam. Pukcanus gocTyna K Qaiaam
JIoCTyn K JaHHBIM CO CTOPOHBI Ipoliecca

Oco0eHHOCTH 3aIMTHI JaHHBIX OT u3MeHeHus. lllugposanue.

1,2

JlaGopaTropHble 3aHATHSA

Opranuzanus gocryna K daiinam

O3HaKOMJICHHE C COBPEMEHHBIMH ITPOTPAMMHBIMH U IIPOTPAMMHO-
annapaTHbIMH cpencTBaMu 3amuThl oT HCJI

1,2

Pasznea 2. 3amura aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM

1,2

Tema 1. OCHOBEI 3aIIUTEI

| Pabota aBToHOMHOI AC B 3aIIUIIIEHHOM PEKUME

1,2




ABTOHOMHBIX
ABTOMATHU3UPOBAHHBIX
CHCTEM

Augroputm 3arpy3ku OC. IlltaTHble cpeacTBa 3aMbIKAHUS CPEJIbI

Pacmmpenune BIOS kak cpencTBo 3aMbpIkaHUs IPOTPaMMHON CPEJIb

CucrteMbl TUIIa DJIEKTPOHHBINA 3aMOK. D3 C IPOBEPKOM LIEIOCTHOCTH
nporpammHuoi cpenbl. [lonsitue AM/JI3 (noBepeHHast 3arpy3ka)

[IpumeneHue 3akiaJoK, HaMpaBICHHbIX Ha CHIWKeHUE J(P(HEKTUBHOCTH
CPEICTB, 3aMBIKAIOIINX CPELY.

Tema 2. 3ammra nporpamMm
OT U3YYECHHUS

Nzyuenune n obpatHoe npoektupoBanue [10

CrnocoOst u3ydenus [10: craTudueckoe U JTMHAMUYECKOE U3yUCHHE
3a/a4yu 3alIUThl OT U3YYEHUS U CIIOCOOBI UX PEUICHHUS

3ammra OT OTJIAJKH.

3amuTa oT AU3acceMOIUpPOBaHUs

3ammra OT TPACCUPOBKH MO MPEPHIBAHUSIM.

1,2

Tema 3. BpenonocHoe
nporpaMMHoOe o0ecrieueHue

BpenonocHoe nporpamMmmHoe obecredeHne Kak 0coObli BUJ| pa3pyIlaroix
BO3JICUCTBUI

Kiaccudukanms Bpe1oHoCHOT0 mporpaMMHoro ooecredeHus. Cxema
3apakenust. CpencrBa HelTpanuzauuu BpenonocHoro [10. [Ipodunakruka
3apaKeHUsI

[Touck cnenos aktuBHOCTH BpeaoHocHoro I10. Peectp Windows. OcHOBHBIE
BETKH, coJiepkamue napopmanuio o BpeaqoHocHoM [10. JIpyrue o0beKTHI,
cozepsxamre nHpopmanuio o BperoHocHoM I10, daiinsr prefetch.

bor-nets1. [Ipunnun GyHKImoHupoBanus. MeTop1 00HApYKEHUS
Knaccudukanus aHTuBUpYCHBIX cpefcTB. CUTHATYpPHBIN M 3BPUCTUYECKUN
aHaIN3

3amuTa oT BUPYCOB B "pydyHOM pexume”

OCHOBHBIE KOHLENIMM IIOCTPOCHHUS CHCTEM AHTUBUPYCHOHM 3alllUTHl Ha
IPEIIPUSTHH

10

1,2

JlaGopaTopHble 3aHATHSA
[Ipumenenust cpenctB uccienoBaHus peectpa Windows IS HAXOXKICHHS
CJIEA0B aKTUBHOCTH BpegoHocHOro [10

1,2

Tema 4. 3amura nporpamMmm
U JJaHHBIX OT
HECaHKLMOHUPOBAHHOTO
KOIMPOBAHUS

HecankunonupoBanHoe konuposanue nporpamm kak tun HCJL

IOpuandeckne acnekTbl HECAHKIMOHWPOBAHHOIO KOIHUPOBAaHUSA IIPOrPaMM.
OO11ee NOHATHE 3AIIUTHI OT KOTTMPOBAHHUSL.

[Tpussizka 1O k annapaTHOMY OKPY>KEHUIO U HOCUTEISAM

3anTHBIE MEXaHU3Mbl B COBPEMEHHOM NPOTPaMMHOM OOECeueHHH Ha

1,2

10




npumepe MS Office
3ammMTHBIE MEXaHU3MBI B TpwiIoxkeHusx (Ha nmpumepe MSWord, MSExcel,
MSPowerPoint)

JlabopaTopHble 3aHATHS

3amuTa HHGOpPMAIUH OT HECAHKIITMOHUPOBAHHOTO KOMTUPOBAHUS C
HCIOJIb30BAHHUECM CIICHUAIIM3UPOBAHHBIX ITPOrPpaMMHBIX CPCACTB
3ammuTHBIC MEXaHU3MBI B IpujIokeHusx (Ha mpumepe MSWord, MSExcel,
MSPowerPoint)

11

1,2

Tema 5. 3amura
uHpOpMaLUU Ha
MAIIMHHBIX HOCUTEISIX

[Tpobnema 3amuThl OTUYXIaeMbIX KOMITOHEHTOB [I9BM

MeTtobl 3amuThel HHGOPMAIIUK HA OTYYXAaeMbIX Hocutensix. [udposanue.
CpencTBa BoccTaHOBJICHUST OcTaTOuHOM MHGopMaru. Co3nanue
MOCEeKTOpHBIX 00pazoB HIKM/I.

[IpuMeHeHne cpeaCcTB BOCCTAHOBJICHHUS OCTATOYHOW HH(POPMAIIMH B CYJICOHBIX
KPUMHHAIUCTUYECKUX SKCIEPTU3aX U MPU pacciieOBAHUU WHIIUJICHTOB.
HopmatuBHas 6a3a, TOKyMEHTHPOBAHHUE PE3yJIbTATOB

1,2

JlabopaTopHble 3aHATHS

ITpumeHeHMe cpeacTBa BOCCTaHOBJIEHUS OCTATOYHOM MH(pOpMaIK Ha
npumepe Foremost uinu anaiora

[TpuMeHeHMe crienHanu3upOBAHHOTO IPOrPAMMHO CPENICTBA IS
BOCCTAHOBJICHHS yJIAJICHHBIX (paiijioB

ITpumenenue nporpamMm A1t 6€3BO3BPaTHOIO YAAJICHUS JaHHBIX
[TpumeHeHne nporpamMm A UG POBaHUs JTAaHHBIX HA CheMHBIX HOCHUTEISX

11

1,2

Tema 6. AnnmapaTHbie
CpeAcTBa UACHTU(PHUKAIINN
U ayTeHTH(UKAITT
M10JIb30BaTENEN

TpeboBanus K anmapaTHBIM CPEACTBAM UACHTU(DHUKAIINN U ayTeHTH(UKAITIH
1oJib30Bareneil, npumensieMbiM B 33 u AIIM/13
YerpoiictBa Touch Memory

1,2

Tema 7. Cucrtemsl
OOHapy>KEHHs aTaK U
BTOPKEHHI

COB u COA, otnnuns B dyakuusx. OcHoBHbIE apxuTekTypsl COB.
Hcnonb3oBanue cereBbix cHUu(GepoB B kauecte COB.

AnnapatHbiii komnoHeHT COB.

IIporpamMubIil komnoHeHT COB.

Mopenu cuctembl oOHapykeHus BTopxkeHui, Kiaccudukanus cucrem
oOHapyeHus BropkeHnil. OOHapyxkeHune curaatyp. OOHapyxxeHue
aHomaymii. [[pyrue meTonp1 0OHapyKEeHHsI BTOPKEHUH.

1,2

JlabopaTopHble 3aHATHS

1,2

11




MopenupoBaHue MpoBeACHUs aTaku. M3yueHne HHCTPYMEHTAIbHBIX CPEICTB
oOHapyKEHHsI BTOPIKEHUH

Pasznea 3. 3amura undopmanum B JIOKAJIbHBIX CETAX

1,2

Tema 1. OcHOBBI
MOCTPOCHUS 3aIIUIICHHBIX
cerel

Cetn, paboTaromiye o TeXHOJIOTHH KOMMYTAIIMH MAaKETOB.

Crex niporokonoB TCP/IP. OcobeHHOCTH MapIIpyTH3AIIH.

taTtHble cpeacTBa 3auuThl MHGOpMaIuu creka nporokoiaos TCP/IP.
CpenctBa uACHTH(PUKAIUU U ayTeHTU(PUKAIIMN Ha Pa3HBIX YPOBHSX
nporokona TCP/IP, nocTonHCcTBa, HENOCTATKH, OTPAaHUYCHUS.

1,2

Tema 2. CpencrBa
opranuzamuu VPN

BupryanbHas yactHas ceTb. OyHKIIMHM, HA3HAYEHUE, IPUHLIMUI IOCTPOCHMUSL.
Kpunrorpaduueckue u Hekpunrtorpapuieckue cpeacrna opranuzauu VPN,

1,2

JlaGopaTropHble 3aHATHSA
PassepreiBanue VPN

1,2

Pasznea 4. 3amura undgopmanum B ceTsix 0011ero J0CTyna

1,2

Tema 1.00ecneuenue
0e30macHOCTH
MEKCETEBOTO
B3aUMOICHCTBHS

Mertoapl 3amuThl HHGOPMAITMH TIPU Pad0TE B CETAX OOIIETo TOCTYIIA.
MesxcereBbie 3kpanbl Tumna firewall. JlocTtonHCTBa, HEAOCTATKH, peaTn3yeMble
MOJINTUKU O€30MaCHOCTH

OcHosuble Tumbl firewall.

CummeTpuuHbIe U1 HecUMMeTpuaHbIe firewall.

VYposens 1. [TakeTHbIE GUIABTPHI

YpoBeHb 2. GunbTparus ciryx0, MOUCK KIIFOUEBBIX CIIOB B TEJIE MAKETOB HA
CETEeBOM YpOBHE.

1,2

CamocrosiTesibHasi padora

VYposeHsb 3. Proxy-cepBepa NpUKIaIHOIO YPOBHS

OnHOXOCTOBBIE U MYJIBTUXOCTOBBIE firewall

OCHOBHBIE THIIbI APXUTEKTYP MYJIbTHXOCTOBBIX firewall.

TpeboBaHus K KaXKJJOMY XOCTY UCXO/I U3 apXUTEKTYPhl U BBIIOIHIEMbIX
byHKIII

TpeboBanus Mo cepTuHUKAITINA MEKCETEBBIX SKPAHOB

TemaTHka npakTHUECKUX 3aHATHHI U 1a00PaTOPHBIX paboT

1,2

JlaGopaTopHble 3aHATHSA

W3yyenue u cpaBaenue apxurextyp Dual Homed Host, Bastion Host,
Perimetr.

M3yuenne pa3nuyHbIX cOCOOOB 3aKpPhITHA ""ONMAacHBIX'" MOPTOB

1,2

Pasznea S. 3amura undopmanun B 6a3ax JTaHHBIX

1,2
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Tema 1. 3amura
uHpopmanuu B 6azax
JTAHHBIX

OcCHOBHBIE TUITBI YTPo3. MoeIb HapyIIUTENS

CpencTBa uaeHTU(UKANH U ayTeHTU()UKALUHU. YTIpaBICHUE T0CTYIIOM
CpenctBa KOHTPOJIS LIENOCTHOCTH UH(OopManuy B 6a3ax TaHHBIX
CpencTBa ayiura ¥ KOHTPOJIISE O€30IMaCHOCTH.

1,2

JlabGopaTropHble 3aHATHSA
N3ydyenne mexanusmoB 3amutel CYBJl MS Access
N3yuenue mratHbix cpeacTs 3ammuthl CYBJ] MSSQL Server

1,2

Pa3znen 6. MOHMTOPHMHI CHCTEM 3N THI

Tema 1. MoHUTOpHUHT
CHUCTEM 3alllNThI

[TonsiTre u 060cHOBaHKHE HEOOXOJUMOCTH UCIIOIB30BAaHUSI MOHUTOPUHTA KaK
HE00XO0AMMO KOMITOHEHTBI CUCTEMBI 3allIUThl HH()OpMAIHH

Ocobennoctu pukcanuu cOOBITHM, TOCTPOSHHBIX HA Pa3HBIX MPUHIIAIIAX
CeTH ¢ KOMMYTalluel COeTMHEHHH, CeTh ¢ KomMmyTaruen nmakeros, TCP/IP,
X.25

Knaccudukanus orciexunBaeMbix coObITHi. OCOOEHHOCTH MTOCTPOCHUS
CHUCTEM MOHUTOPHHTA

HcTounuku nHpoOpMauu A1 MOHUTOPUHTA: CETEBbIE MOHUTOPBI,
CTaTUCTUYECKUE XapaKTEepUCTUKU Tpaduka uepe3 MO, npoBepka pecypcos
00I1Ier0 MOJIb30BAHUS

Krnaccudukanus ceTeBbIX MOHUTOPOB

CucTeMsbl ynpaBieHus: COOBITUSAME HH(pOopMaMOHHOH Oe3omacHocT (SIEM).
0630p SIEM-crctemM Ha MUPOBOM M POCCUHCKOM PBIHKE

1,2

JlabopaTopHble 3aHATHS

N3yueHne u cpaBHUTENbHBIN aHAJIU3 PACIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB
Ha npumepe RealSecure, SNORT, NFR unu npyrux anamaoros

IIposenenue ayaura JIBC ceTeBbIM CKaHEPOM

1,2

Tewma 2. U3yuenue mep
3aImuThl THGOPMAITUH B
UH(POPMALIMOHHBIX
cUCTeMax

W3yuenne TpeGoBaHuii 0 3amuTe HHGOpPMAIK, HE COCTABIISIOIIEH
roCyJIapCTBEHHYIO TailHy. M3yuenne merognyeckux n1okymeHToB ®CTOK mo
IIPUMEHEHHIO MEP 3alUThI

1,2

Tema 3. U3yuenue
COBPEMEHHBIX
IPOrpaMMHO-aIapaTHBIX
KOMILJIEKCOB.

JlaGopaTopHble 3aHATHSA

VYcraHOBKa M HACTPOIKa KOMIUIEKCHOTO CPEJCTBA Ha IpUMeEpe
SecretNetStudio (yueOHas TUIICH3HS) WK APYTHX aHAJIOTOB

YcTaHOBKA M HACTPOWKA MTPOrPAMMHBIX CPEICTB OLICHKHU 3aIUIICHHOCTU U
aynuTta nHpopManmoHHON 0e30MmacHOCTH, u3ydeHue QYHKIIUA U HaCTPOMKa
pexuMoB paboThl Ha mpuMmepe MaxPatrol 8 wnu 1pyrux aHanaoros

12

1,2

1,2
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N3yuenne TumoBbix permeHuit ais noctpoenus VPN Ha npumepe VipNet unu
JIPYTUX aHAJIOTOB

N3ydeHne cOBpeMEHHBIX CUCTEM aHTUBUPYCHOM 3aIUTHI Ha IPUMEpE
KopriopaTuBHbBIX pemieHnid KasperskylLab umym npyrux anamaoros

Nzyuenune dhynknuonana u obmacreit mpumenenus DLP cucrem Ha nmpumepe
InfoWatchTrafficMonitor unu npyrux ananoros

KypcoBas paGora

18

1,2

[IpumepHas TeMaTHKa KypCOBBIX padoT

Onenka 3¢ (HEeKTUBHOCTH CYIIECTBYIOIMIUX MPOTPAMMHBIX U ITPOTPaMMHO-ANNapaTHBIX CPEJICTB 3aIUTHI
uH(pOpPMAIIUU C MPUMEHEHUEM CIICUATN3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB (MHINBUAYAIBHOE 3aJaHHC)
0O0630p 1 aHAJIN3 COBPEMEHHBIX ITPOTPAMMHO-AIIAPATHBIX CPEACTB 3aUThI HHGOPMAINK (MHIUBUIYATHHOE
3a71aHue)

Br160p onTUManbHOTO CpeICTBA 3aIUTH HH(DOPMAITUK UCX0 I U3 MeToaudeckux pexomeHaanuit ®CTOK u
UMEIOIINXCS UCXOHBIX TAaHHBIX (MHIUBUIYAThHOE 3aJaHUE)

[IpumeHeHne mporpaMMHO-aNNapaTHBIX CPEJCTB 3aIUTHl HH(OOPMAITUU OT PA3IMYHBIX TUIIOB yIrPpo3 Ha
NpeAnpUITHH (MHIMBUAYyaIbHOE 3aaHUE)

[TpoGnema 3amuThl HHGOPMAIMK B 00JaYHBIX XpaHuiumax nanubix u [{O/]ax

3amuTa cpesi BUpTyaIn3aluu

1,2

KoncyabTanumn

1,2

IIpomexyTounas arrecranmusa mo MJIK.02.01

18

1,2

MJIK.02.02. Kpuntorpadguyeckue cpeacrsa 3amuThl HHGopMauuun

190

1,2

Pa3nes 1. MatemaTnuyeckue OCHOBBI 3allIUTHI MH(pOpManun

1,2

Tema 1. Marematuueckue | DJIEMEHTBI TEOPUH MHOXKECTB. [ pynmbl, KOJbLIA, OJIA.

OCHOBBI Kpunrorpapuu Jenumocts uncen. [Ipusnaku nenumoctu. [IpocTeie n cocTaBHBIE YnCTa.
OcHoBHast TeopeMa apudmernxu. Hanbonpimmii oomuii genurens. Bzanmao
npocTteie uncia. Anroput™ EBknuna nis Haxoxaenus HOJI.

OtHomenus cpaBHUMOCTH. CBoOicTBa cpaBHEHMI. MoaynspHas apudmeruka.
Knaccel. IlosniHas n mpuBeneHHas cuctema BbideToB. OyHKUs Disepa.
Teopema @epma-Diinepa. AIropuT™M OBICTPOTO BO3BEICHHS B CTEIICHB IO
MOZYJIIO.

CpaBHeHus niepBoii cteneHu. JInnelHple 1M0paHTOBBl YpaBHEHUSI.
Pacmmpennsiit anroputm EBkinaa.

Kuraiickast TeopeMa 00 ocTaTkax.

IIpoBepka yncen Ha MPOCTOTY. AJITOPUTMBI T€HEPALIMH MPOCTHIX YUCEL.

1,2
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https://www.infowatch.ru/products/traffic_monitor_enterprise

Meroxa npoOHbIX aenenuid. Pemero Dparocdena.

JlabopaTopHble 3aHATHS 10 1,2
[Ipumenenune anroput™ma EBknuaa qis Haxoxaenus HOJI. Pemenue
JMHEWHBIX TMO(AHTOBBIX ypaBHEHUN
Pemienue 3a1a4 ¢ 371eMEHTaMH TEOPUH YHCETL.
Paznea 2. Knaccuyeckasi kpunrorpapus
Tema 1. Knaccudukanmsi OCHOBHBIX METOJIOB KpUTITOTpadUuecKon 3amuThl. MeToIbI 6 1,2
Metonbt CUMMETPUYHOTO MU (POBAHUSL.
Kpunrorpaduaeckoro [udpst 3amensl. [Ipoctas 3amena, MHOTOAN(paBUTHAS TTOJICTAHOBKA,
3alUTH UH()OpMAIHH IPONOPLUUOHATBHBIN M.
MeTo 1l TEpECTaHOBKH.
JlabopaTopHble 3aHATHS 12 1,2
[TpuMeHeHHE KIacCUYEeCKUX IU(PPOB 3aMEHBI
[IpumeHeHne KiIaccH4ecKux MuppoB MepecTaHOBKU
IIpuMeHeHHne MeTo1a TaMMUPOBAHMSI
Tema 2. Kpunroananus OcHOBHBIE METO/IbI KpunToaHau3a. Kpunrorpaduieckue aTaku. 6 1,2
Kpunroradguyeckas cToikocTb. AGCOIIOTHO CTOMKHE KPUIITOCHCTEMBI.
JlabopaTopHble 3aHSITHSI 10 1,2
Kpunroananus mudpa npocToil 3aMeHbl METOI0OM aHAIN3a YaCTOTHOCTU
CHMBOJIOB
Kpunroananus kinaccuueckux HM(poB METOOM IOJIHOTO nepedopa Kirouei
Kpunroananus mmdppa Buxunepa
Tema 3. ITotounslie mudpsl | OCHOBHBIE MPUHLUIIBI TOTOYHOTO MU poBanus. [IpuMeHeHne renepaTopos 6 1,2
Y TEHEPaTOPhI I1CY B kpunrorpaduu
TICEeBIOCTyYalHbIX uncen | JlaGopaTopHble 3aHATHS 10 1,2
[Tpumenenne metono renepanuu [1CH
Pa3nea 3. CoBpemenHasi kpunrorpadgus 1,2
Tewma 1. KonupoBanue Konuposanue nndopmaruu. CuMmBosibHOE KoaupoBanue. CMBICTIOBOE 6 1,2
uHpOpMaLIKH. KoaupoBanue. Mexanuzanus mudposanus. [IpeacraBnenue nadopmaiiu B
Komnerotepuzanus nBonyHOM Koxe. Taomuma ASCII
mudpoBaHus. Komnbrotepuszanus mu@poBanus. AnmnaparHoe U NporpaMMHoe muppoBaHue
CranpapTuzanus NporpaMMHO-aNapaTHbIX KPUNITOrpahuIeCKUX CUCTEM U
CpPEACTB.
JlaGopaTopHble 3aHITHS 10 1,2
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Konuposanue nndopmaruu

[TporpaMMHas peanu3anus KIaCCHYECKUX MHU(PPOB

W3yuenne peanu3aniy KJIacCCHYECKUX MU(POB 3aMEHBI M IEPECTAHOBKH B
nporpamme CrypTool wnm ananore.

Tema 2. CumMeTpUYHbBIC O6mme ceenenuss. CTpyKTypHas cXeMa CUMMETPHUYHBIX KPUTITOTpauaecKux 6 1,2
CHCTEMBI MU(POBaHUSA CHCTEM
JlaGopaTopHble 3aHATHS 10 1,2
M3yuenne mporpaMMHOI peaqu3aiii COBpPEMEHHBIX CHMMETPUYHBIX HTH(POB
Tema 3. Acummetpuunble | KpuntocucTemsl ¢ OTKPBITHIM KiTt0ouoM. HeoOpaTUMOCTh CHUCTEM. 6 1,2
cucTeMbl MU(POBAHUS JlaGopaTopuble 3aHATHS 10 1,2
[IpumeneHue pa3IMUHbIX ACHMMETPUYHBIX aJITOPUTMOB.
W3ydyeHne nporpaMMHO peanu3aiii aCHMMETPUUYHOro anropurma RSA
Tema 4. Ayrentudukanus | Ayrentudukanus nanabix. O6mme nonstus. 11, MAC. OnHoHanpaBieHHBIC 6 1,2
JAHHBIX. DJIEKTPOHHAS xem-QyHKIH. AIropuT™Mbl HU(POBOM MOITUCH
TIO/IHUCE JlaGopaTopuble 3aHATHS 10 1,2
[Ipumenenne kpuntTorpaguIecKux aTak Ha XemI-(OyHKITNH
W3yuenne mporpaMMHO-aIIapaTHIX CPENICTB, PEATU3YIOLINX OCHOBHBIE
byakaun D11
Tema 5. Anroputmsl AJNTOPUTMBI pactpe/ieleHus KIo4el ¢ MPUMEHEHHEM CUMMETPUYHBIX U 6 1,2
oOMeHa KiTro4el u aCUMMETPHUYHBIX cxeM [IpoTokonsl ayreHTrduKanuu. Bzanmaas
IPOTOKOJIBI ayreHTU(uKanus. OTHOCTOPOHHSS ayTeHTU(UKALIUS
ayTeHTH(HKALUHU JlaGopaTopHble 3aHATHS 10 1,2
W3yuenne mpuHIMIIOB pabOThI MPOTOKOJIOB ayTeHTU(UKAILIUH C
MCI0JIb30BaHHEM JIOBEPEHHON CTOPOHHI Ha puMepe npoTtokoia Kerberos.
Tema 6. Kpunrozamura AbonenTtckoe mugppoanue. [lakeTHoe mmdpoBanue. 3amura HEHTPa 6 1,2
nH(pOpMaIU B CETAX reHepanuu kaoueit. Kpunromapmpyruzarop. [lakeTHsiit puibTp
nepeaayn JaHHbBIX Kpunrorpaduueckas 3amura 6ecripoBOIHBIX COSIMHEHHUN B CETAX CTaHAapTa
802.11 ¢ ucnosnbzoBanueM npotokoaoB WPA, WEP
Tema 7. 3amura [TpuHIUIBL GYHKIMOHUPOBAHUS SJIEKTPOHHBIX IIATEKHBIX CUCTEM. 6 1,2
uHpopmaruu B DNEeKTPOHHBIC TIACTUKOBBIC KapThl. [lepcoHanbHbIi HACHTH(UKAITMOHHBIN
AIIEKTPOHHBIX TUIATEKHBIX | HOMEP.
cucTeMax JlaGopaTopHble 3aHATHS 10 1,2

[TpumeHeHne ayTeHTU()UKALMY 110 OJHOPA30BEIM NaposisiM. Peanusanms
QJITOPUTMOB CO3JaHUSI OJHOPA30BBIX NapoJICH
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Tema 8. KomnbroTepHas CkpsliTas nepegavya nHGOPMaIMKA B KOMIIBIOTEPHBIX cucTemax. [Ipobiema
creranorpagus ayTeHTU(UKALMU MYJIbTUMEIUHHON HHPOpPMALIMK. 3aluTa aBTOPCKUX MPaB.

1,2

JlaGopaTopHble 3aHATHSA
O0630p 1 cpaBHUTENBHBIN aHanu3 cymectBytomiero 1O st BerpanBanus 1IB3
Peanuzarus mpoctedmux creraHorpaguiecKux aropuTMOB

10

1,2

IIpumepHas TeMaTHKa caMOCTOSITeIbHON padoTsl npu n3yvyennu MJIK.02.02
Hcropus pa3Butus kpunrorpadun

[IporpammHas peanu3anus KJIacCUYeCKHX MU(ppPOB

OnTuMu3anus METOI0B YaCTOTHOT'O aHAIM3a MOHOAJI(DaBUTHBIX IIH(POB.
[IporpammHas peanuszanus KJIacCUYeCKUX MUppPOB

Mertonbl MexaHnu3auuu MUPPOBAHUS

Hudposoe npeacrapiaeHne pa3audHbIX GopM HHPOPMALIUN

AHain3 COBPEMEHHBIX CHMMETPUYHBIX KPUIITOAITOPUTMOB

AHanu3 COBpEMEHHBIX aCUMMETPUYHBIX KPUIITOAJITOPUTMOB

ITporpamMMHas peain3anus COBPEMEHHBIX KPUIITOAITOPUTMOB

1,2

YueOHas npakTuka no moayJsim IIM 02

72

1,2

IIpousBoacreenHas npaktuka mo [IM.02

Bunet pabot

— AHaiu3 NPUHLKIIOB TOCTPOEHUS CUCTEM MH(GOPMALIMOHHOM 3alIUTHI IPOU3BOJCTBEHHBIX MOPa3AEICHUN.
— TexHudeckas sKCIUTyaTalys SJIEMEHTOB IPOrPaMMHOMN U allllapaTHOM 3alUThl aBTOMAaTU3UPOBAHHOU
CHCTEMBI.

— Yyactue B TMarHOCTUPOBAHHUH, YCTPAHEHHH OTKAa30B U 00ecredeHnu paboToCocoOHOCTH MPOrpaMMHO-
amnmapaTHBIX CPEACTB oOecredeHus1 H(POPMaAIMOHHOM 0€30MMacHOCTH;

— AHanu3 3¢ peKTUBHOCTH MPUMEHIEMbIX POTrPAMMHO-ANIAPATHBIX CPEACTB 00ECTICUCHHS
nH(pOpMaIMOHHOM 0€30MaCHOCTH B CTPYKTYPHOM TO/Ipa3ieIeHUN

— Yyacrtue B obecrieueHuu yuera, 00paboTKH, XpaHEHUS U Iepeaun KOHPHISHIIMAIbHON HHOopMaIiu

— [IpumMeHeHne HOpMaTUBHBIX IPABOBBIX AKTOB, HOPMaTUBHBIX METOAMUYECKUX JOKYMEHTOB IO
o0ecrieyeHnIo HH(HOPMAIIMOHHOM 0€30MacCHOCTH MPOTrPaMMHO-ANIAPATHBIMU CPECTBAMU P BBITOTHEHUN
3ajja4y NPaKTUKU.

144

1,2

JK3aMeH 110 MpPogecCHOHATBHOMY MOIYJII0

18

1,2

BCET'O

698

1,2
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3.YCJIOBUA PEAJIM3ALIMU TTPOT'PAMMBI ITPOOECCHUOHAJIBHOT'O MO YJIA

3.1. [ns peanmuzanyii MPOrpaMMbl MPOPECCUOHATBLHOTO MOMIYNS JIOJDKHBI  OBITh
MPEyCMOTPEHBI CIEAYIONINE CIICIIHATLHBIC TOMEIICHUS:

Peanmzanust mporpaMMel IpeanojaracT Haluyhe ydeOHoro kabuHeTa, jabopartopuid
UH(OPMALIMOHHBIX TEXHOJOTUH, MPOrpaMMHUPOBaHUS U 0a3 JaHHBIX, CETEH M CHCTEM Tepeaadn
uH(pOpMaLi, TPOTPAMMHBIX U IPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HH(OOPMALIUH.

ObopynoBanue yueOHOTO KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MeCTa 00 yJIarOITUXCS;

- KOMIIBIOTEPHI, 00BbETMHEHHBIE B JJOKAJIbHYIO BEIYUCIUTEIbHYIO CETh;

- POEKTOD;

- JKpaH;

- AKyCTHUYECKasi CUCTEMA;

- yueOHO-HarIAAHbIE TOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- ydeOHbIE TTPE3CHTAIIUH.

- Pa3pgatounblii nUIakTHYECKUN MaTepuai: y4deOHbIE KapTOYKH C 3aJaHUSIMU;
JTUIAKTHYECKUI MaTepHal sl BBIMOJTHEHUS TPAKTUIECKUX PadoT.

TexHuueckue cpeacTBa 0OydeHHS:

- KOMITBIOTEPHI, 00BETUHEHHBIC B JIOKAIbHYIO BEIYUCIIUTEIBHYIO CETh;

- MyJIbTUMEHA IPOEKTOP;
- MHTEPAaKTUBHAsI TOCKa.

- MporpaMMHO-anmapaTaple  cpeactBa 3amuThl  uHGopManuu ot HC]I,
OJIOKMPOBKH J0CTyMa 1 HapymeHus nenoctHoctr B Bune: [TAK Co6onb (MMeercs B HATUYUH) —
L.

- Y4eOHO-MeTOAUYECKHE MaTepuaabl U 00pa3bl BUPTYAIbHBIX MAIWH IS
pa3BepThIBaHUs Y4YEOHBIX CTEHJIOB MO CIEAYIOUIMM TeMaM: "3amura cepBepoB U paboumx
craanuit" (OcHOBBI ipuMeHeHus1 cuctembl 3amuThl Secret Net Studio, Secret Net LSP u [TAK
"Cobonp") — or 16 no 32 akagemuuyeckux 4acos; "3ammuta cereBoro nepumerpa’ (OCHOBBI
npumenenus AIIKII "Kontunent" Bepcuii 3.9, 4 myis opraHu3anyu CeTeBOW 3alIuThl) — OT 16
no 32 akameMuueckux dacoB; "OpraHuzanms JOCTyNa yIajJeHHBIX IOJb30BaTelied K BeO-
pecypcaMm 3amuinaeMond KoprmopatuBHOM ceth 1o mpoTokony TLS" (OcHOBBI NMpUMEHEHHS
CK3U "Kontunent TLS" mys opranu3aiuy yaaJIeHHOTO A0CTymna) — oT 8 10 16 akameMuuecKkux
yacoB; "3ammra cpeactB Bupryanuzanuu"' (OcHOBbI mnpuMeHeHuss v(Gate s 3alUTHI
BUPTYaJIbHBIX HHPPACTPYKTYp) — 8—12 akaieMU4eCKUX 4acoB

OcHnamienue naboparopun WH(pOpMAIMOHHBIX TEXHOJIOTHH, MpOrpaMMHUpOBaHUs U 0a3
JTAHHBIX:

- paboune mecta Ha 0a3e BBIYMCIUTEILHOW TEXHHUKH TIO OJHOMY paboueMy
MecTy Ha oOydaromierocsi, MOJKIIOUYCHHBIMH K JIOKAJIbHOW BBIYMCIMTEILHOH CETH U CETH
«HTepHeT;

- JucTpuOyTHUBBI IPOrpaMMHOTO KoMIutekca Vipnet;

- JuctpudOytuBsl mporpammuoro komiuiekca InfoWatch TrafficMonitor

- JuctpuOyTuBsl LINUX OmeparoHHbIX CHCTEM;

- JuctpuOyTUBBI aHTUBHPYCHBIX MPOTPAMMHBIX KOMILIEKCOB,;
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- Axanemuueckas moanucka Office 365 Al s npernoaBaTencii U CTYIEHTOB,

- IporpaMMHOE  OO€cleYeHHue: JUCTPUOYTHBBI  ONEpAIMOHHBIX  CHCTEM;
npaBo4Has npaBoBas cuctema «["apanty; [10 Oracle VirtualBox; anTuBupycHas mporpamma;

- [Tpuxnannoe mnporpamMmHoe oOecredeHne, B TOM uucie: AKajgeMuuecKas
noanucka Office 365 Al ans npenonaBarenell ¥ CTyIEHTOB;

becrimatnoe I1O: LibreOffice - oducHpi makeT ¢ OTKPHITBIM HMCXOJHBIM KOJIOM,
SABIISIOUIMICSA OTBETBJIEHUEM OT npoekta OpenOffice.org u mpereHayromuii Ha poib OecTIaTHON
aJTbTEPHATHBBI MakeTy o¢ucHbIX npuioxkeHnii Microsoft Office. B coctaB mporpammsr Bxonsr
TEKCTOBBIA pemaktop Writer, Tabmuunbli mporeccop Calc, mactep mnpeseHtaruii Impress,
BEKTOpHBIN Tpaduueckuii pegaktop Draw, pemakrop dbopmyn Math u Monayns ympaBieHUs
O6azamu maHHbIXx Base; GIMP - cBoO6ogHO pacmpocTpaHsSieMblii pacTpOBBIA TpadUUeCKU
penakrop, mporpamma JUIsi CO3JaHusl M 00paOOTKH pacTpoBOM TrpaduKd M YaCTUYHOM
HOJIEPIKKOM paboTHI ¢ BeKTOpHOM rpadukoii (Ananor Adobe Photoshop); Inkscape - Co6oaHO
pactpocTpaHsieMblii  BEKTOPHBIA Trpaduyeckuil penakTop, YAOOEH JUIS CO3JaHMA  Kak
XyJI0’)KECTBEHHBIX, TaK U TEXHUYECKUX miumoctparuii. (anamor Adobe Illustrator, Corel Draw u
MicrosoftVisio)

- CHenualn3upoBaHHOE MIPOrpaMMHOE oOecrieyeHue:
EclipselDEforJavaEEDevelopers, .NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition,
MicrosoftVisioProfessional, MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax cereBoii
akagemuu Cisco), Oracle VirtualBox, TIlaker All Products Pack IDE ot JetBrains
(Axamemuyeckas JTUIICH3HS).

- MpOrpaMMHBIE M MPOTPAMMHO-AMIIApaTHBIC CPEICTBA OOHAPYKEHUST BTOPKEHUI
(Secret Net Studio);

- CpPEeICTBA YHHMUYTOXKEHHUS  OCTATOYHOM MHGOpMAUMu B  3alMOMHHAONIUX
ycTpoiictBax: [1O HU3KOypOBHEBOTO (hOpMaTHPOBaHUS HHPOPMAIIHH;

- VYcranoBounble KoMmiiekThl Secret Net Studio, Secret Net LSP m vGate ¢
Ha0OpOM yueOHBIX JHLeH3UH Ha 3 rofa OecIIaTHO /Ui pa3BepTHIBAHUS B yUeOHOM KIacce,

— Bbixog B 31€KTPOHHO-MH()OPMALMOHHYIO 00pa3oBaTElIbHYI Cpeoy KOJUIEHKa
(mopsinok pocrymna K snemernTaM DHMOC u oTaenbHBIM HHOOPMAIIMOHHBIM 0a3aM M CHCTeMaM):
https://moodle.yakit.ru

3.2. UadopmanmonHoe obecriedeHne 00yIeHus

3.2.1 OcHOBHBIE NT€YaTHbIE UCTOYHUKH:

1. BaykoB, A.A. OcHoBbl ~ WMHGOPMAITMOHHONW  OE30MacHOCTH:  3aluTa
uHbopMmanuu :  ydebHOe Tmmocobme Juis  cpeaHero mpodecCHOHATbHOTO  0Opa3oBaHwus /
A. A. BaykoB. — 3-¢ u3a., mepepab. u gom. — Mocksa : M3garensctBo HOpaiit, 2022. —

161 c. — (IIpodeccuonanpHoe oOpa3zoBanue). — ISBN 978-5-534-13948-8. — Tekcrt
AIIEKTPOHHBIN /! Oo6pa3oBarenbHas iatdopma IOpaiit [caiiT]. —
URL: Uhttps://urait.ru/bcode/495525U

2. Kazapun, O.B. IlporpammHo-anmapaTHble CpeACTBa 3aIlIUTHl HHGOPMAIUH.
3ammra  OPOrpaMMHOrO  o0ecredeHus . Y4eOHMK M TPaKTUKyM Ui CPEAHEro
npodeccuonanibHoro  obpazoBanusi/  O. B. Kazapun, A. C. 3a6a0ypun. —  Mocksa :

NznarensctBo FOpaiit, 2022. — 312 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-
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534-13221-2. — Texkcrt : snexktpoHHBIA // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/497433U

3. Kazapun, O.B. IIporpamMmHo-anmapaTHble CpeACTBa 3aIIUTH HWH(OPMAIIHH.
3ammra  NIPOrpaMMHOrO  OOecredeHus : Y4eOHMK M IPaKTUKyM Ui CPEIHEro
npodeccuonansHoro  obpazoBanusi/  O. B. Kazapun, A.C.3ababypun. —  Mockaa :

N3narensctBo FOpaiit, 2022. — 312 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-
534-13221-2. — Texkct : anexTpoHHbil // O6pa3oBarenbHas matdopma FOpaiit [caiiT]. — URL:
8TUhttps://urait.ru/bcode/497433

4, ["aBpmiioB, M. B. Nudopmaruka n nHGpOpManmoHHbIE TEXHOJIOTUH ;| YICOHHK ISt
cpeanero mnpodeccuoHambHoro obpaszoBanusi/ M. B. 'aBpunos, B. A. Knumos. — 4-e¢ wusn.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 383 c. — (IIpodeccronanpHoe
obpazoBanue). — ISBN 978-5-534-03051-8. — Tekcr : snexkrponHblid // OOpazoBaTenbHas
iatdopma Opaiit [caiit]. — URL: Uhttps://urait.ru/bcode/489603U

5. Kazapun, O.B. IIporpamMmMmHo-anmapaTHble CpeACTBa 3alIUThl HHGOPMAIIUH.
3amuTa OporpaMMHOro  obecriedeHus :  Y4eOHMK M NPaKTUKyM [ CPEIHEro
npodeccuonaibHoro  obpazoBanusi/  O. B. Kazapun, A. C. 3a6a0ypun. —  Mockaa :
NznarensctBo HOpaiit, 2022. — 312 ¢. — (IIpodeccuonanbroe obpazoanue). — ISBN 978-5-
534-13221-2. — Tekct : snekTpoHHbI // OOpa3oBarenpHas miardopma FOpaiit [caift]. —
URL: Uhttps://urait.ru/bcode/497433U

6. Opranu3anvoHHOE U MPaBOBOE oOecreyeHne MH(POPMAIMOHHONW 0e301MacHOCTH :

yu4eOHUK W MPaKTUKYM s cpeaHero mpodeccruonambHoro obpaszoBanusi/ T. A. Ilomsikosa,
A. A. Crpensiios, C. I'. UyOykosa, B. A. Huecos ; orBercTBeHHbIe penakTopsl T. A. Ilonsikosa,
A. A. CrpensiioB. — Mocksa : UznarensctBo FOpaiit, 2022. — 325 c. — (IIpodeccuonansHoe
obpazoBanue). — ISBN 978-5-534-00843-2. — Tekct : snexktpoHHbId // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/498889U

7. I'mampenxo, W.I. TexHonorus pa3paOOTKH NPOTPAMMHOIO 0OECIICUCHUS .
yueOHOe Tmocobue mans cpemHero mpodeccuoHanbHoro obpazosanmsi/ W. I'. [HHgeHKO,
@. . [TaBnos, /. 0. ®enopoB. — Mocksa : M3zmarensctBo HOpaiit, 2022. — 235c¢c. —
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-05047-9. — Tekcr : 31MeKTpOHHBIHA //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492496U

8. Ty3oBckuii, A. ®@. IIpoekTupoBanune U pa3paboTKa wWeb-TIpUIOKEHUH | yueOHOe
nocobue s cpeaHero mnpodeccuoHanbHOro obpazoBanus/ A. . Ty3oBckuit. — Mockaa :
NznarensctBo HOpaiit, 2022. — 218 ¢. — (IIpodeccuonanbroe obpazoanue). — ISBN 978-5-
534-10017-4. — Texkct : snextpoHHBId // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/495109U

9. UYeptkoBa, E.A. IlporpaMmHas wuHXeHepus. BusyanpHOoe MoOAEIMpOBaHUE
NPOTPaMMHBIX ~CHCTEM : YYeOHUK Uil CcpenHero mnpodeccrHoHaabHOro oOpazoBaHus /
E. A. YeptkoBa. — 2-¢ wu3d., ucnp. U jon. — Mocksa : M3garensctBo FOpaiit, 2022. —
147 ¢. — (IIpodeccuonanpHoe oOpa3zoBanme). — ISBN 978-5-534-09823-5. — Tekcrt
AJICKTPOHHBIN /! O6pazoBaTenpHas maTdopma Opaiit [caiiT]. —
URL: Uhttps://urait.ru/bcode/493226U

3.2.2. JlononHuTeNbHas IUTEPATYypa

1. Opranu3zanvoHHOe M TpaBOBOE obOecreyeHne MHPOPMALMOHHOW O€30MacHOCTH :
yu4eOHUK W MPaKTUKYM s cpeaHero mpodeccruoHambHoro obpaszoBanusi/ T. A. Ilomsikosa,
A. A. Crpensiios, C. I'. UybykoBa, B. A. Huecos ; orBercTBeHHbIe pegakTopsl T. A. [TomsikoBa,
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A. A. CrpensiioB. — Mocksa : UznarensctBo FOpaiit, 2022. — 325 c. — (IIpodeccuonanpHoe
oOpazoBanue). — ISBN 978-5-534-00843-2. — Tekct : snexkrpoHHbld // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/498889U

2. CraceimmH, B. M. ba3bl gaHHBIX: TEXHOJOTWH JAOCTYyNa : ydyeOHOe mmocobue ams
cpeanero npogeccuoHansHoro oopazosanus / B. M. Craceiuun, T. JI. Ctaceimmna. — 2-¢ u3f.,
ucrip. u jgon. — Mocksa : MznmatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snextponHsii // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/494562U

3. Hosoxwos, O.Il. Nudopmatnka B 2 4. Yacte 1: y4eOHHMK aJid CpeIHETO
npodeccuonansHoro ooOpaszoBanus/ O. I1. HoBoxwunoB. — 3-¢ wu3a., mepepad. u Jom. —
Mocksa : M3marensctBo FOpaiit, 2022. — 320 c. — (IIpodeccuonanbnoe obpazoBaHue). —

ISBN 978-5-534-06372-1. — Tekcr : snekrponnslii // O6pazoBatenbHas miaardopma HOpaiit
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493964U8T

4, Hosoxwnos, O.IlI. Nudopmatuka B 2 4. Yacte 2 : y4eOHHMK MJIA CPEIHETO
npodeccuonaibHoro oo6pazoanus / O. [1. HoBoxxunoB. — 3-¢ wu3a., mepepad. u Aom. —
Mocksa : U3parensctBo HOpaiit, 2022. — 302 c. — (Ilpodeccuonanbroe oOpa3zoBaHue). —

ISBN 978-5-534-06374-5. — Texkct : anekTpoHHbldd // O0pazoBatenbHas miuatdopma FOpait
[caiiT]. — URL: 8TUhttps://urait.ru/bcode/493965

5. [IpoexktupoBanue WHPOPMAIIMOHHBIX CHUCTEM : YYEOHHK U TPAKTHUKYM IS
CpEeIHero npodeccnoHaIbHOTO oOpa3oBanwus / . B. Hucros, I1. I1. MenbHUKOB,
A. B. 3onoraprok, H. b. Huuenopyk ; monm obmeit pemakuumei I. B. UucroBa. — Mocksa :
NznarensctBo HOpaiit, 2022. — 258 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-

534-03173-7. — Texkcrt : snexktpoHHbId // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/491568U
6. BuykoB, A.A. OcHoBbl  WMHGOPMAITMOHHONW  OE30MacHOCTH:  3aluTa

uHbopManuu :  ydyeOHOe Tmmocobme JuIs CcpeaHero mpodecCHOHATbHOTO  0Opa3oBaHwus /
A. A. BuykoB. — 3-¢ u3n., mepepab. u gon. — MockBa : M3garensctBo HOpaiit, 2022. —
161 c. — (IIpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-13948-8. — Tekct
AJIEKTPOHHBIN /! ObpazoBatenbHas mwiardopma Opaiit [caiiT]. —
URL: 8TUhttps://urait.ru/bcode/495525U8T

7. CraceimuH, B. M. Ba3bl 1aHHBIX: TEXHOJOTHH JOCTyMa . yaeOHOEe Mmocooue s
cpennero npodeccuonanbHoro odpaszosanus / B. M. Craceimms, T. JI. Craceimmaa. — 2-€ u3f.,
ucrip. u gon. — Mocksa : MznatensctBo IOpaiit, 2022. — 164 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snextponHbiii // OOpa3zoBarenbHas
iatdopma IOpaiit [caiir]. — URL: Uhttps://urait.ru/bcode/494562U

8. Ty3oBckuii, A. ®@. IlpoektupoBanue u pazpaboTka web-npuiiokeHuil : yueoHOe
nocobue s cpenHero mpodeccuonanbHoro odpasosanus/ A. @. Ty3oBckuil. — Mocksa :
WznparensctBo FOpaiit, 2022. — 218 ¢. — (IIpodeccuonanproe odpazosanne). — ISBN 978-5-
534-10017-4. — Texkct : snextpoHHBId // OOpa3zoBarenbHas miatdopma FOpait [caiiT]. —
URL: Uhttps://urait.ru/bcode/495109U

9. [IpoekTupoBanue WHQPOPMAIMOHHBIX CHCTEM : YyYE€OHWK U TMPAKTHKYM IS
CpEIHeTo po¢eCCHOHATBHOTO obpazoBanmus / J. B. Hucros, I1. T1. MenbHUKOB,
A. B. 3onoraprok, H. b. Huuenopyk ; mon obmeit pemakuwmeir I. B. YucroBa. — Mocksa :
WznparensctBo FOpaiit, 2022. — 258 ¢. — (IIpodeccuonanproe oopazosanne). — ISBN 978-5-
534-03173-7. — Texct : snexTpoHHbI // OOpa3oBarenbHas miardopma FOpaiit [caift]. —
URL: Uhttps://urait.ru/bcode/491568U
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10. ["aBpuiioB, M. B. MudopmaTuka n nHPpOpMaMOHHbIE TEXHOJIOTHH ;| YICOHHK ISt
cpeanero mnpodeccuoHambHoro obpaszoBanusi/ M. B. I'aBpunos, B. A. Knumos. — 4-e wusn.,
nepepad. u mon. — Mocksa : M3garensctBo HOpaiit, 2022. — 383 c. — (IIpodeccronanpHoe
obpaszoBanue). — ISBN 978-5-534-03051-8. — Tekcr : snexkrponHblid // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/489603U
I'aupenxo, U. I'. TexHomorus pa3paboTKu MpOrpaMMHOTO oOecrieueHus : yaeOHoe mocooue st
cpennero npodeccuonanbHoro oopazosanus / U. I'. 'nunenko, ®@. @. [TaBnios,

. YO. ®enopoB. — Mocksa : M3gatensctBo FOpaiit, 2022. — 235 c. — (IIpodeccnonanpHoe
obpazoBanue). — ISBN 978-5-534-05047-9. — TekcT : anekTponHbIi // OOpa3oBaTenbHas
miatdopma Opaiit [caiit]. — URL: Uhttps://urait.ru/bcode/492496U
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4. KOHTPOJIb 141 OLIEHKA
[MPO®ECCHUOHAJIBHOI'O MOAYJIA

PE3VJIbTATOB OCBOEHUA

PesynbTarel 00yueHust
(ocBOCHHbIE YMEHUSI, YCBOCHHbIEC 3HAHUS)

@opMBbI U METOALI KOHTPOJISI U OIEHKH
Pe3yJabTaTOB 00y4YeHHsI

Ymenns:

-yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSThH
pOTrpaMMHBIE U IIPOTPaMMHO-AINIapaTHbIE CPEACTBA
3alUTh MH(OpMAIIH;

-yCTaHaBJIMBATb U HACTpauBaTh CPEACTBA
aHTHBprCHOﬁ 3alIUThl B COOTBETCTBHUHU C
MpEaABABIACMbBIMU Tp€6OBaHI/I}IMI/I;

-TMarHOCTUPOBATh, YCTPAHATH OTKA3bl, 00ECIICUNBATh
paboTOCIOCOOHOCT M TECTUPOBATH (PYHKITUU
IPOrPaMMHO-ANIAPATHBIX CPEICTB 3aLUTHI
uHpOpMaLnu;

-IIPUMEHSATH TPOTPaMMHBIC U TIPOTPAMMHO-
anmapaTHbIe CPEJICTBA IS 3alUThl HH(POPMAIUH B
0a3ax JaHHBIX;

-IIPOBEPATH BHITIOJHEHUE TPEOOBAHUH 1O 3aIUTE

UH(POPMALIUU OT HECAHKIIMOHUPOBAHHOT'O I0CTYIIA TIPU

aTTecTaluy 00BEKTOB MH(POPMATU3AIUH T10
TpeboBaHUsAM 0€30MacHOCTH HH(POPMAIUH;

-IPUMEHSATh MaTeMaTUYECKHU anmapar Jyis
BBITIOJIHEHUS KpUNITOrpapruecKuX Mpeodpa3oBaHuii;

-HICII0JIb30BaTh TUIIOBBIE TPOIPAMMHBIE
KpunTorpaduueckue CpecTBa, B TOM UHCIe
3IEKTPOHHYIO MOATMNCH;

-IIPUMEHATH CPEICTBA FapaHTUPOBAHHOTO
YHUYTOXCHUSI HHPOPMAaLIUY;

-yCTaHaBIIMBATh, HACTPANBATh, IPUMEHSThH
IpOrpaMMHBIE ¥ ITPOTPAMMHO-aIIIapaTHBIE CPEJICTBA
3alUTH MH(OpMAINH;

-OCYIIECTRIISATH MOHUTOPUHT U PETUCTPAITHIO
CBeJCHMI, HEOOXOIUMBIX IS 3aIUTHI 00HEKTOB
UH(OPMATH3AINN, B TOM YHCIIE C UCITOJIb30BAaHHEM

IIPOrPaMMHBIX U IPOTPaMMHO-aIIapaTHBIX CPEICTB
oOHapyXeHHUs, MPEAYNPEKICHUS U JTUKBU AN
MIOCJIE/ICTBUM KOMIIBIOTEPHBIX A TaK.

[MpakTdeckue  3aHATUSA,  JIOMAIIHAS
paboTa, TECTUPOBaHHE
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3HaHuA:

OCOOCHHOCTH ¥ CIIOCOOBI TPUMEHEHHUSI TPOTPAMMHBIX
U IIPOrpaMMHO-aNNapaTHBIX CPEJCTB 3aIIUThI
uH(pOpMalKi, B TOM YHCIIE, B ONEPALMOHHBIX
CUCTEeMax, KOMIIbIOTEPHBIX CETAX, 0a3ax NTaHHBIX;

-METO/Ibl TECTUPOBAHUS (PYHKIMN OTAEIBHBIX
IPOTPaMMHBIX M ITPOrPaMMHO-AINAPATHBIX CPEICTB
3alUTh MH(OpMAIIH;

-TUIIOBBIE MOJIENIH YIIPABJIEHUS JOCTYIIOM, CPEICTB,
METO/IOB ¥ MPOTOKOJIOB UACHTU(DHUKAIINA U
ayTeHTH(UKAIIH;

-OCHOBHBIE TIOHATHS KPUNTOTPa(UH U TUIIOBBIX
KPHUIITOrpaguIEeCKUX METOIOB U CPEJCTB 3AIIUTHI
uHpOpMaLnu;

-0COOCHHOCTH U CIIOCOOBI MPUMEHEHUS IPOTPAMMHBIX
Y IIPOrpaMMHO-aNapaTHBIX CPEICTB
rapaHTHUPOBAHHOI'O YHUYTOXKEHUS MH(OpMaIuy;

-TUTIOBBIE CPEJICTBA U METO/IBI BEJICHHS ayIUTa,
CPENICTB M CIIOCOOOB 3aIIUThI HH(pOpPMAIIUU B
JIOKAJIbHBIX BBIYUCIIUTEILHBIX CETSIX, CPEACTB 3alIUThI
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

0COOEHHOCTH U CIOCOOBI MPUMEHEHHS TPOTPAMMHBIX
Y IIPOrpaMMHO-aNNapaTHbIX CPEACTB 3aIUThI
uH(pOpMali, B TOM YHCIIE, B ONEPALMOHHBIX
CUCTEMax, KOMIBIOTEPHBIX CETAX, 0a3ax NTaHHBIX;

Jlomanrasist paboTa, TECTUPOBAHUE
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