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PabGouas mporpamMma ydeOHOM IUCHUIUIMHBI pa3paboTaHa Ha OCHOBE
dbenepaibHOTO0  rOCYJAapCTBEHHOIO  00pa30BaTENbHOTO  CTaHAApTa  CPEIHEro
npodeccuoHaibHOr0 oOpa3zoBanusi 1o crnenuanbHoct  10.02.05 OOGecneueHue
UH(OPMAIMOHHONW 0€30MaCHOCTH aBTOMATU3MPOBAHHBIX CUCTEM. YKpPYIHEHHAs
rpynmna cnenuansHoctei 10.00.00 MuadopmanronHas 6€301macHOCTD.

PaspatGorunku HITIOY «IKUT» IIpEIoaBaTellb B.B. MakcumoBa
HpOrpaMMBI:

(MecTo paboThI) (3aHUMaemasi TOJDKHOCTh)  (MHUITMAIBI, (haMuITHS )
O0cy:x1eH0 Ha 3acelaHu «19» nrong 2023 poTokoy Ne9/1
OTJICTICHUS
[Ipencenarens .
OT/ICJICHUS 3aB. OT/IEIICHHEM ey L2 [Tponun 1.B.

PaCCMOTpeHO Ha 3aCCIaHunun

METOAUYECKOTO COBETA «20» urons 2023 r. poTokoi Neb
[Ipencenarens 3amMecTUuTEND o
MC JMPEKTOpA IO /ﬁrw )
y4eOHo- T i : «20» nrons 2023 r.
METOINYECKON C
pabote
3amecTHTeaH i )
JAMPEKTOPA 10 / 9%’-”’”"' Tomckas C.U. «26» urons 2023 T.
y4eOHo- t-/’
MeTOoIHYeCKOi —~
padore
[Ipunaraembiii K Penrenue orneneHus i damunug
No PaGoueit nporpamme OATTHCD n.0.
/I | TOKYMEHT, COAepKaluii | jara [TpoTokomn Ne SaBEILYIOMEro 3aBEAYIOLIETO
TEKCT OOHOBJICHUS OTACHeHIA OTJICJICHUS
1. | Ilpunoxxenue Ne 1
2. | Ilpunoxxenue Ne 2
3. | Ilpunoxenne Ne 3
4. | Ilpunoxenue Ne 4
5. | [Ipunoxenue Ne 5
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1. TIACTIOPT PABOYEN IMPOTPAMMBI YYEBHOM
JUCHMUIIIAHBI OI1.01 OCHOBBI UH®OPMALIMOHHO
BE30MACHOCTH

1.1. O6nacte npuMeHeHus: pabouel mpOrpaMMBI
PabGouass mporpamMma AMCHMIUIMHBI SIBISETCA YacThlO 00pa30BaTeIbHOU
nporpammbel B cootBeTrcTBUU ¢ PI'OC CIIO mo cnenuansHoctn 10.02.05
Ob6ecneyenne nHGOPMAITMOHHON 6€30TTaCHOCTA aBTOMATHU3UPOBAHHBIX CHCTEM.
1.2. Mecto nuctumunsl B ctpyktype IITICC3C:
OIILI. O6menpodeccnoHanbHbIN ITUKIT
1.3. OIL.01 OcHoBbI HHGOPMALIMOHHON 0€30MaCHOCTH
[enun w 3amayu JUCHUIUIMHBI — TpeOOBaHHMS K pe3yjbTaTaM OCBOCHUS
JTUCITUTITUHBL:
B pe3ynbraTe 0CBOEHUS AUCHUIUIMHBI O0YUYaIOLIUIICS T0JKEH YMETh:
— KJIacCU(HUIMPOBATH 3alUIaeMyt0 HH(OPMALIMIO 10 BUJIaM TallHbI U CTETICHAM
CEKPETHOCTH;
— KJaccHuPUIMPOBATH OCHOBHBIE YIPO3bI 0€30MacHOCTH HHPOPMAITUH.
B pe3ynbraTe 0CBOEHUS AUCHUIUIMHBI O0YUYaIOLIUIICS TOJKEH 3HATh!
— CYUIHOCTh U TOHSATHE MH(GOPMALMOHHON O€30MacHOCTH, XapaKTEPUCTUKY €€
COCTaBIISFOIIHX;
— MecTo WH(MOpPMAaNMOHHOW  OE30MacHOCTH B CHUCTEME  HAIMOHAIBHON
0€30MacHOCTH CTPaHBbl;
— BUJBI, ICTOYHUKHU M HOCUTEIH 3alUIaeMoi nHpopmamu;
— WCTOYHHMKH yrpo3 Oe3omacHOocTH wuHpopMamumum W Mepsl 1O  HX
IIPEIOTBPAICHHIO;
— (akTopel, BO3ACHCTBYyIOIME Ha uWHPOpManmuio mnpu ee o0paboTke B
aBTOMATHU3UPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEMAX;
— JKM3HEHHBIE [UKJIBI WH(OPMAIMKM OTPAHUYCHHOTO JOCTyla B TIpOIecce ee
co3Jlanusi, 00paboTKH, Iepead;
— COBpEMEHHBbIE CpeACcTBa U crmocoObl obecriedeHus WHGOPMALUOHHON
0e30ITacCHOCTH;
— OCHOBHBIE METOAWKH aHajim3a yrpo3 MW PHUCKOB HHGPOPMAIMOHHON
0€30MacHOCTH.
ITK u OK, KOTOpBI€ aKTYaJIU3UPYIOTCS MPU U3YUYCHUU JUCIUILIINHBI;

OK 3. [InanupoBaTh M pealM30BBIBATh COOCTBEHHOE MPO(ECCHOHANBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 09. Ucnonb3oBaTth MHPOPMAIIMOHHBIE TEXHOJIOTHMH B MPOQPECCHOHATBHON
NEeATEIbHOCTH.



OK 10. [Ilomb3oBaTbhcst  mpodeccHOHANbBHOM ~ JOKyMEHTanueil  Ha
roCyAapCTBEHHOM U MHOCTPAHHOM SI3bIKaX.

I[IK 2.4. OcymectBidaTh 00pabOTKy, XpaHeHUE W Iiepenady uH(opmaru
OTPaHUYEHHOTO JIOCTYIIA.

1.4. KomauuecTBO 4acOB HAa OCBOEHUE AUCHUAILINHEL:
MaxkcumanbpHOU yueOHOU Harpy3ku oOyuatomerocs 48 4acoB, B TOM YHCIIE:
— o0s3aTenpHas ayIuTOpHAas yuyeOHas Harpy3ka (Bcero) 48 4acos;



2. CTPYKTYPA U COJEPKAHUE YYEBHOHM JUCIUILIUHBI
OI1.01. OcHoBbI HHPOPMAITMOHHOM 0€30MTACHOCTH

2.1. OObeM IUCHUIUIMHBI U BUBI Y4eOHOUM pabOThI

Bup yueoHoii paboThl O0bem yacoB
MakcumanbHasi yueOHast Harpy3ka (BCero) 48
Ob6s3arenbHas ayJUTOpHAs yueOHasi Harpy3Ka (BCero) 48
B TOM YHCIIE:
JICKITMOHHBIE € 3aHITHSI (ec/iu npedyCMOmpeHo) 20
1ab0paTOpHEIE 3aHATUS (eCiu npedycMOmpeHo) 28

MIPAKTUYECKHE 3aHATUS (eciu npedyCMOmpeHo)

KOHTPOJIbHBIE pA0OTHI (eciiu npedycmMompeHo)

KypcoBasi paboTa (IpOeKT) (eciu npedycmompero)

CamocTosTenpHas pabota o0ydaronierocs (BCero)

[TpomexxyTouHas aTTectanus B popme 3a4yeT




2.2. TemaTu4eckuil TIaH U COJIEPKAHUE TUCIUILIUHBI

HaumeHoBaHue pa3ieioB
U TeM

Coaeprxanue y4eOHOro MaTepuasa, NpakTHYecKHue padoTbl, CCMUHAPCKHE 3aHATHS,
caMocTosiTeJIbHAsI padoTa 00y4ar0IMXCs

O0nLeM
4acoB

YpoBenb
OCBOEHHA

1

2

4

Pa3nea 1. Teoperndeckue 0oCHOBbI HH(POPMAILIMOHHOI 0€301IACHOCTH

Tema 1.1. OcHOBHEIC
MOHSATHS U 3aJa4U
MH(POPMAIIMOHHOMN
0e30macHOCTH

Conep:kanue y4eOHOIro MaTepuasa

[Tonsarue undopmaru u nHGoOpMarmonHoi 6e3onacHocTu. Mudopmanus, coodmeHus,
nH(pOpPMaIMOHHBIE MPOIECCHI KaK 00bEKTHI HH(POPMaIMOHHOHN O6e30macHocTH. O030p
3alIUIIAEMbIX 00BEKTOB M CUCTEM.

[Tonsitue «yrposa undopmaruny. [lonsTre «prucka nHOOPMAITMOHHON 0€301TaCHOCTHY.
[Tpumeps! npectymieHuii B chepe nHGpopMauu 1 "HPOPMALMOHHBIX TeXHOIOrui. CyITHOCTD
(YHKIIMOHUPOBAHUS CHCTEMBI 3aIIMTHI HHPOPMALIUH. 3aIIuTa YeJI0BeKa OT OMTaCHOM
nHpOpMalUU ¥ OT He HHYOPMUPOBAHHOCTH B 0071aCTH MH(POPMAITMOHHON 6€30MaCHOCTH.

1,2

Tema 1.2. OCHOBEI 3aIITUTHI
nHpopMaIu

Conep:kanue y4eOHOro MaTepuasia

[lemocTHOCTD, JOCTYITHOCTh M KOH(MUIeHIIMATbHOCTh nH(popmaruu. Knaccuduxarus
uH(pOpPMAIIMK TI0 BUJIAM TalHBI U CTENEHAM KOHGUACHINATbHOCTU. [IOHATHS TOCyIapCTBEHHOMN
TaiiHBI 1 KOH(PHUAECHIIMATHLHON HH()OPMAIIH.

KuzneHHbIE IMKITBI KOHPHUICHIIMATBHON HH(OpMAIK B TIpOIiecce ee co3/1aHusl, 00paboTKH,
nepenayu.

[enwn u 3amaun 3anuThl nHGopMaruu. OCHOBHBIE TTOHATHS B 00JIACTH 3aIIUTHI HH(GOPMAIIHIH.

DneMeHTHI poriecca MeHekMenTa b, Monens naTerpannn nHpopMannoHHON 6€30macHOCTH
B OCHOBHYIO NCATCIIBHOCTDb OpI‘aHI/I3aI_II/II/I. HOHHTI/IG HO.HI/ITI/IKI/I 6€3OHaCHOCTI/I.

IIpakTH4eckoe 3aHsATHE

OnpeneneHre 00bEKTOB 3aIUTHI HA THIOBOM 00BEKTE MH(OpMaTH3AIHH.

Knaccudukanus 3amuiaemoid ”HGOPMALIUK 110 BUIaM TallHBI U CTEICHIM
KOH(PHUACHITNATHHOCTH.

1,2

Tema 1.3. Yrpo3ssl
0€30IaCHOCTH 3all[UIIaeMOi

Coaep:xaHue yueOHOro MaTepuaJia

[onsarue yrpo3sl 6e3omacHOCTH HHPOPMALUU

1,2




nHpOpPMALIUH.

CucremHas kinaccupuKkaus yrpo3 6€30macHOCTH HH(POpMaIUH.

Kananel 1 MeTO/IbI HECAHKIIMOHUPOBAHHOTO JIOCTYTA K HH(pOpMAaLuu

Vsa3BumocTy. MeTo/Ibl OLIEHKH YSI3BUMOCTH HH(POPMAITUH

HpaKaneCRoe 3aHATHE

Omnpenenenue yrpo3 00bekTa HHPOPMATU3AINH U UX KIacCU(UKAIIS

Paznen 2. MeTomos10rusi 3aliuThl HH(pOpMATUT

Tema 2.1. MeTog0IOTHYECKHUE
MOAXObI K 3aIlUTe
UHpOpPMaLTUH

Conep:kanue y4eOHOIro MmaTepuasa

AHalu3 CyIiecTBYIOIUX METOUK OIpeiesieHUs TpeOOBaHUH K 3aiuTe HH)OPMAIIH.

[TapameTpsl 3amuiaeMoi nHGOpPMAITUY U OIICHKA ()aKTOPOB, BIUSIOMIUX HAa TPEOyeMbIid
YPOBEHB 3alIUTHI HH()OPMAIIHH.

Buael Mep 1 OCHOBHBIE IPUHIUIIBI 3AIIUTHI HH(GOPMAIUH.

1,2

Tema 2.2. HopmaTusHO
[IPaBOBOE PETyIUPOBAHUE
3alIUTH THPOPMALIH

Conep:kanue y4eOHOro MaTepuasa

OpranuzanroHHasi CTPYKTypa CUCTEMBI 3aIllUThl HH(pOpMaLuu

3aKoHOMATENbHBIE aKTHI B 00JIaCTH 3alTUTHl HH(POPMAIIUH.

Poccuiickue 1 MexXTlyHapOHbIE CTAaHAAPTHI, ONIPEEISIONMe TPeOOBaHUS K 3aIUTE
uHpOpMaLIUH.

Cuctema ceptuduxarnyu PO B obnactu 3amuTel HHGopManuu. OCHOBHbIE MTPaBUiIa U
JIOKYMEHTHI cUCTeMbI cepTudukaiuu PO B obmacty 3amuThl HHGOpMAIIH

IIpakTHYecKoe 3aHATHE

Pa60Ta B CHpaBOqHO-HpaBOBOﬁ CUCTCMC C HOPMATHBHBIMU U ITPAaBOBBIMU JOKYMCHTAMU 110
WH(pOPMaITMOHHON 6€30MaCHOCTH

1,2

Tema 2.3. 3amura
nH(popMaIuu B
ABTOMAaTU3UPOBAHHBIX

Conep:kanue y4eOHOIro MaTepuasa

OcHOBHBIC MEXaHU3MBI 3alIUTHI HHPopManmu. Crucrema 3amuTsl HHPOpMauu. Mephl 3aiuThl
nH(popMaIuu, peain3yeMbple B aBBTOMAaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX ) CUCTEMAX.

1,2




(nH(MOpPMALIMOHHBIX)
cucTeMax

[IporpammHbIe U TPOrpaMMHO-aNIapaTHBIE CPEICTBA 3aUTH HH()OpMAITIH

WmxenepHas 3auTa 1 TEXHUYECKasi OXpaHa 00beKTOB HH(OpMaTH3aIUN

OpranuzanroHHO-pacopaIuTeNbHas 3amuTa nHpopmanuu. Pabora ¢ kagpamu u
BHYTPUOOBEKTOBBIN pekUM. [IpMHIIUITBI TOCTPOEHUS OPTaHU3alIMOHHO-PACTIOPSIUTEIHHON
CUCTEMBI.

IIpakTHyeckoe 3aHATHE

Br100op Mep 3amuThl ”HGOPMALIUHU 17151 aBTOMATU3UPOBAHHOT'O pab0ovyero Mecra

Bcero

48




3. YCJOBUS PEAJIMBAIIMM ITPOI'PAMMBI  YUYEBHOM
JUCHUIIJINHBI OI1.01. OcHoBbI HH(POPMALMOHHON 0€30ITACHOCTH

3.1. MarepuanbHO-TEXHUUECKOE 00eCTICUeHUE
Peanuzamus 1ucuuIuIMHbI TpeOyeT HAIUYHS:
— y4eOHOro KaOuHeTa.

TexHnudeckue cpeacTBa 0OydeHHUS:

3aHATHS TPOBOAATCA B YYEeOHOW ayJUTOPHUH W KOMITBIOTEPHOM KJjlacce,
OCHAIIICHHBIX HEOOXOAMMBIM  yUeOHBIM, METOJIUYCCKUM, HHPOPMAIMOHHBIM,
IPOTPAMMHBIM 00ECTICYCHUEM.

3.2. HudopmammonHoe obecrnieueHne 00yueHus
[lepeuenp y4eOHBIX W3aHUN, HUHTEPHET — PECYPCOB, TOMOIHUTEIHLHOU
JIUTEPATYPBL.

OCHOBHbBIE HCTOYHHUKMU:

1. Kazapun, O. B. OcHOBbI MH(GOpMAIMOHHON 0€30MacHOCTH: HAJIEKHOCTh H
0€30MacHOCTh MPOrPaMMHOTO oOOecreueHus . y4eOHOoe MOocoOue [JIsl CPEIHEro
npodeccuonansaoro obpaszopanus / O. B. Kazapun, U. b. [llyounckmii. — Mocksa :
UznarensctBo HOpaiit, 2023. — 342 c. — (IIpodeccuonanproe oOpa3oBaHHE). —
ISBN 978-5-534-10671-8.

2. BuykoB, A.A. OcHOBbl HH(]pOpPMAIIMOHHOW OE30MACHOCTH:  3allluTa
uHbopMaIny : ydeOHOe mocodue iss cpeaHero npodeccrnoHaaibHOro 0opa3oBanus /
A. A. BaykoB. — 3-¢ u3n., mepepab. u gom. — Mocksa : M3nmarenscTtBo FOpaiiT,
2023. — 161 c. — (IlpodeccuonanpHoe oopazoanue). — ISBN 978-5-534-13948-8.

I[OHOJIHI/ITGHBHI)IC HCTOYHUKMU.

1. UndopmMarimoHHbIE TEXHOJIOTUU B 5KOHOMUKE U yIipaBieHuu B 2 4. Yactp 2 :
y4eOHUK JIJIs1 cpeiHero npodeccuoHaabHoro oopazosanus / B. B. Tpodumos [u
np.] ; mox penakuueit B. B. Tpodbumosa. — 3-e uzg., nepepad. u qon. — Mockaa :
N3natensctBo KOpaiit, 2022. — 245 c. — (IIpodeccruonansHoe obpa3zoBaHue). —
ISBN 978-5-534-09139-7. — TekcT : anekTpoHHbIi // O6pa3oBarenbHas miaTdhopma
FOpaiit [caiiT]. — URL: Uhttps://urait.ru/bcode/494766U


https://urait.ru/bcode/494766

4, KOHTPOJIb U OLEHKA PE3YJIBTATOB OCBOEHUSA
JUCHUIIJIMHBI OII1.01. OcHoBbI HH(OPMALMOHHOM 0€30IIACHOCTH

KoHTposnib ¥ oOlleHKa pe3yibTaToB y4eOHON  JUCHUIUIUHBI
OCYULIECTBJISIETCS MPENOoIaBaTesieM B POLECCe MPOBEACHUS IPAKTUYECKUX 3aHITHI U

OCBOCHUA

7abopaTOpHBIX pabOT, TECTUPOBAHMS, a TAKXKE BBIMOTHCHUS OO0YYaIOIIUMHUCS
WH/IMBHUTyQJIbHBIX 33JIJaHUH, POCKTOB, UCCIICIOBAHHIA.

Pe3yabTarTnl 00yyeHus Kpurepum oueHku DopMbI 1 METOIbI OLIEHKH

3HaHMS: JleMoHcTpanys 3HaHUM 10 Kypcy | DKcIiepTHasl OLlEHKa

— CYIIHOCTH M MTOHSTHE «OcHOBBI MH(pOPMAITMOHHON PE3yJIBTAaTOB AEATEIbHOCTU

MH(OPMALMOHHOM 0€30I1aCHOCTH» B ITOBCETHEBHON | 0Oydarouierocs npu

6E30HACHOCTIH U npodeccuoHanbHOM BBITNIOJTHEHUH U 3aIIUTE

’ JESATENBHOCTH. pe3ysbTaToB

XapaKTEpUCTHUKY €€ o
IIPAKTUYECKUX 3aHATUH.

COCTaBIISIOIHNX, TectupoBanue

— MecTo MH(POPMAIIMOHHON
0€30MMacCHOCTH B CHUCTEME
HalMOHAJILHOU
0€30MaCHOCTH CTPaHBI;

— BH/JIbI, UICTOYHUKH U
HOCHTEIIH 3alUIIAaeMON
uH(pOpMaINH;

— MCTOYHUKH YIpo3
6e30macHOCTH HH(pOpMALIUU
Y MEPHI 10 UX
MIPEIOTBPALICHUIO;

— (akKTopswl,
BO3EHCTBYIOLIME HA
nHOpMaIHIO TIPU €e
o0paboTke B
ABTOMAaTU3HPOBAHHBIX
(MHGOPMAITHOHHBIX )
CUCTEMaXx;

— JKU3HECHHBIE ITHKJTBI
nHpopmarun
OTPaHUYEHHOTO JOCTYIIA B
MpoLecce ee Co3qaHus,
00paboTKH, Iepenayu;

— COBpPEMEHHbIE CPEJCTBA U
crocoObI obecrneueHus
MH(pOPMaITMOHHOMN
0e30IacHOCTH;

— OCHOBHbBIE€ METOJIUKU
aHaJli3a yrpo3 U puckoB
MH(pOPMaITMOHHOM

11




0€30I1aCHOCTH.

YMeHnus:

— KJaccu(puIpoBaTh
3aluUIaeMyo  HHGOPMAIUIO
0 BHJIaM TAiHBI ¥ CTETICHSIM
CEKPETHOCTH,

— KJaccu(puIpoBaTh
OCHOBHBIC YTPO3BI
0e30macHOCTH HH(POPMAIIHH;

YMeHus npoBOIUTh
KJaccu(puKauo HHGOpMAaIIH 1Mo
BUJIaM TAiHbI U CTCTICHU
CEKPETHOCTH, OCHOBHBIX yIpO3
nHpopmaiuu B
npohecCuoHATBLHOM
JeSITeTbHOCTH

DKcrepTHOE HAOJI0/ICHNE B
MPOIECCE MPAKTUIECKUX
3aHATHN

12
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