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1. TIACIIOPT PABOYE ITPOT'PAMMBI [TPO®ECCUOHAJIBHOT'O MOJIY JIS

I[IM.01 OKCIUIYATALIUA ABTOMATU3NUPOBAHHBIX (MH®OPMAIIMOHHBIX)
CHUCTEM B 3AIIMINEHHOM UCITOJIHEHUA

1.1. Iens u uIaHUpyEeMBbIE€ PE3YIbTAThI OCBOEHHUS MPOGECCUOHATHBHOTO MOTYJIS

1.1.1. B pesynprare m3ydeHus MPOPECCHOHATHBHOTO MOIYIS CTYACHT JOJDKEH OCBOWTH
OCHOBHOM BHJI I€ATEIHLHOCTU DKCILTyaTalusi aBTOMaTU3UPOBAaHHBIX (MH(GOPMAIIMOHHBIX) CHCTEM B
3alIUIIEHHOM HCIIOJIHEHUH U COOTBETCTBYIOIINE €My OOIIHE KOMIIETCHIIUN:

OK O0I. BseiGupats cmoco0Obl pemeHHs 3afad  Npo(ecCHOHAIBHOM AEATeNbHOCTH,
NPUMEHHUTEIBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymecTBiATh MOUCK, aHAIW3 U UHTEPIPETALNIO HHPOPMALIUU, HEOOXOAUMON ISt
BBITNOJIHEHUS 33/1a4 MPOGECCHOHATBHON JAeSITENbHOCTH.

OK 03. IlmaaupoBaTh W peagn30BBIBATb COOCTBEHHOE MPO(ECCHOHAIBHOE W JTUYHOCTHOE
pa3BUTHE.

OK 04. PaGoTaTh B KOJUIEKTHBE U KOMaH 1€, dPPEKTUBHO B3aMMOIEHCTBOBATh C KOJUIETAMH,
PYKOBOJCTBOM, KIIMEHTaMH.

OK 05. OcymiecTBiasiTh YCTHYIO M NHCbMEHHYI0 KOMMYHHMKAIMIO Ha TOCYJapCTBEHHOM
SI3BIKE C Y4ETOM OCOOEHHOCTEH COIMAIbHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 06. ITposBAsATh rpaskJaHCKO-NIATPUOTUYECKYIO MMO3UIINIO, IEMOHCTPUPOBATh OCO3HAHHOE
NIOBEJICHHE Ha OCHOBE TPAJUIIMOHHBIX OOIEYETOBEYECKUX LEHHOCTEH, MPUMEHSATh CTaHIApPTHI
AHTUKOPPYIMLHUOHHOTO MOBEIEHUS.

OK 07. CopmelicTBOBaTh COXpPAaHEHHUIO OKPYKAIOMICH Cpelbl, pecypcocOepekeHHIo,
3¢ (peKTUBHO AeCTBOBATH B YPE3BBIYANMHBIX CUTYAIIHSIX.

OK 08. Hcnonp3oBaTh cpeAcTBa (pU3WUECKONW KYJIbTYPHI IIJII COXPAHCHHS W YKpEIUJICHUS
3I0pOBbsI B Tpoliecce MpoheCCHOHATBHON NESTEIbHOCTH M MOAJIEPKaHUI HEOOXOIMMOI0 YPOBHS
($U3uUeCcKOil MOArOTOBICHHOCTH.

OK 09. Mcrionb30BaTh HH(OPMAIIMOHHBIE TEXHOJIOTUHU B MPO(ECCHOHANBHON A TETbHOCTH.

OK 10. TIlomb3oBaThCcsi TpodecCHOHATBHON JOKyMEHTAIlMe Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX.

[IpodeccrnonanbHubie KOMIIETEHIINU:

I[IK 1.1. IIpom3BoAWTH YCTAaHOBKY W HACTPOMKY KOMIIOHEHTOB aBTOMAaTHU3HPOBAHHBIX
(vHGOPMAIIMOHHBIX) CHUCTEM B 3alMIICHHOM HCIOJHEHUH B COOTBETCTBHHM C TPEOOBaAHUSIMHU
HKCIUTYaTallMOHHOW JOKYMEHTAIUH.

IIK 1.2. AQMUHHCTpUpPOBaTh NPOTPaMMHBIE M IPOrPaMMHO-AIIapPATHBIE KOMIIOHEHTHI
ABTOMATH3UPOBAHHOM (MHPOPMALMOHHOM) CHCTEMBI B 3AIIUIIIEHHOM UCTIOJTHEHUH.

1K 1.3. O6ecnieunBath O6ecriepedoiiHyo padoTy aBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX)
CUCTEM B 3alllMIICHHOM HCIOJHEHHH B COOTBETCTBMM C TpPeOOBaHMSIMH SKCILTyaTallHOHHON

JIOKYMEHTaIUH.
IIK 1.4. OcymecTBiaATh MPOBEPKY TEXHUYECKOTO COCTOSIHUSI, TEXHUUECKOE 00CTy)KMBaHUE U
TEKyIIMd  pPEMOHT,  yCTpaHSATh  OTKa3hl U  BOCCTaHABIMBATh  pabOTOCIOCOOHOCTH

aBTOMAaTH3UPOBAHHBIX (MH(OPMAI[MOHHBIX) CUCTEM B 3alLUIIEHHOM UCIIOJHEHUH.
1.1.2. B pe3ynbraTe 0CBOEHUS NMPO(EeCCHOHANTBHOTO MOTYJIS CTYIEHT JOJDKEH:
HMeTh pakTU4ECKUI OIIBIT:
— YCTAaHOBKM ¥  HACTPOMKM  KOMIIOHEHTOB  CHUCTEM  3allUThl  MH(pOpMaLUU
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM;
— aIMMHHMCTPUPOBAHUS aBTOMATU3UPOBAaHHBIX CUCTEM B 3alIUILEHHOM HCIIOJIHEHUU;
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—_— 9KCILTyaTallukh KOMIIOHCHTOB CHUCTCM 3alllUThI I/IH(bOpMaI_[I/II/I ABTOMATHU3UPOBAHHBIX
CHCTEM;

—_— AJUArHOCTUKHN KOMIIOHCHTOB CHCTEM 3alllUThI I/IHq)OpMaI_II/II/I ABTOMATHU3UPOBAHHBIX
CHCTEM, YCTPAaHCHHS OTKa30B M BOCCTAHOBJICHUS Pa0OTOCIIOCOOHOCTH aBTOMATH3WPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B 3aIUIIICHHOM UCIIOJTHEHUU

JlomkeH ymeTh

— OCYIIIECTBIISATh KOMIUIEKTOBaHHE, KOH(UTYpHpOBaHUE, HACTpPOIKY
ABTOMATU3UPOBAHHBIX CHUCTEM B 3alIMIIEHHOM KCIOJIHEHUH KOMIIOHEHT CHCTEM 3alllUThl
nH(pOpMallK aBTOMATU3UPOBAHHBIX CUCTEM;

— OpPraHW30BBIBATh, KOH(DUTYpUPOBaTH, MPOU3BOAUTH MOHTAX, OCYIIECTBISTH
JTUArHOCTUKY M YCTPaHATh HEUCIPABHOCTUM KOMIBIOTEPHBIX ceTed, paboTaTh C CETEBBIMU
MPOTOKOJIAMHU Pa3HBbIX YPOBHEH;

— OCYILIECTBIISATh KOH(UTYpUpPOBaHUE, HACTPOWKY KOMIIOHEHT CHCTEM 3allUThI
nH(pOpMalli aBTOMATU3UPOBAHHBIX CUCTEM;

— IPOM3BOJIUTh YCTAHOBKY, aJalTallI0O U COMPOBOXKJIEHHE THUIIOBOTO MPOrPaMMHOTO
o0ecreyeHns, BXOASIIET0 B COCTAaB CHCTEM 3aIlUThl HHPOPMALIMU aBTOMATU3UPOBAHHON CHCTEMBI

— HACTpaWBaTh H YCTPAHITh HEUCIPABHOCTH MPOrPaMMHO-AMMAPATHBIX CPEACTB
3amUThl UHOOPMALIUY B KOMIIBIOTEPHBIX CETAX TI0 33JJaHHBIM MTPABUIIAM;

— obecreunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATh HEUCTIPABHOCTH

JloJKEeH 3HaTh.

— COCTaB M MPHUHIUIBI padOThl aBTOMATU3UPOBAHHBIX CUCTEM, OMIEPALMOHHBIX CUCTEM
U Cpen;

— OPUHLMIIBI  pa3pabOTKU  aJIrOpUTMOB  MPOTpamMM,  OCHOBHBIX  INPUEMOB
IPOrPaMMHUPOBAHUS;

— Moenu 0a3 JaHHBIX;

— NPUHIUIBI IOCTPOCHUS, (PU3HUecKre OCHOBBI Pa0OTHI epUepHitHbIX YCTPOMCTB;

— TEOPETUYECKHE OCHOBBI KOMITBIOTEPHBIX CETed M HX alllapaTHbIX KOMIIOHEHT,
CETEBBIX MOJIeNIeH, IPOTOKOJIOB U MPUHIIUIIOB aJpecaliy;

— MOPSAOK YCTAHOBKM M BBOJIAa B AIKCIUTyaTallMI0 CPEICTB 3alIUThl MHPOpPMAIUMU B
KOMIIBIOTEPHBIX CETSX;

— NOPUHIUIBl  OCHOBHBIX METOJOB OpraHW3allid U MPOBEACHUS TEXHUYECKOTO
00CTyXKMBaHUS BEIYUCIUTEILHON TEXHUKHU U JPYTUX TEXHUYECKUX CPEICTB MH(OPMAaTU3ALINH.

1.2. KonudecTBO 4acoB, OTBOJUMOE Ha OCBOCHUE MPOPECCHOHATHHOTO MOTYJIS
Bcero 1032 yacoB, U3 HHX:

MaKCUMaJIbHOU yueOHOM Harpy3ku oOyuatorierocs (Bcero) — 1032 yacos;
00s13aTeIFHON ayJUTOPHON yueOHOM Harpy3ku oOydatromerocs (Bcero) — 622 4acos;
camocTosITenbHas pabora obyuaromerocs (Bcero) — 188 vacos;

npakTuyeckas padbora oOydaromierocs (Bcero) — 128 vacos;

nabopaTopHbIe 3aHITHs oOydaromierocs (Bcero) — 210 yaca;

KOHCYJBTAIIMN 00y4aromierocsi(Bcero) — 2 4acos;

y4eOHOU MpaKkTUKHU oOydaromierocs (Bcero) — 144 qacos;

MPOU3BOICTBEHHAS IPAKTUKA (110 MPO(UITIO CIIEATIbHOCTH) — 72 4acoB;
MIPOMEXKYTOUHAsI aTTecTarus oOydJaromierocs (Bcero) — 6 4acos.



2. CTPYKTYPA U COAEP>XXAHUE ITPOPECCHUOHAJIBHOT'O MOAYJIA
2.1. Ctpykrypa npodeccuoHaIbHOTO MOAYJIS

Konpr HaumenoBanust O6Bem O06Bem podecCHOHATEHOTO MOAYJIS, Yac.
npodeccronanb pas3znenos o0pa3oBaTenb O6yuenue no MJIK, B gac. [TpakTuku CamocrosTens
HBIX 00IINX npodeccuoHabH HOM BCET B TOM YHCIIE y4eOHa | IPOM3BOJACTBEH | Has pabora
KOMIICTEHIIUI OT0 MOAYJIA IporpamMmeali, o, 71a00paTOpPH | KOHCYJbTAIl | KYpCOB A Has IIPaKTHKa,
4ac. 4aco BbIX U nu asd IIpaKTHU 4acoB
B MPaKTHYECK paborta K,
UX 3aHATHH (mpoek, | 4acoB
4acoB
OK 01 -OK 10 M/JK.01.01 128 94 52 36 34
IIK 1.1. - TIK OnepanoHHbIe
1.4. CUCTEMBI
OKO01-0OK 10 | MJIK.01.02 ba3sl 128 128 76 36
IIK 1.1. - TIK JAaHHBIX
1.4.
OKO0I1-OK 10 | MIK.01.03 Cerun 158 108 62 2 36 50
I[IK 1.1. - TIK U CUCTEMBI
1.4. nepenayu
nHpopmaruu
OK 01 -OK 10 M/IK.01.04 236 178 70 18 58
IIK 1.1. - TIK DKCIUTyaTalus
1.4. aBTOMAaTU3UPOBAH
HBIX
(uH(OPMAITOHHBI
X) CHCTEM B
3aIMUIIEHHOM
VCIIOJIHEHU U
OK 01 -OK 10 M/K.01.05 160 114 78 18 46
IIK 1.1. - TIK DKCIUTyaTalus
1.4. KOMITBIOTEPHBIX
ceTen




OK01-0OK 10 VYueOHas 144
IIK 1.1. - TIK IIpaKTHKa
1.4.
OK 01 -OK 10 | IlpousBoacTBEHH 72
I[IK 1.1. - TIK as MPAKTHUKA,
1.4. 4acoB
OK 01 -OK 10 | TIpomexyrouHas 6
K 1.1. - TIK aTTecTalus
1.4. DK3aMeH 1o
npodeccnoHabH

OMY MOJYJIIO

BCEI'O:

1032

| 622 |

338

144

72

188




2.2. TemaTudeckuii 1j1aH U coqepkanue npodeccuonanbHoro moayss (IIM)

HaumenoBanue Coneprxanue yueOHOro MaTepuaa, 1abopaTopHblie paboThl M MPAKTHUECKUE 3aHATHS, O6wem | YpoBeHb
pas3esioB U TeM camMocCTosITeNIbHasl paboTa 00y4aroIUXCs 4acoB | OCBOEHUS
npogecCuoHaIbLHOTO
moxysst (ITM),
MEXAUCIUTUTMHAPHBIX
kypcoB (MJIK)
1 2 3 4
MJIK.01.01 OnepanmoHHbIE CUCTEMBI 128
Paznen 1. DneMeHTHI T€OpUU ONEepallMOHHBIX cucTeM. CBOMCTBA ONEPAIMOHHBIX CUCTEM
Tema 1.1. OcHOBEI Conepxanue 4 1,2
TEOpUH OINepalMOHHbLIX |  OmpezneneHue onepanroHHOM cucteMbl. OCHOBHBIE MOHATHUSA. McTOpHS pa3BUTHS ONepalliOHHbBIX
CUCTEM cucteMm. Buner onepanmonnsix cucreM. Kimaccudukanus onepaoHHBIX CUCTEM O Pa3HBIM
npusHakaM. OnepanuoHHas cucTemMa Kak nHTepdeiic Mexay nNporpaMMHBIM U annapaTHBIM
obecnieuenneM. CucTeMHBIC BBI30BBL. VccienoBanus B 00JIaCTH OMEPAITMOHHBIX CUCTEM.
Tema 1.2. MamuaHO- Conepxanue 4 1,2
3aBHCUMBIE U MAILIMHHO- 3arpy3unk OC. Mnunuanuzanus annapatasix cpenacts. [Ipouecce 3arpy3ku OC.
He3aBMCUMBbIE CBOMCTBA | [Tepenocumocts OC. Mammuno-3asrcumble Moxyan OC. 3agaun OC 1o yInpaBIeHHIO OIepPallusIMK
OIICPALIMOHHBIX CUCTCM BBOJa-BbIBOJA. MHOrOCIIOWHAas MOJENb TOACUCTEMBI BBOIa-BbIBOAA. JpaiiBepsl. [loanepxka
ornepanuii BBOJa-BbIBOJA.
Pabota c daitnamu. daiinoBas cucrema. Bunpl daiinoBeix cucteM. Ouszndeckas opraHUu3aIus
daitnoBoit cuctemsl. Tunsl ¢aiinos. PaiioBbIe onepanuy, KOHTPOJIb JOCTYMA K (aiinam.
TeMarnka NpakTUYECKUX 3aHATUN 7
Bupryansubie mammasl. Co3nanne, Moaudukanms, padboTa
VYcranoBka OC
Co3anne ¥ U3y4eHUE CTPYKTYPHI Pa3esiOB )KECTKOTO IUCKa
Omneparuu ¢ dainamu
Tema 1.3. MoaynbHas Conepxanue 4 1,2
CTPYKTypa Ox30s1p0o. Mopaens kineHT-cepsep. Pabota B pexxume nosb3oBatens. Pabora B KOHCOTBHOM
OMEPALIMOHHBIX CUCTEM, pexume. O60I0YKH ONePAIMOHHBIX CHCTEM.
MIPOCTPAHCTBO TemaTuka NpakKTUUECKUX 3aHATUN B
I10JIb30BATEIA PaboTa B KOHCOJIBHOM 1 IpaUIECKOM PEKUMAX
Tewma 1.4. Yopasnenue Conepxanue 4 1,2
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IaMsATBIO

OcHoBHOE ymnipaBieHue namsaTeio. [logkauka. BuptyanbHas naMsTh. AJTOPUTMBI 3aMEILICHUS
cTpaHuIl. Bompock! pa3paboTKu CHUCTEM CO CTPAaHUYHOW OpraHu3aIei maMatu. Bompocsl
peanuzanun. CerMeHTaus naMsaTu

TemaTuka NPaKTUYECKUX 3aHATHN

MOHI/ITOPI/IHF 3a UCITIOJIb30BAHUEM IMaMATH

Tema 1.5. Yopasnenue Conepxxanue 1,2
npoleccamy, [Tonsitue npouecca. [Tonstue noroka. [lonsatue npuopurera U 0Yepean MpoLeccoB, 0COOEHHOCTH
MHOTOIPOLIECCOPHbBIE MHOT'OIIPOLIECCOPHBIX CUCTEM. MEKIIPOLIECCOPHOE B3aUMOICHCTBUE
CHUCTEMBI [TonsiTne B3auMoOI0KUpPOBKH. Pecypchl, 00HapyxeHHEe B3aMOOJIOKUPOBOK. M30eranme
B3anMOOJIOKHPOBOK. [IpenoTBpaieHne B3anMoOIOKHPOBOK
TemaTuka NPaKTUYECKUX 3aHATHN
VYrpapieHue nponeccamm»
HabmioneHue 3a HCrosib30BaHHEM PECYPCOB CHCTEMBI
Tema 1.6. Conepxanune 1,2
Bupryanuzanus u TpeboBanus, npuMeHsieMble K BUpTyanu3auuu. [ unepsuzopsl. Texnonoruu 3¢ ekTuBHOM
o0JauHble TEXHOJIOTUU BUpTyanu3anuu. Bupryanuzanusa namsatu. Bupryanusanus BBoa-BeiBoga. BuptyanbHbie
ycTporcTBa. Bonpocs! IuneH3upoBaHus
O6maunblie TexHosoruu. MccnenoBanus B 007aCTH BUPTYaTU3alMK H 00JIaKOB
TemaTuka NPaKTUYECKUX 3aHATHN
N3ydyenne npumepoB BUpTyasibHbIX ManH (VMware, VBox)
Paznen 2. besonacHOCTh OnepalMOHHBIX CUCTEM
Tema 2.1. IlpuHnunmel Copnepxanue 1,2
MOCTPOCHUS 3aIUTHI [Tonsitue 6e3onacuoctu OC. Knaccudukanus yrpo3 OC. Mctounuku yrpo3 nHGOPMAITHOHHON
uHpopManuu B 0e30macHOCTH U 00beKThI Bo3zeicTBus. [lopsanok obecnieueHus 6e30macHOCTH HH(POPMAITUH TTPH
OTIepaI[MOHHBIX JKCITyaTanuu oneparonHbix cucreM. llltataeie cpencta OC ains 3amuThl HHGOPMaIUK.
cucreMax AyTeHTH(UKAIMS, aBTOPU3ALINS, AYAUT.
TeMarnka NpakTUYECKUX 3aHATUN
VYrpasieHre y4eTHbIMU 3alMCSIMU MOJIb30BaTENeH U JOCTYIIOM K pecypcam
AyIuT COOBITUN CHCTEMBI
M3ydeHre MTaTHBIX CPEJICTB 3alIUThl HHOPMAIIMU B ONEPAIIIOHHBIX CUCTEMax
Paznen 3. OcobeHHOCTH paboTHl B COBPEMEHHBIX OMEPAIIMOHHBIX CHCTEMaX
Tema 3.1. Conepxanune 1,2
OnepanmoHHbIe 0630p cuctemsl Linux. [Iporeccs! B cucteme Linux. Ympasienue namsaTeio B Linux. BBoa-BeiBOA




cucteMbl UNIX, Linux,

B cucreMme Linux. @atinosas cucrema UNIX.

MacOS u Android OmnepannonHbie cuctemsl cemeiictBa Mac OS: 0c0OEHHOCTH, TPEUMYIIIECTBA U HEJOCTATKHU.
Apxutektypa Android. [Tpunoxenust Android
TemaTuka NPaKTUYECKUX 3aHATHN 6
Coznmanne nuctpuOboTuBalinux. Y cTraHOBKA.
Pa6ora B OC Linux.
Tema 3.2. Conepxanue 4 1,2
OnepanonHas cuctemMa Crpykrypa cucremsl. [Iponeccot n motoku B Windows. Ynpasienue mamsaTsio. BBOI-BBIBOJ B
Windows Windows.
TeMarnka NpakTUYECKUX 3aHATUN 5
YcraHoBKa 1 nepBuyHas HacTpoiika Windows.
Tewma 3.3. CepBepHbie Conepxanune 4 1,2
OIlepallOHHbIE OcnoBHoe Ha3zHaueHue cepepHbIX OC. Ocobennoctu cepBepubix OC. Pacnpenenenusie (aiiaoBbie
CUCTEMBI CHCTEMBI.
TeMarnka NpakTUYECKUX 3aHATUN 6
Pabota ¢ ceteBoii (haitioBoi CUCTEMOIA.
Pabota c cepseproit OC, nHanpumep, AltLinux.
[TpumepHas TeMaTHKa caMocTosATeNbHON paboTsl pu u3ydernu MJIK.01.01 34 1,2
Co3nanne BUPTyaJIbHON MallluHBI.
YcraHoBKa OnepaluOHHON CUCTEMBI.
Amnanus xyprHana ayauta OC Ha paboyem mecTe.
W3ydyenne ananmuTuuecKkux 0030poB B 001aCTH MTOCTPOCHUSI CUCTEM 0€30MIaCHOCTH OTIEPAIMOHHBIX CUCTEM.
MJIK.01.02 ba3sl maHHBIX 128
Paznen 1. OcHOBBI TeopHH 6a3 TaHHBIX
Tema 1.1. OcHOBHEIE Conepxanune 3 1,2
MOHSATHSI TeOpUHr 06a3 [Tonsitue 6a3bl aHHBIX. KOMIIOHEHTHI CUCTEMBI 06a3 TaHHBIX: JaHHbIE, allllapaTHOE O0ecreueHue,
naHHbIX. Monaenu nporpaMMHOe obecriedeHue, mob3oarenu. OIHOMOIB30BATEIbCKIE U MHOTOTIOIB30BATEIIbCKIE
TAHHBIX cuctembl 06a3 nanHbIX. IHTerprpoBanHbie U o0mmue gaHHble. OOBEKThI, CBOICTBA, OTHOLICHHUS.
I{enTpanu3oBaHHOE ypaBlIeHUE TaHHBIMH, OCHOBHBIE TPEOOBAHUSI.
Monenu nanusix. Mepapxudeckue, CeTEBbIE U PEISLIUOHHBIE MO OPTraHU3aUH TaHHBIX.
[TocTpensiuoHHbIe MOIETTU TaHHBIX.
TepmuHOMOTHS penssuuoHHbIX Mozenei. Kimaccudukamms cynaocreit. /[Benannars npasmi Komgna
JUISL OTIPEJICIICHUS] KOHIETITNH PENISIIIMOHHON MOJICIIH.
Tema 1.2. OcHOBEI Conepxanune 3 1,2
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PENSAIMOHHON anreOpbl

OcCHOBBI pensIMOHHOM anreOpbl. TpaauinoHHbIC onepanuy Haj OTHOIICHUIMHU. CrielnaibHbIe
onepaulfm HaJd OTHOILICHUAMMU. Onepaunn Had OTHOIICHUAMU OOIIOJTHCHHBIC I[eflTOM.

TeMarnka NpakTUYECKUX 3aHATUN

Onepaunn HaJg OTHOIICHUAMUAU

Tema 1.3. bazoBrle Conepxanune 1,2
MIOHATUSA U bazoseie nonsitus CYB/l. OcHoBHbIE QpyHKINH, peanu3yeMble B CYB/l. OcHOBHbIE KOMIIOHEHTHI
KJIaccu(pUKaIms CHCTEM CYB/l u ux B3aumoneiicreue. Matepdeiic CYB/I. S3bikoBrie cpencrsa CYB/]. Knaccuduxarus
yIpaBiieHus 0a3aMu CVYB/. Cpasuurensnas xapaktepuctuka CYB/I. 3nakomctBo ¢ CYB/] (110 BBIOODY)
JTAHHBIX
Tema 1.4. Conepxxanue 1,2
[{enocTHOCTD TaHHBIX [ToHsiTHE HETOCTHOCTH U HEMPOTUBOPEYMBOCTH AaHHBIX. [[pruMepbl HapyeHUs ETOCTHOCTH U
KakK KJIF0UE€BOE MOHSATUE HEMPOTUBOPEUUBOCTHU AaHHBIX. [IpaBuia u orpanuyeHus.
0a3 JaHHBIX
Paznen 2. IlpoekTupoBanue 0a3 JaHHBIX
Tema 2.1. Conepxanue 1,2
Nudopmanmonnbie Tunbl nHGOPMATMOHHBIX MOJienel. Jlormueckue Monenu faHHbIX. DU3NUYECKHEe MOJIEIH TaHHbBIX.
MOJIEJIN PENSIITUOHHBIX TemaTuka NpakKTUYECKUX 3aHATUN
0a3 maHHbIX [TpoexTupoBanue NHGOIOTHIECKON MOJICITN TaHHBIX
Tema 2.2. Conepxxanue 1,2
Hopwmammzarnus taGmuig Heo6xomumMocTs HOpManu3amnuu. AHOMaJIMK BCTaBKH, yajieHus u o0HosieHus. [IpuBenenne
PENSAUOHHON O6a3bl TaOIUIIBI K TIEPBOMA, BTOPOH M TpeTheil HopManbHEIM (hopmam. JlanbHelass HopMannu3anus TaOuL.
JAHHBIX. YerBepTas u naras HopMaiabHble GopMbl. [IpumeHenne nmpoliecca HOpMaJIU3alUU.
[IpoekTupoBanue TeMarnka NpaKkTUYECKUX 3aHATUN
CBSI3CH MEXIY [IpoexkTupoBaHue CTPYKTYphI 0a3bl JAHHBIX
Ta0IUIAMU.
Tewma 2.3. Cpeacrsa Conepxanune 1,2
aBTOMAaTHU3aIHU CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencTs.
MPOEKTUPOBAHUS I'paduaeckoe npencraBnenne moaenen npoektupoBanus. UML. Jlnarpamma CymHOCTb-CBA3b,
JMarpaMma rnoToKOB JAHHBIX, TUarpaMMa MpeleeHTOB UCIIOIb30BaAHUS.
TemaTuka NPaKTUYECKUX 3aHATHN
[TpoexTupoBanue 6a3bl NaHHBIX ¢ ucnoiab3oBanneM CASE-cpencts
Paznen 3. Opranu3zanus 6a3 TaHHBIX
Tema 3.1. Co3ganue Conepxanune 1,2

0a3bl JaHHBIX.

Co3znanue 6a3pl naHHbIX. PaboTa ¢ Tabnunamu: co3ganue TabJInIbl, K3MEHEHUE CTPYKTYPHI,
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ManunynupoBaHue
JaHHBIMMU.

HaIlOJTHEHUE TaOIUIIbI TaHHBIMU. Y TIPaBJICHUE 3aMUCSIMU: J100aBIeHNE, PeIaKTUPOBAHNE, YIAICHHUE
u HaBuranus. Pabora c 6a30ii JaHHBIX: BOCCTAaHOBIIEHUE U cxkaTHe. OTKPHITHE U MOTU(DUKAIINS
naHHbIX. Komanapl XpaneHnus, 100aBIIeHHs, peJaKTUPOBAHUS, YIAJICHUS U BOCCTAHOBJICHUS
naHHBIX. HaBuramms no HabOpy JaHHBIX.

TeMarnka NpakTUYECKUX 3aHATUN

Cosnanue 6a3pl nanubix cpeacrsamMu CYBJI. Pabota ¢ Tabnuuamu: no0aBieHue, pelakTHpOBaHHeE,
yJaJIeHHe, HAaBUTAIHs 110 3aIHCSM.

Tema 3.2. IHOEKCHL Conepxanue 1,2
CBs3u MeXITY [TocnenoBarenbHbIN MOUCK JaHHBIX. COpTHpPOBKA M GUIBTpalMsl TaHHBIX. HIEKCUpOBaHNE
TaOJIAIAMU. Tabnui. Pa3nudHbIe TUITBI HHIEKCHBIX (haiinoB. Paboune obnactu u nceBnoHUMBL. CBsI3b TaOHII.
O0BenuHeHNE TAOJINII O0beanHenne TadJINII.
TemaTuka NPaKTUYECKUX 3aHATHN
Co3panue B3auMOCBsI3en
CopTupoBKa, MOUCK U GUIBTPAIHS TaHHBIX
Croco0bI 00bEeTUHEHNS TAOTUL]
Paznen 4. Yopasnenne 6a3oii qaHHBIX ¢ momombio SQL
Tema 4.1. Conepxxanue 1,2
CrpykrypupoBanHblli | OOInas XapaKTepUCTHKA SI3bIKa CTPYKTYPUPOBAHHBIX 3aripocoB SQL. CTpyKTyphl ¥ THITBI JTaHHBIX.
s13bIK 3anpocoB SQL Cranpapts s3b1ika SQL. Komanap! onpeneneHuss JaHHBIX U MAHUITYJIMPOBAHUSI TAHHBIMU.
TeMarnka NpakTUYECKUX 3aHATUN
Cozmanme 6a3bl JaHHBIX ¢ ToMoIIbI0 KoMaH SQL. PegaktupoBanue, BCTaBKa U yJajieHUE JTaHHBIX
cpeactBamu sizbika SQL
Tema 4.2. Onepatopsl u Conepxanune 1,2
¢bynkuuu s3pika SQL Crpykrypa komanasl Select. Yenoue Where. OnepaTopsl u (pyHKIIUH TPOBEPKH YCIOBUH.
Jlornueckwue onepatopsl. ['pymnmoBbie dyHkumnu. OyHKIMK 1aThl 1 BpeMeHH. CHMBOJILHBIE
GyHKIHN.
TeMarnka NpakTUYECKUX 3aHATUN
Co3anue v UCTOIb30BaHME 3aMpocoB. [ pynnmupoBKa U arperupoBaHue JaHHBIX
KoppennpoBaHnHbie BI0KEHHBIE 3aIIPOCHI
Co3gaHue B 3apocax BBIYUCIAEMBIX Mojel. Mcnonb30BaHue yCIoBHil
Paznen 5. Opranu3anus pacnpenenéHHbIX 0a3 JTaHHBIX
Tema 5.1. Conepxanune 1,2
ApPXUTEKTYpbI ApXHUTEKTYpHI KIIHEHT/cepBep. JIOCTOMHCTBA U HEOCTATKH MOJIENICH apXUTEKTYPhI KIIMEHT/CEepBEp

pacrpeieieHHbIX 6a3

u ux BiausiHUE Ha pyHKkunuonupoBanue ceteBbix CYB/I. IIpoekTupoBanue 6a3bl JaHHBIX MO
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IaHHBIX

KOHKPETHYIO apXUTEKTYpPY: KIHCHT-CEPBEP, paclpe/ielicHHbIe 0a3bl JaHHBIX, TTapalIeIbHAasI
00paboTKa TaHHBIX.

OTnnuus ¥ npeuMyniecTBa yAaJleHHbIX 0a3 JaHHBIX OT JIOKAJIbHBIX 0a3 AaHHbIX. [IpenmMyiecTsa,
HEJOCTaTKU U MECTO IPUMEHEHMS IBYX3BEHHOM U TPEX3BEHHON apXUTEKTYPBHI.

TeMarnka NpakTUYECKUX 3aHATUN

YrpasiieHue J0CTYIOM K 00beKTaM 6a3bl JAHHBIX

Tema 5.2. CepBepHas Conepxanune 1,2
4acThb PACIPEAEICHHON ITnanupoBanue u pazpéproiBanre CYB/] 11t paboThl ¢ KIMEHTCKUMU MPUIIOKEHUSIMH
0a3bl JaHHBIX TemaTuka NpakKTUUECKUX 3aHATUN
YcranoBka CYB/I. Hactpoiika komnonenToB CYB/I.
Tema 5.3. Kimueurckast Conepxanue 1,2
4acTh paclpeieIeHHON [TnanupoBanue npwioxeHuit. Opranuzarus uaTEpdeiica ¢ moap3oBaTesieM. 3HAKOMCTBO C
0a3bl TaHHBIX MacTepaMu U KOHCTPYKTOPaMH MPHU MPOEKTUPOBaHUU (HopM U oT4eToB. Turmbl MmeHi0. PaboTa ¢
MEHIO: CO37[aHKe, Mo (UKaIus.
Hcnonb3oBaHne 00bEKTHO-OPUEHTHPOBAHHBIX S3BIKOB IPOTPAMMUPOBAHUS IS CO3TAHUS
KJIMEHTCKOM yacTH 0a3bl NaHHBIX. TeXHOIOruM 10CcTyna.
Ontumuzanus npousBoauTenbHoCcTH paboTel CYB/L.
TemaTuka NPaKTUYECKUX 3aHATHH
Coznmanne GopM U OTYETOB
Coznanue meHmo. ['enepanus, 3amyck.
[TpodunmpoBanme 3apoCcoOB KIMESHTCKUX MPUITOKCHHM.
Paznen 6. AnmuHucTprpoBaHNe U O€30MACHOCTh
Tema 6.1. Conepxanune 1,2
ObecrieueHue VYrpo3sl nenoctaoctd CYBJl. OcHOBHBIE BUJIBI M TPUUKUHBI BO3HUKHOBEHUS YTPO3 LEIOCTHOCTH.
LETTOCTHOCTH, Crnoco6w1 mpotuBoAekicTBUS. [IpaBuna, orpaHuYeHuUs.
JIOCTOBEPHOCTH U ITonsTre xpaHuMoi npouenypsl. JloCTOMHCTBA U HEAOCTATKU UCIIOJIb30BAaHUS XPAaHUMBIX
HEMPOTUBOPEUNBOCTH | nipouenyp. [lonstue Tpurrepa. A3k XpaHUMBIX TpoOLeAYp U TpUrrepos. KackagHeie BO31€CTBHS.
JTAHHBIX. VYrpaBineHue TpaH3aKIUsIMU U KIIIUPOBAHUE MaMSITH.
TemaTuka NPaKTUYECKUX 3aHATHN
Pa3paboTka XpaHUMBIX TPOUEAYDP U TPUTTEPOB
Tewma 6.2. Ilepexnar Conepxanue 1,2

HCKJTIOYUTEIBHBIX
cuTyauui u oopadboTKa
OHIO0K

[ToHsITHE NCKITIOYUTENBHONU CUTYallMU. MATKUI 1 AKECTKUW BBIXOJ U3 UCKITIOUUTEIHHON CUTYaIH.

MecTo BOZHUKHOBEHHSI HCKITIOUUTENBbHON cuTyanuu. OnpeieneHne Xapakrepa OmuoKH,
BBI3BABIIECH UCKIYUTEIbHYIO CUTYALHIO.
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Tema 6.3. Mexann3Mebl Coneprxanne

3amuThel uHGopManuu B | CpencrBa uaeHTUGUKAIMK 1 ayTeHTUuKau. O0mue cBenenus. Opranu3aiiys B3auMOACHCTBUSI

cUCTEeMax YIpaBJICHUS CVYB/I u 6a3oBoit OC. Cpezactsa ynpapieHus 10CTyrmoM. OCHOBHBIE TTOHATHUS: CYObEKTHI U
0a3aMu JaHHBIX 0OBEKTHI, IPYIIIBI MTOJIb30BATENCH, IPUBUIIETUH, POJIM U MPEICTABICHUS. SI3bIKOBBIC CPECTBA

pasrpaHMueHMs JocTyna. Bunael npusuieruil: npusuiernu 6e3onacHocTy U focryna. Konnenmus n
peann3anus Mmexanuszma posneil. CootHoneHue npas gocryna, onpenensemsix OC u CYBJI.

Cpenctsa 3amuThl HHGOpMAIMHU B 0a3ax JaHHBIX

TemaTuka NPaKTUYECKUX 3aHATHN

Ynpasienue npaBaMu JocTyna K 0a3aM JaHHBIX

1,2

Tema 6.4. KonupoBanue Copepxanue

Y IIEPEHOC TaHHBIX. Co3nanue pe3epBHBIX KOMHM Beeit 0a3bl JaHHBIX, )KypHala TPaH3aKIUil, a TAK)Ke OAHOTO HITH
Boccranosnenne HECKOJbKUX (paityioB unm ¢ainossix rpynim. [lapaninenn3m onepamnuii MogudUKauyu JaHHBIX U
JTAHHBIX KONUpOBaHUsA. THUIBI pe3epBHOTO KONMMPOBAaHUS. Y IPaBICHUE PE3EPBHBIMU KOIIUSAMHU.
ABTOMaTH3a1Ms IPOLIECCOB KOMUPOBAaHMs. BocCTaHOBIIEHNE TaHHBIX

TemaTuka NPaKTUYECKUX 3aHATHN

AynuT naHHbIX ¢ moMouipto cpeactB CYB/I u tpurrepon

Pe3epBHOE KOMMPOBaHNE U BOCCTAHOBIICHHUE 0a3 TaHHBIX

1,2

[IpumepHas TemaTHKa caMOCTOSATEIbHOM paboTh! ipu u3ydennu MJIK.01.02

BrimonHenne HHIMBUyaTbHOTO 3a/1aHus 10 TeMe «[IpoekTupoBanue HHPOIOTHISCKON MOIETH 0a3bl TaHHBIX).

BeinonHenne nHAMBUYATBHOTO 3a1aHus 10 TeMe «HopManuzamnus OTHOIEHUN».
[TonroroBka pedeparos Ha Temy «Pazsurue CYBJ» (konkpernoii CYB/I).
Brimonnenue uHauBryaabHOro 3a1anus no treme «Co3nanue 6a3pl qanHbix. Coznanue Tadmui. Opranuzanus
MEXKTAOTHYHBIX CBS3EH)
BelnmonHeHNEe MTHAMBUAYAIBHOIO 3a1aHus 10 TeMe «Opranu3anus 3anpocoB.
Brinonnenue nHAMBUYaTbHOTO 3a1aHus 10 TeMe «Co3/1aHne MoIb30BaTENbCKOro npuioxenus cpeactsamu CYB/».
Pa30op cuHTakcuca XpaHUMBIX MPOLIETYP U TPUTTEPOB.
[ToaroroBka pedeparos no Teme «Opranusanus U UCMOJIb30BaHNE MEXAHU3MOB 3aIIUThI 0a3bl TAHHBIX).

1,2

ITpomesxyrounas arrecranus no MJIK.01.02

MJIK.01.03 Cetu u cuctemMsl niepenadu HHQOpMaImm

158

Pasznen 1. Teopust TeET€KOMMYHUKAIIMOHHBIX CETEN

Tema 1.1. OcHOBHEIE Coneprxanne

MIOHSATHUSA U OIPEACICHUS Knaccudukanus cucrem cBsizu. CooOIIEHNS U CUTHAJIBL. BUIBI QIEKTPOHHBIX CUTHAJIOB.
CrnekTpanbpHOE NpeAcTaBiIeHre CUTHAIOB. [TlapameTpsl curaanoB. O0bemM 1 nHGOpPMAITMOHHAS
€MKOCTb CUTHAaJIA.

1,2

14




Tewma 1.2. ITpuHIUTIBI Conepxanue 6 1,2
nepenauu uHopmanun | HasHadenue u MpUHIUIIBI opranu3amnuu cereit. Kimaccuukamus cereit. MHOTOypOBHEBBIH MMOIXOI.
B CETSX M CUCTEMax [Tporokon. MaTepdetic. CTek mpoToKoIOB. TeleKOMMYHIUKAIIMOHHAS Cpea.
CBSI3H
Tema 1.3. Tumnossie Conepxanne 7 1,2
KaHaJIbl Iepeladu U UX Kanan nepenaun. CereBoil TpakT, TpynnoBoil KaHaj nepegadu. Anmnaparypa nudpoBbix
XapaKTePUCTUKU IJIE3MOXPOHHBIX CUCTEeM Mepenadr. OCHOBHbIE TapaMeTphl U XapaKTEPUCTUKHI CUTHAJIOB.
YrpowméHHas cxema opranusanuu kaana TH
TemaTtuka 1a00paTopHBIX PaboT 15
PacueT nponyckHON ClIOCOOHOCTH KaHaa CBS3U
Paznen 2. Cetu nepenaun TaHHBIX
Tewma 2.1. Apxurtektypa Conepxanne 10 1,2
Y TIPUHIIUIIBI PaOOTHI CrpykTypa 1 XxapakTepucTuku ceteil. CriocoObl KOMMYTAIMK U TIepeiaun JaHHbIX. Pactipenenenue
COBPEMEHHBIX CeTei GyHKIMI O cUCTeMaM CeTH U apecalns NakeToB. MapuipyTusanus U yrpapieHHe MOTOKaMH B
neperayy JaHHbIX CETSIX CBA3M.
IIpoTokosnbl u nHTEpQEICH yIpaBleHNs KaHaJlaMU U CEThIO Nepeiauy TaHHBIX.
TemaTnka 1abopaTopHbIX padoT 30
Koudurypuposanue cereBoro uHTepdeiica paboveit CTaHINN
Kondurypuposanue cereBoro nurepdeiica MapmpyTiusaTopa 1o npotokoiny IP
Koppexknust mpobiiem naTepdeiica MapipyTuzaropa Ha GU3MIECKOM M KaHAJTLHOM YPOBHE
Jlnarnoctuka u pa3penieHue npobjaeM CETeBOro ypoBHs
JIMarHoCTHKA U pa3pelieHue mpoodieM MPOTOKOJIOB TPAHCIIOPTHOT'O YPOBHS
Jlnarnoctuka u paspenieHue npoo6ieM IpoTOKOJIOB MPUKIAJTHOTO YPOBHS
Tema 2.2. Conepxanue 6 1,2
becnipoBogHbIe becnipoBoanbie kaHanb! cBs3u. becnipoBoanbie cetn Wi-Fi. [Ipenmymectsa u 061acthb
CUCTEMBI Nlepeaadn npuMeHeHHs. OCHOBHBIE 3JIEMEHTHI OecIIpOBOIHBIX ceTeil. CTanaapThl OECIPOBOHBIX CETEH.
JAHHBIX Texnomorns WIMAX
TemaTnka 1abopaTopHbIX padoT 17
Hactpoiika Wi-Fi mapmpyruzaropa
Tema 2.3. CoToBBIE U Conepxanne 6 1,2
CIIyTHUKOBBIE CUCTEMBI [TpuHumnB GYHKIMOHUPOBAHUS cUCTEM coToBoM cBsi3u. Ctannaptel GSM u CDMA.
CIyTHHKOBBIE CUCTEMBI NIEpejaurl JaHHbIX.
[TpumepHas TeMaTHKa cCaMOCTOSATENbHON paboTh! pu u3ydennn MJIK.01.03 50

Hacrpoiika Wi-Fi mapmpyruzaropa
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N3yueHne ceTeBbIX yTUIUT
Kondurypuposanue cereBoro nuurepderica
MapmipyTu3zaius 1 ynpaBjeHUE IOTOKaMHU B CETSX CBA3H

Koncynpranuu

1,2

ITpomexxyrounas arrecranus no MJIK.01.03

1,2

MJIK.01.04 DkcrmyaTaiusi aBTOMaTU3HPOBAHHBIX (MH()OPMAIIMOHHBIX ) CUCTEM B 3AIIMIIEHHOM HUCIIOTHEHUT

236

Paznen 1. PazpaboTka 3anuiieHHbIX aBTOMAaTU3HPOBAHHBIX (MH(POPMAIMOHHBIX) CUCTEM

Tema 1.1. OcHOBEI
MH(pOPMaIMOHHBIX
CHCTEM KaK 00BbEeKTa
3aIUTHI.

Conepxxanue

[TonaTne aBTOMaTHU3MPOBAHHOM (MH(pOPMAMOHHOI) cucTeMbl OTinunTenbHble 4epThl AVIC
Han0oJIee YaCTO UCTIOIB3YEMBIX KiIacCH(pHUKAIMI: TI0 MaciiTaldy, B 3aBUCUMOCTH OT XapakTepa
MH(POPMAIMOHHBIX PECYPCOB, IO TEXHOJIOTHMH 00pabOTKU JaHHBIX, 110 CIIOCO0Y J0CTyMa, B
3aBUCUMOCTH OT OpraHHU3alUu CUCTEMBI, 110 XapaKTepy UCIOJIb30BaHMs HHPOpMaLUH, 110 chepe
npumeHenus. [Ipumepsr obnacreit npumenenuss AUC. Ipoueccsl B AUC: BBoI, 00paboTKa, BEIBOJI,
obpatHas cBs3b. TpeboBanms kK AUC: TmOKoCTh, HaIEKHOCTH, 3PHEKTUBHOCTH, 0€30MMaCHOCTb.

OcHoBHBIE 0COOCHHOCTH COBpeMeHHBIX MPoekTOoB AVC. DneKTpOoHHBII TOKyMEHTOO0O0POT.

TemaTuka 1a00paTOPHBIX pabOT

PaccmoTtpenue npuMepoB pyHKIIMOHUPOBAHUS aBTOMATU3HUPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEM
(ETAUC, Poccuiickas ToproBas cucteMa, aBTOMaTU3upoBaHHasi HH(GOpPMAIIMOHHAS CUCTEMA
KOMITAaHUH )

1,2

Tema 1.2. Xu3HeHHBIH
LHUKII
aBTOMAaTHU3UPOBAHHBIX
CHCTEM

Coneprxanne

10

[HonsTue xxuznennoro nukna AUC. IIpouecce! xu3nenHoro nukina AVC: ocHOBHBIE,
BCIIOMOTaTelIbHbIE, Opranu3anuonubie. Ctaauu xu3HeHHoro nukia AVC: moaenupoBanue,
yrpaBlieHue TPeOOBAHUSIMHU, aHAIIU3 U TPOCKTUPOBAHKE, YCTAHOBKA U COMPOBOXACHUE. Moenu
xn3Hennoro mukia ANC.

3aiauu U 3Tanbl NPOEKTUPOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM B 3AIIUILIEHHOM UCIOJIHEHHH.
MeTtononoruu npoektupoBanus. Opranuzanus padoT, QyHKIMN 3aKa34UKOB U pa3pabOTUHKOB.

TpeGoBaHMs K aBTOMATU3UPOBAHHOW CHCTEME B 3aIMIIIEHHOM HCITOTHEHUH. PaboThI Ha cTanusx u
aTarax Cco3JaHus aBTOMaTI/IBHpOBaHHBIX CHUCTEM B 3allITMIIICHHOM HCIIOJITHCHHUU. Tp€6OBaHI/I}I 110
3alIUTE CBEICHUH O CO3/]JaBA€MOI aBTOMATU3HUPOBAHHOMN CHCTEME.

Temaruka 1a60paTOpHBIX padboOT

Pa3paboTka TeXHHUECKOro 3aJjaHus Ha MPOEKTUPOBAHNE aBTOMATHU3UPOBAHHOM CHCTEMBI

1,2

Tema 1.3. Yrpo3ssl
0€e3011aCHOCTH
uHpopManuu B

Conepxanue

[TorennuaneHble YTpo3bl 0€30aCHOCTH B aBTOMAaTU3MPOBAHHBIX cUCTeMaxX. VICTOYHUKY U OOBEKTHI
BO3EUCTBUS yrpo3 Oe3onacHocTy nHpopmarmu. Kpurepun kinaccudukanuu yrpos. Metosl

1,2
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ABTOMAaTHU3UPOBAHHBIX
CHUCTEMAXxX

OIICHKH OIMACHOCTHU yrpo3. baHk naHHBIX yrpo3 6e3onacHOCTH MHPOpMAIUU

[TonsaTtue ys3BuMoctu yrpo3sl. Kimaccudukanus ysi3BuMocTeil.

TemaTuka 1a00paTOPHBIX padOT

10

KareropupoBanue nHhopManMoHHBIX PECYPCOB

AHanu3 yrpo3 6e301macHoCTy nHopMaIuu

IToctpoenne monenu yrpos

Tema 1.4. OcHOBHBIE
MepHI 3aIUTHI
uHpopMaluu B

AaBTOMATHU3UPOBAHHBIX
cucreMax

Conepxanue

OpranuzalvoHHbIe, IPAaBOBbIE, TPOrpaMMHO-aIIIapaTHbIE, KpUNITOTpaduvecKie, TEXHUUECKHe
MephbI 3alTUTH HH)OPMAIK B AaBTOMAaTU3UPOBAHHBIX CHCTEMaX.

HopmaTtuBHO-TIpaBOBas 0a3a It ONpeeNieHNs] Mep 3alUThl HH(pOpMauy B aBTOMAaTH3UPOBAHHBIX
MH(POPMAIIMOHHBIX CHCTEMax U TpeOOBaHUN K HUM

1,2

Tema 1.5. Conepxanue
U TIOPSIIOK
skcruryaranuu AC B
3aIIHUIICHHOM
HCIIOTHEHU N

Coneprxanne

10

Wnentudukanus u ayreHTU(GUKALUs CyObEKTOB JOCTYIA M 0OBEKTOB JOCTYIIA.
VYnpasneHue 10cTynoM CyOBEKTOB IOCTyIa K 00BEKTaM JIOCTyIIA.

OrpanuueHne NporpaMMHO Cpeabl.
3amuTa MalMHHBIX HOCUTENEH HHpOpMaIuu

Perucrparust coOpiTuiit 6€30macHOCTH

AnTHuBHpycHas 3amuTta. OOHapyXeHHe IPU3HAKOB HAJTMYHUS BPEIOHOCHOTO ITPOrPaMMHOTO
obecrieuenus. Peanuzanus anTuBUpyCHOM 3anuThl. OOHOBICHUE 033 JTaHHBIX PU3HAKOB
Bpe,Z[OHOCHBIX KOMHBIOTepHBIX nporpaMM.

O6nHapyxeHue (IpeIoTBpaIeHIe) BTOPKEHUN

Temaruka 1ab0paTOpHBIX padboOT

12

KoHTposb (aHanm3) 3amunieHHOCTH HHGOPMAITII
ObecneueHne 1EIOCTHOCTH HHPOPMALIMOHHON CUCTEMBI U HHPOPMALIUU
O6ecnieyeHne TOCTYIMTHOCTH HH(POPMAITHH

Texnonoruu Buptyanusanuu. Llenb co3nanus. 3agauun, apXUuTeKTypa U OCHOBHbIE (DYHKITUH.
[IpenmymiecTBa OT BHEAPEHMUSL.

3amuTa TEXHUYECKUX CPE/ICTB.
3amuTa HHPOPMAITMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H M MEepeIauu TaHHBIX

PezepBHoe KOITMPOBAHUC U BOCCTAHOBJIICHNEC JAHHBIX.

COHpOBO)K,Z[GHI/Ie ABTOMATU3HWPOBAHHBIX CUCTCM. praBHeHHe pUCKaMU U THIUACHTAMU
yrIpaBjieHus1 6€301MaCHOCTHIO.

1,2

Tema 1.6. 3amura
nHpopmaruu B

Conepxanue

MexaHu3Mel U MCETOBI 3allIUThI I/IH(l)OpMaHI/II/I B paCnipCacICHHbIX aBTOMAaTH3WUPOBAHHBIX

1,2

17




pacnpeaeeHHbIX cucTeMax. ApXUTEKTypa MEXaHU3MOB 3aLUTHI PACIIPEICTICHHBIX AaBTOMAaTU3UPOBAHHBIX CUCTEM.
ABTOMATHU3MPOBAHHBIX AHanM3 ¥ CUHTE3 CTPYKTYPHBIX U (QYHKIIMOHAIBHBIX CXEM 3al[UIIICHHBIX aBTOMATH3UPOBAHHBIX
cCUCTeMax MH(OPMAIIMOHHBIX CHCTEM.
Tema 1.7. Ocobennoctu Copneprxanue 1,2
pa3paboTku O61ue TpeboBaHUsI 10 3aIIUTE EPCOHANBHBIX JaHHBIX. COCTaB U CoJiepKaHUE OPTaHU3allMOHHBIX
MH()OPMAITMOHHBIX Y TEXHUYECKUX MEp IO 3alIiTe NH()OPMAIIMOHHBIX CHCTEM NIEPCOHAIBHBIX JaHHBIX. [Topsmok
CHUCTEM TIEPCOHAIIbHBIX BBIOOpa Mep 1Mo 00eCTICUeHHI0 OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX. TpeOoBaHUS 1O 3aIIUTe
TAHHBIX MEPCOHAIBHBIX TaHHBIX, B COOTBETCTBUU C YPOBHEM 3alTUIIICHHOCTH.
TemaTuka 1a00paTOPHBIX pabOT
Omnpenenenust yposHs 3anmiieHHoctr MCI/IH u BeiOop Mep o obecnieuenuto 6e3omacHoctu [1/1H.
Paznen 2.9kcrmyaTtanus 3alMIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.
Tema 2.1. OcoOenHOCTH Conepxanune 1,2
JKCILTyaTaluu AHann3 nHGOPMAITMOHHON HHPPACTPYKTYPHI aBTOMATU3HUPOBAHHON CUCTEMBI M €€ O€30IMaCHOCTH.
ABTOMATHU3MPOBAHHBIX MeTo 151 MOHUTOPHUHTA U ayAUTA, BBISIBICHUS YTPO3 HHPOPMAIIMOHHOM 0e301macHOCTH
CUCTEM B 3aIIUIIICHHOM ABTOMATHU3UPOBAHHBIX CHCTEM.
HCIIOJIHCHHUH. Coneprxanue U MOPSI0K BRIMOTHEHUS padoT 10 3auTe HHGOPMAITUU TIPU MOJACPHU3AINN
ABTOMATHU3UPOBAHHOW CUCTEMBI B 3aIUIIIEHHOM HCIIOJTHCHUN
Tema 2.2. Conepxanune 1,2
AIMUHUCTPUPOBAHHE 3amaun v QyHKIMK aIMUHHUCTPUPOBAHUS aBTOMATU3HPOBAHHBIX CHCTEM. ABTOMATH3AIIHS
ABTOMATHU3UPOBAHHBIX yrpapieHus cetbto. Opranu3anus aIMUHACTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CHCTEM.
CUCTEM AJIMUHUCTPATUBHBIN MepcoHan u paboTa ¢ MoJIb30BaTesIMH. Y IpaBJIeHNUEe, TECTUPOBAHKE U
JKCILTyaTalusi aBTOMAaTU3UPOBAHHBIX CHCTEM. MeTobl, ClIOCOObI U CpeicTBa 00eceUeHUSI
OTKa30yCTOMYNBOCTH aBTOMATHU3UPOBAHHBIX CUCTEM.
Tema 2.3. Conepxanune 1,2
JlesTensHOCTh CopepxaHue U MOPAIOK EATEIbHOCTH IIepCOHaNIa MO AKCIUTyaTalluH 3alIUIIEHHBIX
nepcoHasa mno ABTOMATHU3MPOBAHHBIX CHCTEM U TMOJCUCTEM 0€30IaCHOCTH aBTOMATHU3HPOBAHHBIX cucTeM. O0mue
IKCILTyaTaIluu 00513aHHOCTH aIMUHUCTpaTOpa NHPOPMAITMOHHON 0€3011aCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.
ABTOMATHU3UPOBAHHBIX
(uH(MOPMAITMOHHBIX )
CHCTEM B 3alllUIICHHOM
WCTIOJTHEHU U
Tema 2.4. 3amura ot Conepxanue 1,2

HECAaHKI[HOHHUPOBAHHOTO
J0CTyma K HHpOpMaun

Ocnosubie npuHIMIE 3amuThl 0T HCJI. OcHoBHBIE crtocoObr HC/I. OcHOBHBIE HanpaBICHUS
obecnieyenus 3ammThl T HC/I. OCHOBHBIE XapaKTEepUCTUKH TEXHUYECKUX CPEJICTB 3aIUTHI OT
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HCJI. Opraauzanms pa6ot mo 3amure ot HCJI.

Knaccudukanus aBTomMmaTu3upoBaHHbIX cucteM. TpeboBanust no 3amute nHpopmanuu ot HCJ s
AC

Tpebosanus 3anmmenHoct CBT or HC/I k nundopmaryn

TpebGoBaHMsI K CpeICcTBaM 3alIUThI, 00ECTICUNBAIONTNM O€30MacHOE B3anMoielicTBrE ceTeit DBM,

AC mocpecTBOM YyIpaBlIeHHUs] MEKCETEBBIMU TOTOKaMU MH(POPMALIUH, U PEATU30BaHHBIX B BUJIE
MD

Tema 2.5. C3U ot HC]],

Conepxanue

10

Ha3naueHune 1 OCHOBHBIE BO3MOXHOCTH CUCTEMBI 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
ApXUTEKTYpa U cpencTBa ynpasieHus. OOime npuHIUNb! ynpasieHus. OCHOBHbIC MEXaHU3MbI
3aIUTHL. YTIpaBJIeHHE ycTpoiicTBaMu. KOHTpOs anmapaTHOW KOH(PUTYpaIlui KOMITBIOTEPA.
W36upaTenbHoe pa3rpaHudeHue TOCTYIa K yCTPOHCTBAM.

VYnpasieHue 10CTyIoM U KOHTPOJIb eyaTu KoHpuIeHIMaabHoi nHdopmarun. [IpaBuna paboTsl ¢
KOH(pHIeHIIMATbHBIMU pecypcamu. HacTpoiika MexaHn3Ma MOJIHOMOYHOIO YIIPaBIEHUS JOCTYIIOM.
Hactpoiika peructpanuu coObITHIA. YTIpaBIeHHE PEKUMOM MOTOKOB. YTIPaBIEHUE PEKUMOM
KOHTPOJIS MeYaT KOH(PHUICHIMAIbHBIX JOKYMEHTOB. YpaBieHue rpudaMu KOHGpUICHIHATbHOCTH.

ObecneueHne 1eIOCTHOCTH HHPOPMALIMOHHOM CUCTEMBI M HHPOPMALIUU

LleHTpamn30BaHHOE YIIPaBICHUE CHCTEMOM 3aIUTHI, ONICPATHBHBIA MOHHTOPUHT U ayIUT
0€30I1aCHOCTH

TemaTuka 1a00paTOPHBIX pabOT

15

Ycranoska u Hactpoiika C3U ot HCJI

3amura BXoja B CUCTeMY (MIeHTU(DHUKAINS U ayTeHTU(UKAIUS TTOJIH30BATENICH )

PasrpanndeHnue 10CTyma K yCTpoucTBam

YipasneHue 10CTyniomMm

Vcnonb30BaHne MPUHTEPOB ISl TeYaTH KOH(UIEHIMAIbHBIX TOKyMeHTOB. KoHTposb nevatu

Hactpoiika cucremsl 11 3a1a4 ayura

Hactpolika KOHTPOJIs HETOCTHOCTHA U 3aMKHYTOM TPOTrPaMMHOM Cpeibl

[lenTpann3oBaHHOE yIIPABICHUE CUCTEMOM 3aILUTHI, ONIEPATUBHBIA MOHUTOPUHT U ayJUT
0€e30I1aCHOCTH

1,2

Tema 2.6.
DKCIUTyaTalus CPeACTB
3alIUThl HH(OPMAIIHY B

KOMITBIOTEPHBIX CETSIX

Conepxanue

10

[TopsmoK ycTaHOBKH M BBOJIA B 3KCILIyaTalMIO CPEACTB 3aIUTHl HHPOPMAITUN B KOMIIBIOTEPHBIX
CeTsAX.

[TpuHIMIIBI OCHOBHBIX METOJIOB OPTaHU3ALUU U TIPOBEACHUS TEXHHUECKOTO OOCTYKHBAHUS
BBIUMCIIUTEILHON TEXHUKHU U IPYTHX TEXHUYECKUX CPEICTB MH(OpPMATH3alUU

1,2
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JIMarHOCTHKAa KOMITIOHEHTOB CHCTEM 3aIUThl HHPOPMALIMU aBTOMATU3HUPOBAHHBIX CHCTEM,
yCTpaHEHUE OTKA30B U BOCCTAHOBJICHHE PaOOTOCTIOCOOHOCTH aBTOMATH3UPOBAHHBIX
(nHGOPMAITMOHHBIX) CHCTEM B 3aTUIIICHHOM MCIIOJTHEHUN

Hactpolika u ycrpaneHre HEeMCIIPaBHOCTU MPOTrPaMMHO-ANNapaTHIX CPEACTB 3aIUThI
nH(pOpMalMU B KOMIIBIOTEPHBIX CETSAX 10 3a/IaHHBIM IIpaBHJIaM

Temaruka 1a60paTOpHBIX padboOT

VYcrpaHeHne 0TKa30B M BOCCTaHOBIIEHHE PA00OTOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3allUThI
UH(POPMAILIUK aBTOMATU3UPOBAHHBIX CUCTEM

Tema 2.7. Conepxanne

JlokymeHTanus Ha OCHOBHBIE 3KCIUTyaTallMOHHbBIE JOKYMEHTBI 3aIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.
3alUIIaeMYIO Pa3paboTka 1 BeZieHHe SKCIITyaTalluOHHON JOKYMEHTAIMH 3alllUIIEHHBIX aBTOMaTH3UPOBAHHBIX
aBTOMATU3MPOBAHHYIO | cUCTEeM. AKT BBOJA B 3KCIUIyaTallMi0 HA aBTOMaTU3UPOBAHHYIO cucTeMy. TeXHUUeCKui macnopT Ha
CUCTEMY 3aIlMIIAEMYI0 aBTOMATU3UPOBAHHYIO CUCTEMY.

TemaTnka MpakTUYECKUX 3aHATUNA U JaOOPATOPHBIX padboT

OdopmiieHre OCHOBHBIX IKCIUTYaTallMOHHBIX JTOKYMEHTOB Ha aBTOMAaTH3UPOBAHHYIO CUCTEMY.

1,2

[IpumepHas TemaTHKa caMOCTOSATEILHOM padoThl pu u3ydernnn MJIK.01.04
1. Pa3zpaboTKa KOHIIETIIMH 3alUThl aBTOMATH3UPOBAHHOM (MH(POPMAITMOHHON ) CHCTEMBI
2. Ananu3 6aHKa JaHHBIX yrpo3 O6e30macHoCcTH HHpOpMaIuu
3. Ananu3 xxypHana ayaura OC Ha paboyem mecte
4. TToctpoeHnE CBOTHON MaTPHUIIbI YIPO3 aBTOMATH3UPOBAHHOMN (MH(POPMAIIMOHHOMN ) CUCTEMBI
5. Ananu3 monutuk 6e30macHoCcTH HHGOPMAITMOHHOTO 00BEKTa
6. 3yuenne aHaTUTHYECKUX 0030pOB B 00JIACTH TTOCTPOEHUS CUCTEM 0€301TacCHOCTH
7. AHanM3 IPOrpaMMHOTO 00eCTIeYeHUs B 00JIaCTH ONpeAeTICHUS PUCKOB HH(POPMALIMOHHOM O€30MaCHOCTH U MPOEKTUPOBAHUS
06e30macHOCTH HHGOPMAITUU

58

1,2

[Ipomexyrounas arrectanus no MJIK.01.04

MJIK.01.05. Dkcrmyatanus KOMIBbIOTEPHBIX CETEH

160

Pasnen 1. OCHOBBI Iepeauy JaHHBIX B KOMIBIOTEPHBIX CETAX

Tema 1.1. Coneprxanne

Mogenu cereBoro Mogens OSI. Yposau moaenu OSI. BzaumoneiictBue Mexay ypoBHIMU. MHKaNCysiuus JaHHbBIX.
B3aMMO/JICHCTBUS Onwucanue ypoBHer mogenu OSI.

Mogens u crek npotokosioB TCP/IP. Onucanue yposueit mogenu TCP/IP.

Temaruka 1a60paTOpHBIX padboOT

N3yuenune rneMeHTOB KaOeIhbHOW CHCTEMBI.

1,2

Tema 1.2. Conepxanue

1,2
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DuU3NYECKUl YPOBEHB

IlousTre nuanK U KaHana cBsa3u. Cur"aiabl. OCHOBHBIE XapaKTCPUCTHUKHU KaHaJla CBA3H.

Mozenu OSI MeTo bl COBMECTHOI'O UCIIOJIB30BAHUS CPENIbI IEPENAYN KaHaNIa CBA3U. MyJbTUIIIIEKCUPOBAHUE U
METO]Ibl MHO>KECTBEHHOTO JIOCTYTIA.
OnTOBOJOKOHHBIE TUHUH CBSI3U
CrannmapTsl kabenei. DeKTpudeckasi MpoBOIKA.
becripoBoHas cpena nepenayu.
TemaTtnka 1a00paTOPHBIX pabOT
Co3zanne ceTeBoro kabenst Ha OCHOBE HedKpaHupoBaHHO# BuTOM napsl (UTP)
CBapka ONTHYECKOI0 BOJIOKHA
Tema 1.3. Conepxanune 1,2
Tomnonorus [Tonsarue Tononoruu cetu. CereBoe 060pyoBaHue B TONMOJOTHH. O630p CETEBBIX TOMOIOTUH.
KOMIIBIOTEPHBIX ceTei Temartuka 1abopaTopHbIX paboT
Pa3zpaboTka TOMOIOTH ceTH HEOOJBIIOTO NMPEPUITHS
IlocTpoeHHEe OHOPAHTOBOM CETH
Tema 1.4. Conepxanune 1,2
Texnonoruu Ethernet O0630p TEXHOJIOTUH MOCTPOCHUS JIOKAIBHBIX CETEH.
Texnomorust Ethernet. ®u3nyeckuii ypoBeHb.
Texnonorus Ethernet. KananbHblil ypoBeHb
TemaTuka 1a00paTOPHBIX pabOT
N3ydenne agpecanuu kaHanbHoro ypoHs. MAC-aapeca.
Tema 1.5. Texuonoruun Conepxanue 1,2
KOMMYTAaIuu AJITOPUTM MTPO3pavyHOro MocTa. MeToabpl KOMMyTaluK. TeXHOJOruu KoMmMyTaruu u Mojenb OSI.
KoHcTpyKTHBHOE HCTIONHEHHE KOMMYTAaTOpoB. DHU3ndeckoe CTEKNPOBAHUE KOMMYTATOPOB.
[TporpamMmmMHoe obecrieueHue KOMMYTaTOPOB.
OOu1re NpUHIUIBI CeTeBOro Au3aiiHa. TpexypoBHeBas HepapXrUuecKasi MOAEIb CETH
Texnonorust PoweroverEthernet
Temaruka 1a00paTOpHBIX padboOT
Coztlanue KOMMYTUPYEMOI ceTn
Tema 1.6. CereBoit Conepxanune 1,2

nporokoi [IPv4

CereBoit ypoBenb. [Iporokoi IP Bepcuu 4. O0mue GyHKIIUN KIaCCOBOM U OECKIacCOBOM
anpecaruu. Beiienenue anpecos.

Mapupyruzanus nakeros [Pv4

[IpoTOKOIBI AMHAMUYECKON MapIIpPyTU3aLHT
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TemaTnka 1a00paTOPHBIX pabOT

N3yuenue IP-agpecanuu.

Tema 1.7. CkopocTHbIE
U OeCIIPOBOHBIC CETH

Coneprxanne

Cets FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBoHbIe ceTH

TemaTtnka 1a00paTOPHBIX pabOT

Hactpoiika 6ecripoBOIHOTO CETEBOr0 000PYAOBAHUS

1,2

Paznen 2. TexHOIOTMH KOMMYTAIlMK M MapIIpyTH3aluy coBpeMeHHBIX cereil Ethernet

Tema 2.1.
OcCHOBBI KOMMYTAIUU

Coneprxanne

@YHKIIMOHUPOBAHUE KOMMYTATOPOB JIOKAJIbHOU CETH. APXUTEKTYpa KOMMYTaTOpoB. THIIbI
nHTEep(hercoB KOMMYTAaTOPOB.
YipasiaeHue NOTOKOM B IOJYIYIUIEKCHOM U AYIIJIEKCHOM pEXUMaXx.

XapakTepUCTUKH, BIUAIOIINE Ha TPOU3BOAUTEIIBHOCTE KOMMYTAaTOpOB. O030p (PyHKIIMOHAIBHBIX
BO3MOKHOCTEN KOMMYTaTOPOB

TemaTtuka 1a00paTOPHBIX padOT

PaboTta ¢ OCHOBHBIMH KOMaHJaMH KOMMYTaTOpa.

1,2

Tema 2.2.
Hauanbnas HacTpoliika
KOMMYTAaTopa

Conepxxanue

Cpenctsa ynpaieHusi KoMMyTaTopaMu. [loaxmoueHne Kk KOHCOIU HHTepdeiica KoMaHTHON
cTpoku kommyraTopa. Ilogkmrouenue k Web-unrepdeiicy ynpasieHuss KoMMyTaropa.

Havanphas koHGUrypanus koMmMmyTaTopa. 3arpy3ka HoOBOro MporpaMMHOI0 00ecrieueHus Ha
KOMMYTATop. 3arpy3ka 1 pe3epBHOE KOMMPOBaHNUE KOH(PUTYpALIUH KOMMYTATOpa.

TemaTuka 1a00paTOPHBIX pabOT

Koman i1 00HOBIIEHHSI TPOTPAMMHOTO 00eCIIeueHUs] KOMMYTaTopa 1
COXpaHEHHUsI/BOCCTAHOBJICHUSI KOH(PUTYPAITMOHHBIX (DailyioB

Komanne! ynpasnenus tabnunamu kommyrtarnu MAC- u IP-
anpecoB, ARP-Tabmuipt

1,2

Tema 2.3.
Buptyanbnsie
JIOKAJIBHBIC CETHU

(VLAN)

Conepxanue

Tunet VLAN. VLAN na ocnoBe noptoB. VLAN Ha ocHoBe crangapta |IEEE 802.1Q. Craruueckue
u nuHamudeckre VLAN. IIporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe nopToB u npoTokoiioB — ctanaapt IEEE 802.1v. ®ynkuus
TrafficSegmentation

Temaruka 1a60paTOpHBIX padboOT

Hacrtpoiika VLAN na ocHoBe cranaaprta IEEE 802.1Q

1,2
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Hacrtpoiika npotokona GVRP.

Hactpoiika cermenranuu tTpaduka 6e3 ucrnons3oanus VLAN

Hacrpoiika ¢pyakmun Q-in-Q (Double VLAN).

CamocrositenbHas pabota no co3ganuto JIBC na ocroBe ctanmapra IEEE 802.1Q).

Tema 2.4.
cDyHKI_II/II/I ITIOBBIIIICHU A
HaJC)KHOCTH U
HpOI/I3BO,Z[I/ITeJII:HOCTI/I

Coneprxanne

ITpotokon Spanning Tree Protocol (STP). VsssumocTu nporokosa STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlononuurenbHble QYHKIIUU 3aIIUTHI OT NeTeNb. ArpernpoBaHye KaHaJoB CBSI3U.

Temaruka 1a60paTOpHBIX padboOT

Hactpoiika npoTokosoB ces3ytomiero gepea STP, RSTP, MSTP.

Hactpoiika ¢pyHkimu 3ammThl oT o06pasoBanus nerenb LoopBackDetection

ArperupoBaHUe KaHAJIOB.

1,2

Tema 2.5.
Anpecarusi CeTeBOro
YPOBHS U
MapLIpyTU3anus

Coneprxanne

00630p aapecaru cereBoro yposss. opmupoBanue nojacereil. beckinaccoBas agpecarus [Pv4.
Cnoco6n1 koHuryparuu [Pv4-agpeca.

[Ipotokon [Pv6. ®opmupoBanue uneHTudukaropa uaTepderica.
Cnoco6n1 koHuryparuu [Pvo-agpeca.

[InanupoBanue noacereit [IPv6. Ilporokon NDP.

[TonsTre Mapmpytuzanuu. J[MCTaHIMOHHO-BEKTOPHBIE MPOTOKOJIBI MapuipyTuzanuu. [Iporokon
RIP.

TemaTnka 1a00paTOPHBIX pabOT

10

OcHoBHBIC KOHOUTYPALIMHA MAPIIPYTU3ATOPA.

PacmmpenHble KOHGHUTypaluy MapuipyTU3aTopa.

Pabota ¢ mporokonom CDP.

Pa6ora ¢ npotokosiom TELNET. Pa6ota ¢ nporokosom TFTP.

Pabota ¢ mpotokosom RIP.

Pa6ota ¢ nporokosiom OSPF.

Kondurypuposanne ¢pynkiuu mapmpyrtuzaropa NAT/PAT.

Kondurypuposanne PPP u CHAP.

1,2

Tema 2.6.
KauectBo
obciyxuBanus (QoS)

Conepxanue

Mogpenu QoS. Ilpuopuresarus nakero. Kitaccudukanus makeroB. MapKkupoBKa MaKeToOB.

VYnpasieHue neperpy3kamMu ¥ MEXaHU3MbI 00CTYKUBaHUS ouepesieil. MexaHu3M NperoTBpalieHus
neperpy3ok. KoHTposib nonocsl nponyckanus. [Ipumep Hactpoiiku QoS.

1,2
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http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

TemaTnka 1a00paTOPHBIX pabOT

Hacrpoiika QoS. [Ipuopurtnzanus tpaduka. YrnpasieHHe M0OJI0COH MPOMyCKaHUs

Tema 2.7. Conepxanune 1,2
@Oynxuun obecneuenus | Crucku ynpasieHust 1ocTyrnoM (ACL). ®yHKIMHA KOHTPOJIS HAI HOAKIIOYEHHEM Y3JI0B K IIOpTaM
0e30MacHOCTH U KOMMYTaTOpa.
OrpaHUYCHUS JOCTyMa K Ayrentudukarms nonp3zoBareneit 802.1x. 802.1x Guest VLAN. @ynkiun 3ammtsl LITY
ceTu KOMMYTaTopa.
Temaruka 1ab0paTOpHBIX padboOT
Criucku ynpasienus goctynoM (AccessControlList)
KoHTpoJsib HaJl MOAKITIOYEHUEM Y3JI0B K TopTaM KommyTtaropa. dynkmus PortSecurity.
KoHTpoub HaJ| MOIKITFOUEHNEM Y3JI0B K opTaM kommyTaropa. @ynakuus IP-MAC-Port Binding
Tema 2.8. Conepxanune 1,2
MHoroanpecHas A npecanus MHoroaapecHoi IP-pacceeinku. MAC-anpeca rpynnoBoi pacChUIKH.
pacchblika [Toamucka n o6cIy)KuBaHWE TPYNI. YTpaBlIeHUE MHOT0AIPECHON pacChUIKOM Ha 2-M ypOBHE
mojenu OSI (IGMP Snooping). @ynkuus IGMP FastLeave.
Temaruka 1a60paTOpHBIX padboOT
OTtcnexxnBanue Tpapuka MHOTOQIPECHON PaCCHUIKH.
OtcnexxuBanue Tpaduka Multicast
Tema 2.9. Conepxanune 1,2
OyHKIUHN YIIPABICHUS YnpasiieHue MHOXKECTBOM KOMMYTaTtopoB. IIpoTtokon SNMP.
KOMMYTaToOpaMu RMON (Remote Monitoring). ®yuxius Port Mirroring.
Temaruka 1a60paTOpHBIX padboOT
ODYHKINY aHaJIM3a CETeBOro Tpaduka.
Hacrtpolika nmpoTokona ynpasieHus Tonojorueit cetu LLDP.
Pasznen 3. MexceTeBble SKpaHbl
Tema 3.1. Conepxanne 1,2
OcCHOBHbIE TPUHITUIIBI Knaccudukanus cereBoix atak. Tpuana 6e3onacuoit UT-undpactpykTypsl.
CO3JaHUA HAZIEKHON U | VmpaBieHne KOHGHUTypanusMu. YIIpaBjieHue HHIKAeHTaMy. VICIoNb30BaHme TPEThEH JOBEPEHHOM
oesonacuoit UT- cropoHnsl. Kpunrorpaduueckue MexaHu3Mbl 6€30MaCHOCTH.
HH(PPaCTPyKTyphI
Tema 3.2. Conepxanue 1,2

MexceTeBble SKpaHbI

TexHoI0rUM MEXCETEeBBIX IKpaHOB. [lonuTHKa MexceTeBOro skpana. MexcereBbie SKpaHbl C
BO3MOKHOCTSIMA NAT.
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Tonomnorus cetu IIpU UCITIO0JIb30BAHNHU MECKCETEBBIX OKPAHOB. HJ’IaHI/IPOBaHI/Ie W BHCAPCHUC
MCIKCCTCBOI'O 3KpaHa.

TemaTtuka 1a00paTopHBIX PaboT 5
OCHOBBI aJIMUHHCTPUPOBAHUST MEKCETEBOT0 dKpaHa
CoeMHEHNE ABYX JIOKAIBHBIX CETEH MEKCETEBBIMH dKpaHaMu
Co3anue NoIUTUKY 6€3 TPOBEPKH COCTOSIHUSL.
Co3zmanue MOJIUTHK ISl TPATUIIMOHHOTO (1in ucxossmero) NAT.
Cozmanne nmoauTuk it npyHarnpasieHHoro (Two-Way) NAT, ucnions3yst meron pinholing
Tema 3.3. Conepxxanue 2 1,2
Cuctemsl oOHapyxeHus | OcnoBHoe HazHaueHHe IDPS. Crioco6s! kinaccudukaruu IDPS. Beioop IDPS. JlononHuTeIbHBIC
Y TIPEIOTBPAIICHUS WHCTPYMEHTAIILHBIE CPEJICTBA.
IIPOHUKHOBEHUM TpeboBanus opranuzanuu k ¢pynkimonuposanuto IDPS. Bo3smoxknoctu IDPS. Pa3zBepTeiBanue
IDPS. CunbHble CTOpOHBI U orpanuueHHocTh IDPS.
TemaTtuka 1a00paTopHBIX PaboT 3
OO0Hapy>keHHe U MPeJOTBPAICHNE BTOPKCHHIA.
Tema 3.4. Conepxxanue 2 1,2
[Tpuoputuzanus Coznlanue aJbTepHATHBHBIX MapIIPYTOB 0CTyMNa B uHTepHeT. [Ipuoputnsanus tpaduka.
Tpaduka u cozgaHue TemaTnka 1abopaTopHbIX padoT 3
aJIbTEPHATUBHBIX Coznanue anbTepHATHBHBIX MApIIPYTOB C UCIIOJIB30BAHUEM CTaTHUYECKON MapIIpyTH3aluu
MapuIpyToB
[IpumepHas TemaTuka camocToATeabHOU padoTs! mpu nzydennu MJIK.01.05 46 1,2

dusnyeckoe KOAUPOBAHUE C UCIIOJIB30BAHNEM MaHUYECTEPCKOTO KOJa
Jlornyeckoe KOAMPOBAHUE C UCIIOJIB30BAHUEM CKPEMOINPOBAHUS
[TonxmroueHue KIMeHTa K OeCIpoBOIHOM ceTH B MHPPACTPYKTYPHOM PEKUME
Ornenka 6ecrpoOBOAHOM JTUHUHN CBSI3U
[IpoexTrpoBaHus 6€CIIPOBOAHON CETH
Co6op nHpOpMaIIMK O KIIMEHTCKUX YCTPOHCTBAX
[TnanupoBaHue MPOU3BOAUTEIILHOCTH M 30HBI ICUCTBHS OECIIPOBOAHON cEeTH
[IpenmnpoekTHoe 00cIe0BaHEe MEeCTa YCTAHOBKU OECIIPOBOTHOM CETH
ObecneueHne 0TKa30yCTONYNBOCTH B OECIIPOBOTHBIX CETSIX
Pexumbl paboThI M OpraHu3anys NUTaHUs TOYEK J10CTyIa
CermenTanus 6ecripoBOIHOM ceTH
Hacrpoiika QoS
[ToctpoekTHOE 00CIe10BaHNE U TECTUPOBAHUE CETH
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Co3nanue ACL-cnucka
Habmonenue 3a tpagukxom B cetu VLAN
Omnpenenenue ysi3BUMBIX MECT CETU
Peanuzanus ¢pynkuuit odecrieueHuss 6€30MaCHOCTH MOPTa KOMMYyTaTopa
UccnenoBanue tpaduka
Co3nanue CTpyKTypbl CETH OpraHU3aluu
OmnpeneneHne TEXHUISCKUX TPEOOBaHUM
MOHUTOPUHT TPOU3BOAUTEILHOCTU CETH
Co3pganue nuarpaMMbl JOTHYECKON CETH
[ToaroroBka k 00ClIeIOBaHUIO OOBEKTA
OO6cnenoBanne 30HBI OECITPOBOTHOM CBS3H
DopmynupoBKa O0IIKX TeNel MpoeKTa
Pa3zpaboTka TpeGoBaHMit K ceTH
AHanu3 CylecTBYIOIEN CETH
OnpeneneHne XapakKTEPUCTUK CETEBBIX MPUITOKEHUN
AmnHanus ceTeBoro Tpaduka
Onpenenenre NpUOPUTETHOCTH TpaduKa
N3ydenne kauecTBa 0OCITYy)KHUBAHHS CETH
HccnenoBanue BiusHUS BUeoTpaduKa HA CETh
Omnpenenenre NOTOKOB Tpaduka, MOCTPOSHUE JUarpaMM MOTOKOB Tpadurka
IIpuMeHeHne IPOEKTHBIX OrPAaHUYECHUN
Onpenenenre NPOEKTHBIX CTPATErHi ISl TOCTHXKEHHUS MacIITaOUpyeMOCTH
Ornpezenenne cTpaTeruii NOBBIILIEHUS JOCTYITHOCTH
Omnpenenenue TpeOOBaHUH K 00€CTICUCHHIO OE30TTaCHOCTH
Pazpaborka ACL-criuckoB AJis peanu3anuy HabopoB MPaBHII MEKCETEBOT0 DKpaHa
UcnonszoBanne CIDR s oGecrieueHust 00beTMHEHHS MapIIpyTOB
Omnpenenenue cxemsl IP-anpecannn
Onpenenenne konndectBa [P-cereit
Coznanue TaOIHIbl 7S BBIICICHUS aJpEcoB
CocraBneHue cXemsbl CeTH
AHanu3 mjiaHa TeCTUPOBAHUS U BBITIOJIHEHHUE TECTa
Coznanue mjiaHa TECTUPOBAHUS I CETH KOMILIEKCa 3aHui
IIpoexTupoBaHuE BUPTYAIIbHBIX YaCTHBIX CETECH
besonacHas nepenada qaHHBIX B OECITPOBOAHBIX CETAX
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ITpomexxyrounas arrecranus no MJIK.01.05

1,2

VYuebnas npaktuka no [IM

144

1,2

[IpousBoacTBeHHas npaktuka no [IM
Bunst pabort:
VYyacTue B ycTaHOBKE M HACTPOMKE KOMIIOHEHTOB aBTOMaTH3UPOBAHHBIX (MH(GOPMAIMOHHBIX) CHCTEM B 3aLUIIICHHOM
UCITIOJIHEHUH B COOTBETCTBUU C TPEOOBAHUSAMH SKCILTYaTallMOHHON TOKYMEHTALUU

OOcy>knBaHNE CPECTB 3aIIUTH HH(OPMALIUH MPUKIAJHOTO U CHCTEMHOTO IIPOrPaMMHOTO 00eCTIeUeHHU S

Hacrpoiika mporpaMMHOro obecneueHus ¢ coouoieHueM TpeOoBaHuil 1Mo 3amuTe nHpopMaun
Hacrpoiika cpencTB aHTUBUPYCHOM 3aIIUTHI IJI KOPPEKTHOM paOOThI TPOrpaMMHOTO 00eCIIeueHHUs 110 3a/IaHHBIM I1abJIoHaM
WHcTpyKkTax mnosb3oBaTeneii o cobmoaeHnn TpeOboBaHmiA 1o 3aiuTe HHPOPMAIUH pH padoTe ¢ MPOrpaMMHBIM
o0ecrieyeHreM
Hactpolika BCTpOGHHBIX CPEICTB 3alIUTHI HH(POPMALIUK TPOTPAMMHOTO 00ECTICUeHHS

[TpoBepka hyHKIMOHNPOBAHUS BCTPOCHHBIX CPECTB 3AIUTHI HHPOPMAIMH IPOTrPAMMHOTO 00ECIICUCHHS

CBoeBpeMeHHOEe 00HApYKEHHUE PU3HAKOB HAJTMYMS BPEJOHOCHOTO MMPOrPaMMHOT0 00ecrieueHus
OOcy>kruBaHNE CPECTB 3aINUTH HHYOPMALIUH B KOMITBIOTEPHBIX CHCTEMaX U CETSIX
OO6cnyXMBaHNE CHCTEM 3allUTHl HHPOPMAIIMU B aBTOMAaTU3UPOBAHHBIX CUCTEMaX
VYyacTue B IPOBEICHUN PETIIAMEHTHBIX Pa0dOT 10 SKCIUTyaTalluy CUCTEM 3alUThl HHPOPMAIMK aBTOMAaTH3HPOBAHHBIX CHCTEM
[IpoBepka pabOTOCTIOCOOHOCTH CUCTEMBI 3aIIUTHl HH(POPMAIIUN aBTOMATU3UPOBAHHON CHCTEMBI
KoHTposb cOOTBETCTBHSI KOH(PUTYPALIMH CHCTEMBI 3aIUTH HH)OpPMALUi aBTOMATH3UPOBAHHOW CHCTEMBI €€
HKCIUTYaTAallMOHHON JOKYMEHTAIH
KoHTposb cTaOMIBHOCTH XapaKTEPUCTHK CUCTEMBI 3alIUTHl HHPOPMAIIMK aBTOMAaTH3MPOBAHHON CHCTEMBI
Benenne TeXxHUUECKOM JOKYMEHTAIUH, CBA3aHHON C SKCILTyaTalluel CUCTEM 3alUThl HH(POPMAaIIMK aBTOMAaTH3UPOBAHHBIX
CHCTEM
VYyacTue B paboTax 1o od6ecrneueHHIo 3aiuThl THPOPMAITUH NPH BHIBOJE U3 SKCIUTYaTallul aBTOMATU3UPOBAHHBIX CUCTEM

72

1,2

DK3aMeH N0 MpodheccCHoHaTbHOMY MOJTYJIIO

Bcero

1032
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3. YCJIOBUA PEAJIM3ALIMN ITPOT'PAMMEBI ITPOOECCHUOHAJIBHOI'O MOV JIA

3.1. [ns peanmuzanyii MPOrpaMMbl MPOPECCUOHATBLHOTO MOMIYNS JIOJDKHBI  OBITh
MPEyCMOTPEHBI CIEAYIONINE CIICIIHATLHBIC TOMEIICHUS:

Peanuzanuss mporpaMMel IpeanojaracT Haluyhe ydeOHoro kabuHeTa, jabopaTtopuid
WH(OPMAIIMOHHBIX TEXHOJOTUH, MPOrpaMMHUPOBaHUS U 0a3 JaHHBIX, CETEH M CHCTEM Tepeaadn
uH(pOpMalii, TPOTPAMMHBIX U MPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HH(OPMALIUH.

ObopynoBanue yueOHOTO KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MeCTa 00 yJIarOITUXCS;

- KOMIIBIOTEPHI, 00BbETMHEHHBIE B JJOKAJIbHYIO BEIYUCIUTEIbHYIO CETh;

- POEKTOD;

- JKpaH;

- AKyCTHUYECKasi CUCTEMA;

- yueOHO-HarIAAHbIE TOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- ydeOHbIE TTPE3CHTAIIUH.

- Pa3ngatounblii nUIaKTHYECKUH MaTepuail: y4deOHbIE KapTOYKH C 3aJaHUSIMU;
TUIAKTHYECKUI MaTepHal sl BBIMOJTHEHUS TPAKTUIECKUX PadoT.

TexHuueckue cpeacTBa 0OydeHHS:

- KOMITBIOTEPHI, 00BETUHEHHBIC B JIOKAIbHYIO BEIYUCIIUTEIBHYIO CETh;

- MyJIbTUMEHA IPOEKTOP;
- MHTEPAaKTUBHAsI TOCKa.

- MporpaMMHO-anmapaTaple  cpeactBa 3amuThl  uHGopManuu ot HC]I,
OJIOKMPOBKH J0CTyMa 1 HapymeHus nenoctHoctr B Bune: [TAK Co6onb (MMeercs B HATUYUH) —
L.

Y4eOHO-METOMYECKHE MaTepHaIbl U 00pa3bl BUPTYAIbHBIX MAIIUH JJIsi Pa3BEPTHIBAHUS
y4eOHBIX CTEHJOB IO CIEIYIOIIUM TemaM: "3amuTa cepBepoB M pabounx craHiuil" (OCHOBBI
npuMeHeHus cuctemsl 3amuThl Secret Net Studio, Secret Net LSP u [TAK "Co6oip") — ot 16 10
32 akamemuueckux uacoB; "3ammra cereBoro mnepumerpa" (OcHoBel mpumeneHust AITKII
"Kontunent" Bepcuii 3.9, 4 myist opraHu3auy CETEBOM 3aMThl) — OT 16 10 32 akageMHUYEeCKUX
yacoB; "OpraHuzamusi JOCTyIa yIaJeHHBIX II0JIb30BaTENe K BeO-pecypcaM 3aliuiiacMou
kopnopatuBHoit cetu 1o mpotokoay TLS" (Ocuossl npumenenuss CK3U "Kontunent TLS" nnst
OpraHu3alMy yAaJIeHHOro jAocTyna) — oT 8§ no 16 akameMuueckux 4vacoB; "3alura CpeacTB
Buptyanuzanun” (OcHoBbI IpuMeHeHus v(Gate s 3alUThl BUPTYAIbHBIX HHPPACTPYKTYp) — 8-
12 akajieMHueCKUX 4acoB

Ocnamenue nadoparopun MHDOpMAIMOHHBIX TEXHOJIOTHH, MPOrpaMMHUPOBaHUs U 0a3
JAHHBIX:

- paboune mecta Ha 0a3e BBIYMCIHUTEILHONW TEXHHUKH TIO OJHOMY paboueMy
MECTy Ha O0OydYaromierocs, MOAKIIOYEHHBIMH K JIOKaJbHOW BBIYMCIUTEIBHON CETH M CETU
«HTEepHETY;

- JlucTpuOyTUBBI TPOTPaMMHOTO KoMIutekca Vipnet;

- JuctpuOytuBsl mporpammuoro komiuiekca InfoWatch TrafficMonitor

- JuctpuOyTuBbl LINUX OmepanoHHBIX CHCTEM;

- JucTpuOyTUBBI aHTUBUPYCHBIX MTPOTrPAMMHBIX KOMILIEKCOB;
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- Axanemuueckas moanucka Office 365 Al s npernoaBaTencii U CTYIEHTOB,

- IporpaMMHOE  OO€cleYeHHue: JUCTPUOYTHBBI  ONEpAIMOHHBIX  CHCTEM;
npaBo4Has npaBoBas cuctema «["apanry; [10 Oracle VirtualBox; anTuBupycHas mporpamma;

- [Tpuxnannoe mnporpamMmHoe oOecredeHne, B TOM uucie: AKajgeMuuecKas
noanucka Office 365 Al ans npenonaBarenell ¥ CTyIEHTOB;

becrimatnoe I1O: LibreOffice - oducHpi makeT ¢ OTKPHITBIM HMCXOJHBIM KOJIOM,
SABIISIOUIMICSA OTBETBIEHUEM OT npoekta OpenOffice.org u mpereHayromuii Ha poib OecTIaTHOM
aJTbTEPHATHBBI MakeTy o¢ucHbIX npuioxkeHnii Microsoft Office. B coctaB mporpammsr Bxonsr
TEKCTOBBIA pemaktop Writer, Tabmuunbli mporeccop Calc, mactep mnpeseHTaruii Impress,
BEKTOpHBIN Tpaduueckuii pegaktop Draw, pemakrop dbopmyn Math u Monayns ympaBieHuUs
O6azamu maHHbIXx Base; GIMP - cBoOogHO pacmpocTpaHsieMblii pacTpOBBIA TIpapUUeCKUi
penakrop, mporpamma JUIsi CO3JaHUsl M 00paOOTKM pacTpoBOM TrpaduKd M YaCTUYHOMN
HOJIEP’KKOIM paboThI ¢ BeKTOpHOM rpadukoii (Ananor Adobe Photoshop); Inkscape - Co6oaHO
pactpocTpaHsieMblii BEKTOPHBIA Trpaduyeckuil pemakTop, YAOOEH Ui CO3JaHMd  Kak
XYyJ0’)KECTBEHHBIX, TaK U TEXHUYECKUX miumoctparuii. (anamor Adobe Illustrator, Corel Draw u
MicrosoftVisio)

- CHelnualn3upoBaHHOE MPOrpaMMHOE oOecrieyeHue:
EclipselDEforJavaEEDevelopers, .NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition,
MicrosoftVisioProfessional, MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax cereBoii
akagemuun Cisco), Oracle VirtualBox, Ilaker All Products Pack IDE ot JetBrains
(Axamemuyeckas JTUIICH3HS).

- MpOrpaMMHBIE M MPOTPAMMHO-AMIIAPaTHBIE CPEICTBA OOHAPYKEHUST BTOPKEHUI
(Secret Net Studio);

- CpPEeICTBA YHHUYTOXKEHHUS OCTATOYHOM MHGOpMAMu B  3aMOMMHAONIUX
ycTporictBax: [1O HU3KOypOBHEBOTO (hOpMaTHPOBaHUS HHPOPMAIIHH;

- VYcranoBounble kKoMmiiekThl Secret Net Studio, Secret Net LSP m vGate ¢
HabOpoM yueOHBIX JHLeH3UH Ha 3 Tofa OecrIaTHO Ui pa3BepTHIBAHUS B yUeOHOM KIacce,

- Beixon B 2ME€KTPOHHO-MH(POPMALMOHHYIO  00pa3oBaTENBbHYIO  CpenLy
Koyieka (mopsaok aoctyna k snementam DMOC u oTnenbHbBIM MHPOPMALMOHHBIM 0a3aM H
cucremam): https://moodle.yakit.ru

3.2. UadopmanmonHoe obecriedeHne 00yIeHus

3.2.1. OcHOBHbIE NI€YaTHBIE UCTOYHUKU

1. Cucrtembl yIpaBieHHUs] TEXHOJOTHUECKUMH TIpolieccaMu M HH(OpMaIroHHBIC
TEXHOJIOTHH : y4eOHOe mocobue s cpeaHero mnpodecCHOHAIbHOro  obOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3abynckuii, B. B. KomengantoB. — 2-¢ usn., ucmp. u
mon. — MockBa: MsmarensctBo  IOpaiir, 2022. — 136 c.— (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09939-3. — Tekcr : snexkrponHblidi // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/493021U

2. CucreMbl ympaBiIeHHUS TEXHOJOTHMUYECKUMHU TMpoleccaMd U HHQPOPMAIMOHHEIC
TEXHOJIOTUH : y4eOHOe TocoOue Il CpelaHero mnpoecCHOHATbHOro  oOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3abynckuii, B. B. KomengantoB. — 2-¢ usn., ucmp. u
mon. — MockBa : MsmarensctBo  IOpaiir, 2022. — 136 c.— (IIpodeccuonanpHoe
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https://urait.ru/bcode/493021

obpazoBanme). — ISBN 978-5-534-09939-3. — Tekct : snextponHbiid // OOpa3zoBarenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/493021U

3. l'octes, U. M. OmnepannoHHbIE CHCTEMBI ;| y4eOHUK U MPAKTUKYM JJISI CPEAHETO
npodeccuonansHoro obpaszosanus/ WU. M. l'octeB. — 2-¢ w3pa., ucnp. u jgon. — Mocksa :
WznparensctBo FOpaiit, 2022. — 164 ¢. — (IIpodeccuonanproe oopazosanne). — ISBN 978-5-
534-04951-0. — Texkcrt : anexTponHbl // O6pa3oBarenbHas matdopma FOpaiit [caiiT]. — URL:
Uhttps://urait.ru/bcode/492342U

4, 3umun, B.Il. Hudopmaruka. JlaGoparopusiii mpaktukym B 2 4. Yacth 1:
yaeOHoe mocodue i cpeaHero npodeccuoHanbHoro oopaszosanus / B. I1. 3umun. — 2-¢ 3.,
ucnp. u jomn. — Mocksa : M3parensctBo FOpaiit, 2022. — 126 c. — (IIpodeccronanbhoe
obpaszoBanue). — ISBN 978-5-534-11851-3. — Tekcrt : snekrpoHHbld // OOpazoBaTenbHas
miatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/492749U

S. 3umun, B.II. Wndopmaruka. Jlaboparopuelii mpaktukym B 2 4. Yacte 2:
yaeOHOe mocoOue misi cpemHero mpodeccuoHanbHOro ooOpazoanusi/ B. Il 3umuna. — 2-¢
m3n. — MockBa: UszmarensctBo  Opaiir, 2022.— 153 c.— (IIpodeccuonanbroe

obpazoBanue). — ISBN 978-5-534-11854-4. — Tekct : snextpoHHbId // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/492769U

6. HectrepoB, C.A. ba3bl AaHHBIX | y4eOHMK M TPAKTUKYM JUISL CPEIHETrO
npodeccuonansHoro obpazoBanusi/ C. A. HecrepoB. — MockBa : W3marensctBo FOpaiir,
2022. — 230 c. — (Ilpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-11629-8. — Texkcr :
NeKTpoHHBIH  //  OOpazoBarenbHas  1atgopma  FOpaiit  [caiit]. —  URL:
Uhttps://urait.ru/bcode/495981U

7. Crpyxxkun, H.II. ba3sl maHHBIX: TPOEKTHPOBAHUE : YYCOHHK JIsi CPEIHETrO

npodeccuonanbHoro oopazosanus / H. I1. Ctpyxkun, B. B. 'ogun. — Mocksa : U3parenbcTBo
FOpaiit, 2022. — 477 c. — (Ilpodeccuonansuoe obpazoanue). — ISBN 978-5-534-11635-9.

— Tekcr : onexktponHblid // OOpa3zoBatenbHas maatdopma HOpait [caitit]. — URL:
Uhttps://urait.ru/bcode/495973U
8. CracpimmH, B. M. ba3bl JaHHBIX: TEXHOJOTHH JIOCTYIA : yueOHOEe mocoOue ais

cpeanero npogeccuoHansHoro oopazosanus / B. M. Craceiuun, T. JI. Craceimmna. — 2-¢ u3f.,
ucnp. u jorn. — Mocksa : M3parensctBo FOpaiit, 2022. — 164 c. — (IIpodeccronanbnoe
obpazoBanue). — ISBN 978-5-534-09888-4. — Tekct : snextponHbid // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/494562U

9. CeTm ¥ TENEKOMMYHUKAIMM : Y4YeOHHK M TPAaKTUKYM MUl CPEIHETro
npodeccuonanbHoro odpazosanus / K. E. Camyiinos [u np.] ; moxn penakuueit K. E. Camyitnosa,
U. A. lanumosa, . C. Kyns6oBa. — Mocksa : M3narensctBo FOpaiit, 2022. — 363 c. —
(ITpodeccuonansunoe obpazoBanue). — ISBN 978-5-9916-0480-2. — Tekct : 31MeKTPOHHBIHA //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/495353U

10. 3amsatuHa, O.M. WHDOKOMMYHHMKAlMOHHBIE CHCTeMBl M ceTh. (OCHOBBI
MOJICTUPOBAHKS : yueOHOe TMMOocoOHe Uit cpeaHero mpodeccHoHanbHOro obOpa3zoBaHms /
O. M. Bamsaruna. — Mocksa : M3natensctBo FOpaiit, 2022. — 159 ¢. — (ITpodeccunonanbroe
oOpazoBanue). — ISBN 978-5-534-10682-4. —

11. Tekcr : anexTponssiii / O6pa3zoBarensHas miatdopma FOpait [caiit]. — URL:
Uhttps://urait.ru/bcode/495530U

12. Jubpos, M. B. KommbloTepHble CeTH M TEIEKOMMYHHUKAIIMK. MapiipyTH3aius B

IP-cersix B 2 u. Yactp 1: y4eOHMK M TPaKTHUKYM Ui CpPEIHEro Mpo(hecCHOHAIBHOTO
obOpazoBanusi/ M. B. lubpoB. — MockBa: MW3natensctBo HOpaiit, 2022. — 333 c.—
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(ITpodeccuonanvuoe obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : ameKTpOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/491456U

13. Cuctembl ynpaBieHHMS TEXHOJOTMYECKHMMHM IIpPOLECCaMUd U HH(GOpPMAIMOHHbIE
TEXHOJIOTUH : y4eOHOe Toco0ue I  CpelaHero mnpoecCHOHATbHOro  oOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. . 3abyackuii, B. B. Komennanros. — 2-e u3n., ucmp. u
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14. NudopmanimoHHbie TEXHOJIOTHH B MPO(EeCCHOHATBLHON NEITeIbHOCTH : y4eOHOe
noco6wue : [12+] / H. b. Pynenko, H. H. I'pauesa, B. H. Jlursunos, E. B. HazapoBa. — Mockaa ;
Bepnun : lupexr-Menua, 2021. — Yacts 1. — 189 c. : Tabm., ui. — Pexxum noctymna: mo moJmucke.
— URL: 8TUhttps://biblioclub.ru/index.php?page=book&id=602200U8T. — bubauorp.: c. 164. —
ISBN 978-5-4499-1976-2. — TeKCT : 3NEKTPOHHBIH.

15.  uGpos, M. B. KommbioTepHble ceTH U TEICKOMMYHHUKaIMKA. MapmpyTu3anusi B
IP-cetsx B 2 4. Yacteh 1: y4eOHMK W MPaKTHKyM JUIsI CPEIHETO MPOQeCcCHOHATHHOTO
obpazoBanusi/ M. B. lubpoB. — Mocksa: WzmarensctBo [Opaiit, 2022. — 333 c.—
(ITpodheccuonansuoe obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : ameKTpOHHBIN //
OopazoBarenbHas miargpopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/491456U

16.  {uGpos, M. B. KomnbroTepHble ceTH 1 TeJIEKOMMYHUKAaUU. MapiipyTusanus B
IP-cetsix B 2 u. Yactp 2: y4eOHMK M TPAKTHUKYM Ui CPEIHEro MpodhecCHOHAIBHOTO
oOpazoBanusi/ M. B. lubpoB. — MockBa: MW3natensctBo HOpaiit, 2022. — 351c.—
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-04635-9. — Tekcr : aneKTpOHHBIN //
Oo6pasosarenbHas wiathopma KOpaiit [caiit]. — URL: Uhttps://urait.ru/bcode/491951U

17. CucTtembl yNpaBieHUS TEXHOJOTMUYECKHMMHU TMpoIreccaMu W WH(OpMaIMOHHBIC
TEXHOJIOTHH : y4eOHOe mocobue s cpeaHero  mnpodecCHOHAIBHOro  obOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3abynckuii, B. B. KomengantoB. — 2-¢ usn., uchnp. u
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6. benoyc, A. . OcHOBBI KMOEpOE30MaCHOCTH: CTaHIAPTHI, KOHIICTIIINHN, METOIBI 1
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4. KOHTPOJIb 141 OLIEHKA PE3VJIbTATOB OCBOEHUA

[MPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon u HanMeHoBaHMe

npodecCHOHABLHBIX U

00X KOMITETCHIIUH, Kputepuu onenku MeToabI OIIEHKHU

dhopMHupyeMbIE B paMKax

MOZYJIS

IIK 1.1. ITponsBoauTts JIeMOHCTpUPOBATh YMEHUS TECTUPOBAHUE,

YCTaHOBKY U HACTPOWKY | YCTAaHOBKHM U HACTPOMKH JK3aMEH

KOMIIOHEHTOB KOMIIOHEHTOB KBaJTM(PHKAIIMOHHBIH,

aBTOMATU3HPOBAaHHBIX aBTOMAaTU3HPOBAaHHBIX HKCIEpTHOE HAOMIOIeHHE

(uH(pOPMAITMOHHBIX ) (uH(OPMAITMOHHBIX ) CUCTEM | BBITIOJIHEHUS JIAOOPATOPHBIX

CHUCTEM B 3allIUIICHHOM
HUCIIOJITHCHUH B

B 3alIMIIICHHOM HUCIIOJIHCHHUH
B COOTBETCTBHH C

pabor,
AKCTIEPTHOE HAOIIOACHUE

IIPOrpaMMHO-
anmnapaTHbIe
KOMITOHEHTHI
aBTOMAaTU3UPOBAHHOMN
(nHGOPMAITHOHHON )
CHCTEMBI B 3aIUIIEHHOM
VCIIOJIHEHUH.

IIPOrpPaMMHBIX U
IIPOrpaMMHO-AIIAPATHBIX
KOMIIOHEHTOB
aBTOMAaTU3UPOBAHHON
(mHGOPMAITHOHHON )
CHCTEMBI B 3aIUIIEHHOM
UCIIOJIHEHUU

COOTBETCTBHH C TpeOOBaHUAMU BBITMIOJTHEHUSI PAKTUYECKUX

TpeOOBaHUSIMHU IKCIUTyaTaI[MOHHOM pabor,

BKCHHyaTaHHOHHOﬁ AOKYMCHTAaIN OLICHKA PCIICHUA

AOKYMCHTAIUH. CUTYallMOHHBIX 3a/a4,
OLIEHKa Tpoliecca u
PE3YJIbTATOB BBIIIOJIHCHUS
BHJIOB PabOT Ha IPAKTUKE

IIK 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,

AJMUHUCTPUPOBATH MPAKTUYECKOIO OTbITa JK3aMeH

MIPOrpaMMHBIE U aJIMUHHUCTPUPOBAHUS KBaJIU(DUKAIIMOHHBIM,

IKCIIEPTHOE HAOIIOCHHE
BBITOJIHEHUS Ta00PaTOPHBIX
pabor,

IKCIIEPTHOE HAOIOCHHE
BBITTOJTHEHHS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1ad,
OlLIEHKa Tpoliecca u
pe3yabTaTOB BBHIIOTHEHHUS
BUJIOB pa0OT HA MPAKTUKE

[IK 1.3. ObecneunBaTh
OecniepeboitHyro paboTy
aBTOMATHU3UPOBAHHBIX
(MHMOPMAITMOHHBIX )
CHCTEM B 3alllUIICHHOM
WCIIOJTHEHUU B
COOTBETCTBUH C
TpeOOBaHUSIMU
3KCIUTyaTallMOHHOU

JIOKYMEHTAITUH.

[IpoBenenue nepeuns padot
1o 0OecreyeHuto
Oecniepe0oitHOM paboThI
aBTOMATHU3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CHCTEM
B 3aIIUIIICHHOM UCTIOJTHCHHUH
B COOTBETCTBUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOU
JTOKYMEHTAII!

TECTUPOBAHUE,

JK3aMeH

KBTI (UKAIIMOHHBIN,
AKCTIEPTHOE HAOIIOACHUE
BBITIOJTHEHHS JTAOOPATOPHBIX
pabor,

IKCIIEPTHOE HAOIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHHUS
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CUTYaIlMOHHBIX 33/ad,
OLIEHKa IIpoliecca U

pe3yabTaTOB BBHIOTHEHHUS
BUJIOB pa0OT HA MPAKTUKE

[IK 1.4. OcyiiecTBasiTh
MIPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHUUECKOE
o0CITyKBaHUE U
TEKYILUNA PEMOHT,
YCTPaHATh OTKA3bI U
BOCCTaHaBJINBATh
paboTocrnocoOHOCTh
aBTOMATHU3UPOBAHHBIX
(nMHGOPMAITHOHHBIX )
CHCTEM B 3alllUIICHHOM
UCIIOJIHEHUH.

[IposiBisITE 3HAHUS 1
YMEHHSI B IPOBEPKE
TEXHUYECKOT'O COCTOSIHMUS,
MIPOBEICHUH TEKYILErO
PEMOHTA U TEXHHUUYECKOTO
00CITy>)KUBaHMSI, B
YCTpaHEHUH OTKa30B U
BOCCTaHOBJICHUU
paboTocrmocoOHOCTH
aBTOMATHU3UPOBAHHBIX
(MHGOPMAITHOHHBIX ) CHCTEM
B 3aIUIICHHOM UCIIOJHEHUH

TECTUPOBAHUE,

JK3aMeH

KBTI (UKAIIMOHHBIN,
IKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JTA00OPATOPHBIX
pabor,

IKCIIEPTHOE HAOIIOCHHE
BBITIOJTHEHUSI PAKTUYECKUX
pabor,

OIICHKA PEIICHHUS
CUTYaIlMOHHBIX 3a/1a4,
OIICHKa IMpoIriecca u
PE3YNIbTaTOB BBITOJHEHUS
BUJIOB pabOT Ha MPAKTUKE
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