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1. TIACIIOPT PABOYEM ITPOI'PAMMBI TTPO®ECCHUOHAJIBHOTO MOIYJIS
[IM.01 3SKCIUIVATALIMAA ABTOMATU3NPOBAHHBLIX (MHOOPMALIMOHHBIX)
CUCTEM B 3AIIMIITEHHOM UCITIOJIHEHNN

1.1. Lenp ¥ mimaHupyemMble pe3ysIbTaThl OCBOCHUS TPOPECCUOHATLHOTO MOIYIIS

1.1.1. B pe3ynbrare u3ydeHus npodecCHOHATHLHOTO MOIYJS CTYIASHT JOJIKEH OCBOUTH
OCHOBHOI BUJ IEATENBHOCTH DKCILTyaTalisi aBTOMAaTU3HUPOBAaHHBIX (MH()OPMALIMOHHBIX) CUCTEM
B 3aIIUIIIEHHOM HCIIOJHEHUH U COOTBETCTBYIOIINE OOIINE KOMITETEHINH:

OK 01. Beibuparh crnocoObl pemieHus 3amad NpodecCHOHANTBHOW NEeATeTbHOCTH,
MPUMEHUTEIHHO K Pa3IMUYHbIM KOHTEKCTaM.

OK 02. Hcnonb30BaTh COBpPEMEHHbIE CpPEACTBAa IOMCKA, aHAIW3a M WHTEPIpeTaluu
uHpopMauu ¥ WHPOPMALMOHHBIE TEXHOJOTHM JIi BBIOJHEHMS 3a7ay NMpodhecCHOHAIbHOM
NeSITeTLHOCTH.

OK 08. [TnanupoBaTh U peann30BbIBaTh COOCTBEHHOE MPOGECCUOHATFHOE U TMYHOCTHOE
pa3BUTHE, MPEANPUHUMATEILCKYIO ACSITENbHOCTh B MpodeccHoHaIbHOU chepe, UCIONb30BaTh
3HaHUS M0 NMPaBOBOW U (PMHAHCOBON I'PAMOTHOCTH B Pa3IMYHbIX KU3HEHHBIX CUTYaIUIX.

OK 04. DddexTrBHO B3auUMOACHCTBOBATH U PaOOTaTh B KOJUICKTUBE U KOMAH/IC.

OK 05. OcymiecTBasTh YCTHYIO M MHUCHbMEHHYI0O KOMMYHHUKAITUIO Ha TOCYJAapCTBEHHOM
s3pike  Poccuiickoit ®enepanu ¢ y4eToM OCOOEHHOCTEH COLMANIBHOTO W KYJIBTYPHOTO
KOHTEKCTA.

OK 06. IlposBiasaTh TIpakJaHCKO-NATPUOTUYECKYIO IO3ULMI0, JIEMOHCTPUPOBATH
OCO3HAaHHOE TIIOBEJACHHWE HAa OCHOBE TPAIUIMOHHBIX POCCUUCKUX ITyXOBHO-HPAaBCTBEHHBIX
LEHHOCTEH, B TOM YHUCJIE C yYETOM T'apMOHM3AIMU MEKHAIMOHAIBHBIX M MEXPETUTMO3HbIX
OTHONICHU, IPUMEHATH CTaHIaPThl aHTUKOPPYIMIIUOHHOTO TTOBEICHUS.

OK 07. CopnelicTBOBaTh COXPAaHEHHIO OKPYXKAIOMIEH CpEeIbl, PECypCcoCOEPEKECHHUIO,
OPUMEHSTh 3HaHUS OO0 W3MEHEHHWH KIMMaTa, MPUHIUIB OepekIMBOrO IMPOU3BOJACTBA,
3¢ (peKTHUBHO AeCTBOBATH B YPE3BBIYANHBIX CUTYAIIHSIX.

OK 08. HMcnonb30BaTh cpeacTBa GU3NIECKON KYIbTYpHI IJIi COXPAaHEHUS M YKPEIUICHUS
3I0pOBbsI B TIpolecce MNpo(ecCHOHAIBHOW MAEATENbHOCTH M MOJAEP)KaHUS HEO0OXOIMMOTO
YPOBHS (PU3MUECKON TOATOTOBICHHOCTH.

OK 09. Ilonb3oBarbesi mpodeccHoHANbHOM AOKyMEHTAIlMel Ha TOCYIapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX.

[IpodeccrnonanbHbie KOMIIETEHINU:

[IK 1.1. [Ipou3BoAUTh YCTAaHOBKY M HACTPONKY KOMIIOHEHTOB aBTOMAaTHM3UPOBAHHBIX
(vHGOPMAIIMOHHBIX) CUCTEM B 3alMIICHHOM HCIIOJHEHHUH B COOTBETCTBHHM C TPEOOBAHHUSIMHU
HKCIUTYaTallMOHHOW JOKYMEHTAIIH.

I1IK 1.2. AZMUHUCTPUPOBATH MPOTPAMMHBIE M MPOTrPAMMHO-ANIAPATHbIE KOMIIOHEHTHI
aBTOMATH3UPOBAHHOM (MH(POPMALIMOHHOM) CHCTEMBI B 3AIIUIIIEHHOM HUCTIOJTHEHUH.

IIK 1.3.  Ob6ecneunBath  OecriepeOoiiHyl0  paboTy  aBTOMATHU3UPOBAHHBIX
(vHGOPMAIIMOHHBIX) CUCTEM B 3alMIICHHOM HCIIOJTHEHUH B COOTBETCTBHHM C TPEOOBAHHUSIMHU
JKCIITyaTallMOHHOMN JTOKYMEHTAIIUH.

I[IK 1.4. OcymecTBiaiarh MNPOBEPKY TEXHUYECKOTO  COCTOSIHUS, TEXHHUYECKOE
o0cCyXKMBaHUE U TEKYLIUH PEMOHT, YCTPAHATh OTKa3bl U BOCCTAHABINBATh PabOTOCIIOCOOHOCTD
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM B 3aIUIIEHHOM UCIIOJHEHUH.

1.1.3. B pe3ynbraTe 0cBOEHUS NMPO(EeCCHOHANTBHOTO MOTYJIS CTYIEHT JOJDKEH:

JloJKeH 3HaTh.



— COCTaB M MPHHIMIBI PabOThl aBTOMATHU3UPOBAHHBIX CHCTEM, OIEPAIMOHHBIX
CUCTEM U Cpe;

— OPUHIMIEL  Pa3pabOTKH  ITOPUTMOB  MPOTPaMM, OCHOBHBIX  IPHUEMOB
IPOrpPaMMHUPOBAHUS;

— Moenu 0a3 JaHHBIX;

— MPUHIUIIEI  TTIOCTPOCHMsI, (HU3WYECKHEe OCHOBBI  PabOThl  mepudepuitHbIX
YCTPOMCTB;

— TEOPETUYECKHE OCHOBBI KOMIBIOTEPHBIX CETEH M UX anmapaTHbIX KOMIIOHEHT,
CETEBBIX MOJIeNIeH, IPOTOKOJIOB U MPUHIIUIIOB aJpecaliy;

— MOPSAOK YCTAaHOBKM M BBOJA B DKCIUIyaTaI[MIO CPEACTB 3aIMTHl MH(OpPMAaLUU B
KOMITBIOTEPHBIX CETSX;

— MPHUHIMIIBI OCHOBHBIX METOJIOB OpraHW3allUd W TPOBEACHHS TEXHUYECKOTO
00CTyXKMBaHUS BEIYUCIUTEIHLHON TEXHUKHU U JPYTUX TEXHUYECKUX CPEICTB MH(OPMAaTU3ALINH.

JlomkeH ymeThb

— OCYIIECTBIATH KOMILIEKTOBaHHUE, KOH(HUTypHUpPOBaHHUE, HaCTPOUKY
ABTOMATU3MPOBAHHBIX CHUCTEM B 3alUIICHHOM HCHOJHEHUH KOMIIOHEHT CHUCTEM 3allUThl
nH(pOpMallK aBTOMATU3UPOBAHHBIX CUCTEM;

— OpPraHU30BBIBaTh, KOH(MUTYpPUPOBaTh, IPOU3BOAUTH MOHTAX, OCYIIECTBISATH
JUArHOCTHKY M YCTPaHSATh HEUCIPABHOCTU KOMIIBIOTEPHBIX ceTeil, paboTaTh C CETeBBIMU
MPOTOKOJIAMHU Pa3HbIX YPOBHEH;

— OCYIIECTBIISATh KOH(HUTYpUPOBAHHE, HACTPOWKY KOMIIOHEHT CHUCTEM 3allluThl
nH(pOpMallK aBTOMATU3UPOBAHHBIX CUCTEM;

— IMPOU3BOAUTH YCTAaHOBKY, aJarTalunro n COIMPOBOXKACHUC THUITIOBOT'O
MporpaMMHOTO OGGCHG‘IGHI/IH, BXOALICTO B COCTaB CUCTEM 3allIUThI I/IH(bOpMaI_[I/II/I
aBTOMaTH3HpOBaHHOI>'I CHUCTCMBbI

— HACTpaMBaThb U YCTPaHATh HEHUCIPABHOCTH IIPOrPAMMHO-AIIAPATHLIX CPEICTB
3alllUThI I/IH(l)OpMaL[I/II/I B KOMIIBIOTCPHBIX CCTAX 110 3a/IaHHBIM ITPABUJIAM;

— obecreunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATh HEHUCTIPABHOCTH

HMeTh pakTU4EeCKUI OIIBIT:

— YCTAaHOBKM M HACTPOMKM KOMIIOHEHTOB CHUCTEM 3allluThl MHGpOpMaLuu
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM;

— aJIMUHUCTPUPOBAHMUS  aBTOMATU3UPOBAaHHBIX  CHUCTEM B  3alUIIEHHOM
UCIIOJIHEHUY;

— JKCIUTyaTaluu KOMIIOHEHTOB cucTeM 3aLIUThI uHpopManuu
aBTOMAaTU3UPOBAHHBIX CHCTEM;

— JTMarHOCTUKU KOMIIOHEHTOB CHUCTEM 3aIIUThl HH(POPMAIIMK aBTOMAaTH3UPOBAHHBIX
CHCTEM, YCTPAaHEHMs OTKa30B M BOCCTAaHOBJIEHHsS pPabOTOCIIOCOOHOCTH aBTOMAaTHU3UPOBAaHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B 3aITUIIICHHOM HCIIOJTHEHUHN

1.2. KonudecTBO 4acoB, OTBOJUMOE Ha OCBOCHUE MPOPECCHOHATHHOTO MOTYJIS
Bceero 1024 gacos, U3 HuX:

MaKCUMaJIbHOU y4eOHOM Harpy3ku oOyuatomierocs (Bcero) — 1024 yacos;
00s13aTeNLHOM ayTUTOPHON Yy4eOHOM Harpy3ku oOydaromierocs (Bcero) — 874 4acos;
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caMOCTOsATeNIbHAs paboTa o0yJarorierocs (Bcero) — /8 4acos;
npakTuyeckas padora odyqaromierocs (Bcero) — 400 vacos;
naboparopHble 3aHsATUs o0yuatomierocs (Bcero) — 184 vaca;
KOHCYJbTAIlNH 00y4aronierocs (Bcero) — 8 4acos;

yaeOHO npakTuku obydaromerocs (Bcero) — 144 yacos;
MIPOM3BOJICTBEHHAS MPAKTHKA (TI0 MPOHUITIO CIIEIUATLHOCTH) — 72 4acoB;
MMPOMEXKYTOUHAsI aTTeCcTaIus o0ydJaromierocs (Bcero) — 72 4acos.



2. CTPYKTYPA U COAEPXXAHUE ITPOPECCHUOHAJIBHOT'O MOV JIA

2.1. Crpykrypa npodecCHOHaTLHOTO MOTYIIS

Konpr HaumenoBanus O0bem O6beM pohecCHOHATLHOTO MOIYJIS, Yac.
npodecCuoHaNIbH pasaenoB o0Opa3oBaTesbH O6yuenue no MJIK, B gac. [IpakTuku CamocrosiTens
bIX 00IIHX PpOpECCHOHATLHO o BCer B TOM YHUCIIE yuebHa | NPOM3BOJCTBEH | Has pabora
KOMIIETCHIMI ro MoayJiA IIporpamMmmeli, o, 1a0bopaTOpH | KOHCYJIBTAIl | KypCOB b Has IIpaKkTHKa,
qac. 4aco BIX U uu ast MpaKkTu 4acoB
B MPaKTHYECK paborta K,
UX 3aHATHH (mpoek, | 4acoB
4acoB
OK 01 - OK 09 M/JK.01.01 166 154 84 2 36
IIK 1.1. - TIK OnepanmoHHbIe
1.4. CHCTEMBI
OK 01 - OK 09 MJIK.01.02 Ba3sr 134 122 68 2 36
IIK 1.1. - TIK JAHHBIX
1.4.
OK 01 -0OK 09 Paznen 3 momyms. 90 56 28 2 36 10
K 1.1. - TIK M/JK.01.03 Certu
1.4. U CUCTEMBbI
nepegadu
nHpopmaruu
OK 01 - OK 09 MJIK.01.04 240 212 110 2 18 10
IIK 1.1. - TIK DKCIUTyaTalus
1.4. aBTOMAaTU3UPOBAH
HBIX
(MH(OPMAITOHHBI
X) CHCTEM B
3alUIIEHHOM
VCIIOJIHEHU U
OK 01 -OK 09 | Paznen 5 momyns. 172 114 78 18 58
K 1.1. - TIK MJIK.01.05
1.4. DKcrutyaTanus
KOMITBIOTEPHBIX
ceTen




OK 01 -OK 09 | YuebHas mpakTuKa 144
K 1.1. - TIK
1.4.
OK 01 - OK 09 | IIpousBojacTBeHHA 72
I[IK 1.1. - TIK sl IPaKTHKa, YaCOB
1.4.
OK 01 - OK 09 [TpomexxyTounas 72
K 1.1. - TIIK aTTecTalus
1.4.
OK 01 - OK 09 DK3aMeH 10 6
IIK 1.1. - TIK poeCCHOHATBHO
1.4. MY MOJIYJIIO

BCEI'O:

1024 | 874 | 368

| | 144 72

78




2.2. TemaTu4ecKuil TIIaH U coaepxkanue npodeccuonaabHoro moays (IIM)

HanmenoBanue YpoBeHb
pa3zeNnoB U TeEM OCBOEHUS
npogecCuoHaIbLHOTO Coneprxanue yueOHOro MaTepuaia, 1abopaTopHble paboThl M MPAKTHUYECKUE 3aHATHUS, caMocToATeNnbHas | O0beM
monayist (ITM), pabota o0yyaromuxcs 4acoB
MEXKTACIUTITIHAPHBIX
kypcoB (M/JIK)
1 2 3 4
MJIK.01.01 OnepaniiOHHBIE CUCTEMBI 166 1,2
Paznen 1. DnemeHThI TEOpUM ONEPAllMOHHBIX cucTeM. CBOMCTBA ONEPALlMOHHBIX CUCTEM 1,2
Tema 1.1. OcHOBBI Conepxanue 7 1,2
TEOPUH ONEPALMOHHEIX | OnpezeneHue onepanroHHoM cuctemMbl. OCHOBHBIE MOHATHUSA. McTOpHs pa3BUTHS ONepalliOHHbBIX 1,2
CUCTEM cucteM. Buael onepannonnsix cucreM. Kimaccuduxaius onepaioHHBIX CUCTEM MO Pa3HBIM
npu3HakaM. OnepanmoHHas cuctemMa Kak nHTepdeiic Mex 1y nNporpaMMHBIM U anfapaTHBIM
obecnieuenrneM. CuctemMHbIe BbI30BBI. VccrenoBanus B 00J1aCTH ONEepaliMOHHBIX CHCTEM.
Tema 1.2. Marunaao- Conepxanue 10 1,2
3aBUCHMBIC U MaIUHHO- | 3arpy3uuk OC. Maunuanu3anusa annapatseix cpeacts. Iponecce 3arpysku OC. 1,2
He3aBUCHMBbIE CBOMCTBA | [Tepenocumocth OC. Mamunno-3aBrcuMbie Moy OC. 3agaun OC 1o yrpaBiIeHHUIO OTEPaIHIME 1,2
ONEpPAllMOHHBIX CUCTEM | BBOJA-BhIBOAA. MHOTOCIONHAS MOJAENb OJACUCTEMBI BBOIa-BhIBOAA. JpaiiBepsl. [lonnepxka onepanuii
BBO/Ia-BbIBOJIA.
Pabota c daitnamu. daiinoBas cucrema. Bunpl ¢aiinoBeix cucteMm. Ousndeckast opranuzamnus GhanaoBoi 1,2
cuctembl. Turmbl Qaitnos. ailoBeIe ONepanuy, KOHTPOJIb TOCTyNa K ¢aiiiaM.
TemaTuka NpakTUUECKUX 3aHATUN 8 1,2
Bupryansabie mammabsl. Co3ganue, Mmoaudukanus, padbora 1,2
Ycranoska OC 1,2
Coznanne 1 U3ydyeHre CTPYKTYPhI pa3AesioB KECTKOTO IMCKa 1,2
Omneparnuu ¢ daitnamu 1,2
Tema 1.3. MoaynbHas Coneprxanue 9 1,2
CTPYKTypa Ok3051p0o. Mojens KiueHT-cepsep. PaboTa B peskume mnonb3oBatenisi. PaboTa B KOHCOTEHOM PEeXUME. 1,2

ONCpaMOHHBIX CUCTEM,

O060JI04KH OTIEPAIIMOHHBIX CHCTEM.




IIPOCTPAHCTBO TemaTuka NpakTUYECKUX 3aHATHH 10 1,2
I10JIb30BATENS PaboTa B KOHCOJIBHOM M IpauuecKOM pekumMax 1,2
Tewma 1.4. Yopasienue Conepxanue 6 1,2
MaMsThIO OcHoBHOE yrnipaBieHue namsaTeio. [logkauka. BuptyanbHas naMsTh. AJTOPUTMBI 3aMEILIEHUS] CTPAHUIL. 1,2
Bormpocs! pazpaboTku CUCTEM CO CTpPAaHWYHOM OpraHu3anyen nmaMmsti. Bonpocsr peanu3anuu.
CerMeHTanys DaMsITU
Temaruka NpakTUYECKUX 3aHATHUN 7 1,2
MOHHTOPHHT 32 UCTIOTH30BAHUEM ITAMSITH 1,2
Tewma 1.5. Yopasnenue Coneprxanue 5 1,2
poleccami, [Tonstue npouecca. [Tonstue noroka. [lonsatue npuopurera U 0Yepeau MpPoLeccoB, 0COOEHHOCTH 1,2
MHOTOTPOIIECCOPHBIE MHOTOIPOIECCOPHBIX CHCTEM. MEXIPOLIECCOPHOE B3aUMOICHCTBUE
CUCTEMBbI [TonsaTue B3auMOOIOKMPOBKH. Pecypchl, 0OHapykeHrne B3auMoOIOKupOoBOK. 30eranue 1,2
B3anMOOIOKUPOBOK. [IpenoTBpaiieHue B3auMOOIOKUPOBOK
TeMaTrka NpakTUYECKUX 3aHATHUIA 10 1,2
VYrpaBneHue mporeccamm 1,2
HaGmronenue 3a UCTOIb30BaHUEM PECYPCOB CUCTEMBI 1,2
Tema 1.6. Conepxanue 6 1,2
Bupryanuzauus n TpeboBanus, MpuUMeHseMble K BUpTyanu3auuu. [ unepsuzopsl. TexHonoruu 3ppexTuBHOM 1,2
o0JiauHble TEXHOJIOTHH | BUPTYyaln3alliy. BupTyanu3aiys naMaTi. BupTyanusaius BBo1a-BbiBOa. BUpTyabHbIE YCTPOUCTRA.
Bormpocs! muiieH3upoBaHus
O6uaunblie TexHooruu. MccnenoBanus B 007aCTH BUPTYaTU3aIMKU B 00JIaKOB 1,2
TemaTrka MpaKTUIECKUX 3aHATHIA 10 1,2
N3ydenne npumepoB BUpTyasibHbIX ManH (VMware, VBox) 1,2
Pa3znen 2. be3onacHOCTh ONEPALIMOHHBIX CUCTEM 1,2
Tema 2.1. ITpuHIUIIBI Conepxanue 5} 1,2
MOCTPOCHUS 3aIUTHI [Tonsitue 6e3onmacuoctu OC. Kimaccudukanus yrpo3 OC. Ucrtounnku yrpo3 nHGOpMaImOHHOM 1,2
uH(popmaruu B 0e30macHOCTH ¥ 00BEKTHI Bo3eicTBU. [Topsaok obecrieueHus 6€301macHOCTH HHGOPMAITUHU TIPH
OTIepaI[MOHHBIX SKCIUTyaTaluu onepanuoHHbIx cucteM. LtaTHble cpenctBa OC amns 3aumTsl ”HGOPMAIUH.
cUcCTeMax AyTeHTH(UKAIUS, aBTOPU3AIUS, AYIHT. 1,2
TeMaTrka NpakKTUYECKUX 3aHATHIA 10 1,2
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VYpaBneHue y4eTHbIMU 3alIMCSIMU MIOJIb30BaTENEH U JOCTYIIOM K pecypcam

1,2

Aynut coOBITHII CHCTEMBI 1,2
N3yuenne mraTHBIX CPEACTB 3alIUTHI HHPOPMAIIUK B ONIEPAITMOHHBIX CUCTEMAX 1,2
Paznen 3. OcoGeHHOCTH pabOTHI B COBPEMEHHBIX OMEPAITMOHHBIX CUCTEMAX 1,2
Tema 3.1. Coneprxanue 9 1,2
OnepanmoHHbIe 0630p cuctems! Linux. [Iporeccr B cucreme Linux. Ymnpasnenue namsteio B Linux. BBog-BIBO/ B 1,2
cucteMbl UNIX, Linux, | cucreme Linux. ®aiinosas cucrema UNIX.
MacOS u Android OnepanuoHHbie cucTeMbl cemeiictBa Mac OS: 0cOOEHHOCTH, 1,2
MPEUMYIIECTBA U HEAOCTATKH.
Apxutektypa Android. [Tpunoxenuss Android 1,2
TemaTrka MpaKTUIECKUX 3aHATHIA 10 1,2
Coznanue nuctpudbroTuBalinux. YcTaHoBKa. 1,2
Pa6ota B OC Linux. 1,2
Tema 3.2. Conepxanue 6 1,2
Omnepanyonnas cucrema | Ctpykrypa cuctemsl. [Iporieccsr u motoku B Windows. YpasieHue namsaTbio. BBoA-BBIBO B 1,2
Windows Windows.
TeMaTrka NpakTUYECKUX 3aHATHUIA 9 1,2
YcranoBka 1 nepBuyHast HacTpoiika Windows. 1,2
Tewma 3.3. CepBepHbie Coneprxanue 5 1,2
OTIEpaIIMOHHBIE OcnHoBHoe HazHaueHue cepBepHbIXx OC. Ocobennoctu cepepHbix OC. Pacnipenenennsie dhaiioBbie 1,2
CHCTEMBI CHCTEMBI.
TeMaTrka NpakTUYECKUX 3aHATHUIA 10 1,2
Pabora c cereBoii ¢aitinoBoit cucTeMoi. 1,2
Pabota ¢ cepBepnoit OC, nanpumep, AltLinux. 1,2
[IpumepHas TemaTHKa caMOCTOsATEIbHOM padoThl pu u3ydernnun MJIK.01.01 1,2
Co3nanne BUPTyaJIbHON MalllMHBI.
YcraHoBKa onepaluOHHON CUCTEMBI. -
Amnanus xypHana ayauta OC Ha pabouem mecTe.
N3ydenne ananmuTHUECKUX 0030pOB B 001aCTH MTOCTPOCHUS CUCTEM 0€30MTaCHOCTH OTIEPAITMOHHBIX CUCTEM.
Koncynpranuu 2 1,2
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[Ipomexyrounas arrecrauus no MJIK.01.01 12 1,2
MJIK.01.02 ba3bl qaHHBIX 134 1,2
Paznen 1. OcHOBBI Teopun 0a3 TaHHBIX 1,2
Tema 1.1. OcHOBHEIE Coneprxanue 4 1,2
MOHATHUS Teopuu 0a3 [TonsiTue 6a3pl JaHHBIX. KOMITOHEHTHI cCHCTEMBI 0a3 JaHHBIX: IaHHBIE, arnnapaTHoe obecreueHue, 1,2
JaHHBIX. Mogenn MporpaMMHOE oOecrieueHue, mob3oarenu. OIHOMOIB30BATEILCKIE U MHOTOTIOIH30BATEIbCKHE
MaHHBIX cuctembl 06a3 naHHbIX. IHTerpupoBaHHbIe U 001mKe JaHHbIe. OOBEKThI, CBOMCTBA, OTHOIICHHUS.
[lenTpanu3oBaHHOE yIIpaBICHUE JaHHBIMU, OCHOBHBIC TPEOOBAHMUSI.
Monenu nanubix. Mlepapxudeckue, CeTEeBbIC U PEISIUOHHBIC MOJIEIH OpraHU3alluH JaHHBIX. 1,2
[TocTpensroHHbIe MOACTN JAHHBIX.
Tepmunosiorus pensuuoHHbIX Mojenei. Kimaccudukamms cymuocteit. JIBeHaamnars npasun Koxna s 1,2
onpeieleHUs] KOHICTIIUN PEISIITUOHHON MOJICITH.
Tema 1.2. OcHOBBI Conepxanue 3 1,2
peNSIMOHHON anre6psl | OCHOBBI PENAIIMOHHON anreOpbl. TpaauiiMOHHbIE ONlepauy Ha l OTHOMCHUAMH. ClieHaTbHbIC 1,2
orepary HaJl OTHOIIeHUsIMU. OTiepaliuu HaJl OTHOIIICHUSIMH JIOTIOTHEHHBIE [IefiToM.
TemaTrka MpaKTUYECKUX 3aHATHIA 6 1,2
Omneparuu HaJl OTHOIICHUSMU 1,2
Tewma 1.3. bazoBbie Coneprxanue 3 1,2
MOHATUSA U bazoseie nonsituss CYB/l. OcHoBHble QpyHKIINH, peanu3yeMble B CYBJl. OcHoBHbIe KoMnoHeHTH CYBJ] 1,2
Ki1accuuKanys cucTeM | u ux B3aumoeicteue. Muatepdeiic CYB/I. S3sikoBbie cpencrsa CYB/I. Kinaccudpukanus CYB/.
yrpaBieHus 6azamu CpaBuutenbHas xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB/I (1o BeiOODPY)
JaHHBIX
Tema 1.4. Coneprxanue 3 1,2
[{emoCTHOCTD TaHHBIX [TonsiTHE 1IETTOCTHOCTH U HEMPOTUBOPEUYMBOCTH JaHHBIX. [[prMepbl HapyIIeHUs 11eJI0OCTHOCTH U 1,2
KaK KJIFOYE€BOE IIOHATHE | HEMPOTUBOPEUUBOCTH JaHHBIX. [IpaBuia u orpaHuYeHUsI.
0a3 JaHHBIX
Paznen 2. IlpoekTupoBanue 0a3 JaHHBIX 1,2
Tema 2.1. Conepxanue 3 1,2
Nudopmarnmonusie Tunbr nHGOpMAIIMOHHBIX MoJenel. Jlornueckue moaenu qaHHBIX. PU3NUECKHE MOJICTH TaHHBIX. 1,2
MOJIENU PENALMOHHBIX | TeMaTHKa MPaKTHYECKUX 3aHSITHI 6 1.2
0a3 JaHHBIX [TpoexktupoBanue HH(OTOTHUECKON MOJIEIH JTaHHBIX 1,2
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Tema 2.2. Conepxanue 1,2
Hopmanuzarus tabaun | Heo6xoquMocTs HopMau3aui. AHOMAIUKM BCTaBKH, YAaleHUs 1 00OHOBIICHHS. [IpuBeeHNe TaOIHIIbI 1,2
PENALIUOHHON 6a3bl K IIEPBOIi, BTOPOIi U TpeTbel HOpMaJIbHBIM (popmaM. JlanbHeiimas HopMmanu3anus Tadbaun. YerBepras u
JIAHHBIX. nsaTasi HopMmanbHbie popmel. [IpruMeHeHne mporecca HopMaau3auy.
[IpoekTupoBaHue TemaTrka IPaKTHIECKUX 3aHATHIA 1.2
CBSA3EU MEXIY [TpoekTrupoBaHue CTPYKTYPHI Oa3bl JAHHBIX 1,2
TaOJIMIIaMU.
Tewma 2.3. Cpexacrsa Conepxanue 1,2
aBTOMATH3ALNH CASE-cpenctBa, CASE-cucrema u CASE-rexnonorus. Knaccuduxauus CASE-cpencts. I'papuueckoe 1,2
[IPOEKTUPOBAHUS npeacrasieHue moaeneit npoektuposanus. UML. /luarpamMma cyniHOCTb-CBSI3b, JUarpaMma IOTOKOB
TaHHBIX, TUarpamMma MpereaeHTOB UCTIOIb30BaHUS.
TemaTrka MpaKTUIECKUX 3aHATHIA 1,2
[TpoexTrupoBanue 6a3bl NaHHBIX ¢ Hcoab30BaHreM CASE-cpenacTs 1,2
Paznen 3. Opranuzanus 6a3 JaHHBIX 1,2
Tema 3.1. Coznanue Coneprxanue 1,2
0a3bl TaHHBIX. Co3nanue 6a3bl naHHBIX. PaboTa ¢ Tabnunamu: co3ganue TabauIbl, UI3MEHEHUE CTPYKTYPHI, 1,2
ManumnynupoBanue HaIloJTHEHUE TaOJIUIIBI JAHHBIMU. Y TIpaBJICHUE 3aMMUCSIMU: J00aBJIEHNE, PEIaKTUPOBAHHUE, YIAICHHUE U
JTAHHBIMH. HaBuranus. Pabora ¢ 6a30i 1aHHBIX: BOCCTAHOBJICHHE U CyKaThe. OTKPBITHE U MOIU(DHUKAINS TAHHBIX.
Komannp! xpanenust, 1006aBJIeHHs, peJaKTUPOBAHUS, YIAJICHUSI K BOCCTAHOBIICHUS TaHHbIX. HaBuramms
1o HabOpy JaHHBIX.
TeMarnka MpakTUYECKUX 3aHITUN 1,2
Co3nanue 6a3bl nanHbIx cpeacrBamu CYB/I. Pabota ¢ Tabnunamu: no6aBiieHue, peIakTHpOBaHUE, 1,2
yAQJICHUE, HABUTAIIHS TI0 3aITUCSM.
Tema 3.2. UHIEKCEHL. Coneprxanue 1,2
CBs3u MEXKIY [TocnenoBarensHbI TOWCK AaHHBIX. COPTHPOBKA M GUIBTpAIMS TaHHBIX. IHAeKCHpoBaHUe TaOuII. 1,2
TaOIUI[AMHU. Paznuunbie TR MHACKCHBIX (aitnoB. Paboune obnactu u nceBaoHUMBI. CBs3b Tabmui. OO0beqnHeHNE
OO0ObeguHenne TaOIHUII TaOJIHIL.
TeMarnka NpakTUYECKUX 3aHITUN 1,2
Co3sanue B3auMOCBSI3ENR 1,2
CopTupoBKa, MOUCK ¥ (GUIBTPALHS TaHHBIX 1,2
Cnoco0Onl 00beIMHEHUS Ta0INIT 1,2
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Paznen 4. Yopasnenue 6a30ii 1aHHBIX ¢ moMoIbo SQL

1,2

Tema 4.1. Conepxanue 1,2
CTpyKTypHpOBaHHbBIN OO6m1ast XapakTepUCTHKa SI3bIKA CTPYKTYpUpPOBaHHBIX 3anipocoB SQL. CTpyKTyphI ¥ THIIBI JAHHBIX. 1,2
A3bIK 3arpocoB SQL Crangaptsl s3pika SQL. KomaHab1 onpenesieHust JaHHBIX U1 MAaHUIYJIUPOBAHUS JTAHHBIMH.
TemaTrka MpaKTUYECKUX 3aHATHIA 1,2
Cosznanue 6a3bl JaHHBIX ¢ MOMOIIBI0 koMaH SQL. PenaktupoBanue, BCTaBKa U yJaICHUE JTaHHBIX 1,2
cpenctBamu sizbika SQL
Tema 4.2. Oneparopset u | Coaepxanue 1,2
dbyHkmy s3pka SQL Crpykrypa komanasl Select. Ycnosue Where. Oneparops! u pyHKIIMH IpoBEpKH yciaoBui. Jlorudeckue 1,2
ornepatopsl. I'pynnoBsie pyHkunu. @yHKIUU JaThl U BpeMeHU. CUMBOJIbHBIE (DYHKITHH.
TemaTrka MpaKTUYECKUX 3aHATHIA 1,2
Co3naHue 1 CIOIb30BAHUE 3AIPOCOB. [ pynnupoBKa U arperupoBaHue JaHHBIX 1,2
KoppennpoBaHHbIE BIOKEHHBIE 3aIIPOCHI 1,2
Co3pgaHue B 3apocax BBIYUCIAEMBIX MMoJel. Mcnonb30BaHue yCIOBHiA 1,2
Paznen 5. Opranuzanus pactpeenéHHbIX 0a3 JaHHBIX 1,2
Tema 5.1. Coneprxanue 1,2
ApPXHUTEKTYpbI ApPXUTEKTYpBI KJIMEHT/cepBep. JJOCTOMHCTBA 1 HEAOCTATKH MOJIENIEH apXUTEKTYPhl KIMEHT/CepBep U X 1,2
pacripenieneHHbIX 0a3 BiusiHUE Ha pyHKImoHupoBanue cereBbix CYBJI. IlpoekTrpoBanue 6a3bl JaHHBIX O] KOHKPETHYIO
TAHHBIX apXUTEKTYpy: KIIMEHT-CepBEp, pacupeeseHHbIe 0a3bl JaHHbIX, MapajuieiabHas 00padoTKa JaHHBIX.
OTnuums ¥ MpeuMyIIecTBa yIaJleHHbIX 0a3 TaHHBIX OT JOKAIBHBIX 0a3 JaHHBIX. [IpenmyiecTsa, 1,2
HEJOCTaTKU U MECTO MPUMEHEHUS ABYX3BEHHOMN U TPEX3BEHHON apXUTEKTYPHI.
TemaTrka MpaKTUIECKUX 3aHATHIA 1,2
VYnpasieHue 10CTyroM K 00beKTaM 0a3bl TaHHBIX 1,2
Tema 5.2. CepBepHast Coneprxanue 1,2
yacTh pacupenencHHon | [lnanupoBanue u pa3pépreiBanue CYB/] nist paboThl ¢ KITMEHTCKUMU MPUIIOKEHUSIMH 1,2
0a3bl JaAHHBIX TemaTrka IPaKTHIECKUX 3aHATHIA 1,2
VYcranoska CYB/I. Hactpoiika kommonentoB CYB/I. 1,2
Tema 5.3. Knuenrtckas Coneprxanue 1,2
yacThb pacupeneneHton | [InanupoBanue npunoxkenuit. Opranuzanus uaTEpdeiica ¢ moab3oBarenaeM. 3HAKOMCTBO C MAaCTEpaMH U 1,2

0a3bl JaHHBIX

KOHCTPYKTOpPaMH IPH NMPOEKTUPOoBaHUU (HopM u 0TyeToB. Tumsl MeHio. PaboTa ¢ MeHI0: co3aanue,
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MoauduKaIms.

Hcnonb3oBaHne 00bEKTHO-OPUEHTUPOBAHHBIX S3BIKOB IPOTPAMMUPOBAHUS JJIsI CO3TAHMS KIIMEHTCKOMN 1,2
gacTu 0a3bl JaHHBIX. TEeXHOJIOTUH TOCTYyTIA.
Ontummsanus npousBoauTebHOCTH padoThl CYB/I. 1,2
TemaTrka MpaKTUYECKUX 3aHATHIA 1,2
Coznanue GpopMm 1 0TIETOB 1,2
Coznanne MeHto. ['enepanus, 3ammyck. 1,2
[TpodunrpoBanue 3arpocoB KIMEHTCKUX MPHIIOKCHHA. 1,2
Paznen 6. AnMuHHCTpUpOBaHKE U OE30ITACHOCTH 1,2
Tema 6.1. Conepxanue 1,2
Ob6ecnieuenue VYrpo3sl nenoctaoctd CYBJI. OcHOBHBIE BUJIBI M MPUUKUHBI BO3HUKHOBEHUS YTPO3 LETOCTHOCTH. 1,2
LIEJIOCTHOCTH, Crnioco6s1 npotuBoeiicTus. [lpaBua, orpaHnueHUs.
JIOCTOBEPHOCTH U [TonsiTue xpanumoii npoueaypsl. JJOCTOMHCTBA U HETOCTATKU UCTIONB30BAHUS XPAHUMBIX MTPOLIEAYD.
HEIPOTUBOPEUYUBOCTH ITonstue Tpurrepa. 3k XpaHUMBIX IpOLEAYp U TpUrrepoB. KackagHsie Bo3aeiicTBus. YIipaBieHue
JAHHBIX. TpaH3aKUUAMU U KIUIUPOBAHUE MAMSTH.
TemaTrka MpaKTUYECKUX 3aHATHIA 1,2
Pa3zpaboTka xpaHUMBIX TIPOILIEAYP U TPUTTEPOB 1,2
Tewma 6.2. Ilepexnar Conepxanue 1,2
UCKIIIOYUTEIIbHBIX IToHsATHE NCKITIOUUTEIBHON CUTYAlMU. MSATKUH U )KECTKUH BBIXOJ U3 UCKIIIOUUTEIIBHON CUTYALUH. 1,2
cutyauii u o6paborka | MecTo BOSHUKHOBEHHS HCKITIOYUTENLHOM cuTyaruu. OnpeeseHne Xxapakrepa OlmOKH, BbI3BaBIICH
OIIMO0K UCKITIOYUTENIbHYIO CUTYaIHIO.
Tema 6.3. MexaHu3Mbl Conepxanue 1,2
3amuThl HHGopManuu B | Cpencrsa uacHTUGHKAIUK U ayTeHTH(GuKawu. O6mue cenerus. OpraHu3anus B3auMOICHCTBHS 1,2
cucremax ynpasienus | CYB/] u 6a3oBoit OC. CpenctBa ynpasieHus J0cTynoM. OCHOBHBIE MTOHATHS: CyOBEKTHI M OOBEKTHI,
0azamMu TaHHBIX TPYIIBI TOJIB30BATENCH, TPUBHUIICTHH, POJIH U MPEICTaBICHHS. SI3bIKOBBIC CPEICTBA pa3TPaAaHHUCHUS
noctyma. Bussl mpuBUiIeruii: mpuBmiIernu 0€30MacHOCTH U qocTymna. KoHIenus u peanu3aus
MexaHusma posieil. CooTHoleHue npas gocryna, onpeaenseMbix OC u CYB/I.
CpenctBa 3amuThl HHGOpMAIMU B 0a3ax JaHHBIX 1,2
TemaTrka MpaKTUYECKUX 3aHATHIA 1,2
VYnpasieHue npaBamMu JOCTyIa K 6a3aM JaHHBIX 1,2
Tema 6.4. KonupoBanue | Coaepxanue 1,2
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Y TIEPEHOC JTAaHHBIX. Co3naHue pe3epBHBIX KOMHMA Beeil 0a3bl JaHHBIX, )KypHalla TpaH3aKIUil, a TAK)KE OHOTO HITU 1,2
Boccranosnenue HECKOJbKUX (haitnoB wiu (aiinoseix rpyni. [lapamienusm onepanuii MOIUPHUKAIMUA JAHHBIX U
JAHHBIX KONUpOBaHUsA. THUIBI pe3epBHOTO KONMMPOBAaHUS. Y IPaBICHUE PE3EPBHBIMU KONUAMHU. ABTOMAaTH3aLUs
IIPOLIECCOB KONMMpOBaHMsl. BoccTaHOBIEHUE TaHHBIX
TemaTrka MpaKTUIECKUX 3aHATHIA 3 1,2
Ayaut nansabpIx ¢ momotisio cpeacts CYB/l u tpurrepor 1,2
PesepBHOE KONMPOBaHUE U BOCCTAHOBJICHUE 0a3 JaHHBIX 1,2
[IpumepHas TemaTuka caMocTosTeNnbHON paboTel pu u3yyernu MJIK.01.02 1,2
BrinonHenne nHaMBUAYaIbHOTO 3a1aHus 1o Teme «IIpoextupoBanue nHPOIOTHUECKOW MO 0a3bl TaHHBIX).
BelnmonnHeHre MTHAMBUAYAIBHOTO 3a/1aHus 110 TeMe «HopManuzanus OTHOIIEHU».
[Toarororka pedeparoB Ha Temy «Pazsutue CYBl» (konkpernoir CYB]I).
Brimonnenue unauBuyaabHoro 3a1anus no teme «Cosnanue 6a3pl JanHbix. Coznanue tTadnun. Opranuzanus MexXTaOIMuHbIX
CBA3EH» )
BrinonHeHne MHANBUIYAIbHOTO 3aaHUs 110 TeMe «OpraHu3anus 3aipocoBy.
Brinonnenue uHAMBUyaIbHOTO 3a4aHus 110 TeMe «Co3/1aHne Moab30BaTeNbcKoro npuiioxkeHus cpeacrsamu CYBJ».
Pa30op cuHTakcuca XpaHUMBIX MIPOLEYP U TPUTTEPOB.
[Monroroska pedeparoB no Teme «OpraHu3aiys 1 UCIOIb30BaHUE MEXAHU3MOB 3aIIUTHI 0a3bl JAHHBIXY.
Koncynbramuu 2 1,2
[Tpomexxyrounast arrectarus mo MJIK.01.02 12 1,2
MJIK.01.03 Cetu u cucteMbl iepenadu nHGOpMaIuu 90 1,2
Pasznen 1. Teopust Ten€KOMMYHUKAIIMOHHBIX CETEN 1,2
Tema 1.1. OcHOBHBIE Conepxanue 3 1,2
noHATHs U onpezenenus | Knaccuduxamnus cucrem cBszu. CooOiieHus 1 curHaibl. Buibl 27eKTpOHHBIX cUTHaI0B. CrieKTpaibHOe 1,2
npencraBieHue curHanoB. [Tapametpsl curnanoB. O0beM U HHPOPMAIIMOHHAS EMKOCTh CUTHAIA.
Tewma 1.2. ITpuHIUTIEI Conepxanue 3 1,2
nepenadyu nHpopManuu | Ha3nauenue u mpuHIMIBI opranu3aiuu ceteil. Kitaccugukanust cereit. MHOrOypOBHEBBII TOIXOI. 1,2
B CETSAX U CUCTEMAX [Tpotokon. Uutepdeiic. CTek mpoTokosoB. TerekoMMyHUKALIMOHHAS Cpea.
CBS3U
Tewma 1.3. Tunossie Conepxanue 5} 1,2
KaHaJbl iepenayd ¥ ux | Kanam nepemaun. CeTeBoii TpakT, IPyIIIOBOM KaHa nepenadn. Anmnaparypa udpoBbIX 1,2

XapaKTepUCTUKU

MJIE3MOXPOHHBIX CUCTEM Iepenadr. OCHOBHBIE apaMETPhl U XapaKTEPUCTUKU CUTHAJIOB. Y IPOIIEHHAS
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cxema opraHusanuu kaHamna TU

TemaTuka nabopaTopHbIX padoT 8 1,2
Pacuer npomyckHoOlM crmocOOHOCTH KaHalla CBSI3U 1,2

Paznen 2. Cetn nepenaun JaHHBIX 1,2

Tewma 2.1. Apxurtektypa | Conepxkanue 6 1,2

Y TIPUHIHUIIBI pAOOTHI CtpykTypa u XapakTepucTuku ceteid. CrnocoObl KOMMYTAIIMK U Tepeaun JaHHbIX. Pactpeneneaue 1,2

COBPEMEHHBIX CeTei (GbyHKIMH TIO CHCTEMaM CeTH U aJipecalus akeToB. MapipyTu3anuus U yIpaBieHue OTOKaMU B CETAX

nepenaYn JaHHBIX CBSI3U.
[TpoTokosbl 1 uHTEp(EHCH yIpaBIICHHUs KaHaJaMH1 U CEThIO Mepeavyn TaHHbBIX. 1,2
TemaTtuka 1abopaTopHbIX paboT 10 1,2
Kondurypuposanue cereBoro uHTepdeiica pabodeit CTaHIINN 1,2
Kongurypuposanue cereBoro nurepdeiica MapupyrusaTopa 1o nporokoiny [P 1,2
Koppexmus npo6iiem nnrepdeiica MapupyTusaropa Ha (pU3HUECKOM U KaHAJIbHOM YpOBHE 1,2
JlnarHocTuka M pa3perieHue nmpoodIeM CeTeBOro YPOBHS 1,2
JlnarHocTuka u paspernieHue mpo0aeM IpOTOKOIOB TPAHCIIOPTHOTO YPOBHS 1,2
JlmarHocTuka u pasperieHue mpooeM MpoTOKOJIOB MPUKIATHOTO YPOBHS 1,2

Tema 2.2. Conepxanue 5} 1,2

BbecnipoBoHbie BecnpoBoaubie kaHanbl cBsizu. becnipoBoanbie cetn Wi-Fi. [lpeumyriectsa 1 061acTh IpUMEHEHHUS. 1,2

CHCTEMBI IEpEeIadYn OcHOBHBIE 2JIEMEHTHI OecTIpOBOHBIX ceTeil. CTaHmapThl OecripoBoIHBIX ceTel. TexHomoruss WIMAX

J@HHBIX Temaruka 1ab0opaTOpHBIX paboT 10 1,2
Hacrpoiika Wi-Fi mapmpyruzaropa 1,2

Tewma 2.3. CoToBbl€ U Conepxanue 4 1,2

CIIyTHUKOBBIE CUCTEMBI | [IpuHIMTIBI yHKIMOHUPOBaHUS cucTeM coToBoM cBsizu. Ctannaptel GSM u CDMA. CiyTHUKOBBIE 1,2
CHCTEMBI IIepe/Iaull JaHHbIX.

[IpumepHas TemMaTHKa caMOCTOSATENbHOUM padoThl ipu u3ydennn MJIK.01.03 1,2

Hacrpoiika Wi-Fi mapmpyruzatopa

N3yueHune ceTeBhIX YTUIUT 10

Kondurypuposanue cereBoro nuurepderica

MapuipyTusanus 1 yrpaBieHHE TOTOKAMH B CETAX CBSI3U

Koncynpranuu 2 1,2
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[Ipomexyrounas arrectranus no MJIK.01.03 24 1,2
MJIK.01.04 Dkcmmyaraiusi aBTOMaTU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEM B 3aIUIIIEHHOM HCIIOJIHCHUN 240 1,2
Paznen 1. PazpaboTka 3anuiieHHbIX aBTOMAaTU3UPOBAHHBIX (MH(POPMAIITMOHHBIX) CUCTEM 1,2
Tema 1.1. OcHOBEI Coneprxanue 5 1,2
nH(OpPMaAITMOHHBIX [TonsiTue aBTOMaTHM3MpOBaHHOU (MH(MOpPMAIMOHHON) cucTeMbl OTiimunTenbHble uepThl AVIC Hanbosee 1,2
CHCTEM KaK 0ObEKTa YaCTO UCTOIB3YEMBIX KJIACCU(PHUKAIMIA: 10 MaciTady, B 3aBUCUMOCTH OT XapakTepa HHPOPMALMOHHBIX
3aIUTHL PECYPCOB, TIO TEXHOJIOTUU 00PaOOTKH NaHHBIX, IO CIIOCOOY TOCTYIIA, B 3aBUCHUMOCTH OT OpPTraHU3alun
CHCTEMBI, 110 XapaKTepy UCIOIb30BaHus HH(opMaIiy, 1o cepe npumenenus. [Ipumepst obnacteit
npumenennst AUC. IIpoueccs B AUC: BBog, 00paboTKa, BBIBOA, 0OpaTHast cBs3b. TpedoBanus k AUC:
THOKOCTh, HAJIE)KHOCTh, 3 (HEKTUBHOCTh, O€30MIaCHOCTD.
OcHOBHBIE 0COOCHHOCTH COBpEMEHHBIX MPOoeKTOB AVIC. DIeKTpOHHBIN TOKYMEHTOOOOPOT. 1,2
TemaTnka MpakTUIECKUX pabOT 4 1,2
Paccmotpenue npumMepoB QyHKIMOHUPOBAHUS aBTOMATU3HPOBAHHBIX HH(POPMAIIMOHHBIX CHCTEM 1,2
(ETAUC, Poccuiickas Topropasi cuicTeMa, aBTOMaTU3MPOBaHHAast HH(GOpPMAIIMOHHAS CUCTEMA KOMITAHUH )
Tema 1.2. )Kuznennsni | Conepxanue 7 1,2
IAKJI [Tonsitue xuznennoro mukia AVC. Tlpoueccs skuznenHoro nukia AUC: ocHOBHbIE, 1,2
aBTOMAaTU3UPOBAHHBIX BCIIOMOTATeNIbHbIE, OpraHu3anuoHnbie. CTaauu )ku3HeHHoro nukina AUC: MmogenupoBaHue,
CUCTEM yhpaBiieHue TpeOOBaHUAMHU, aHAJIU3 U IPOEKTUPOBAHKE, YCTAaHOBKA U COMPOBOXAeHHE. Moaenu
xu3HeHHoro ukina AUC.
3ama4n 1 ATarnbl TPOSKTUPOBAHUS ABTOMATH3UPOBAHHBIX CUCTEM B 3aIUIICHHOM UCTIOTHEHUH. 1,2
Mertononoruu npoektupoBanusi. Opranuszanus padoT, GyHKINHU 3aKa3YHKOB U pa3pabOTUYNKOB.
TpeboBanus K aBTOMaTU3UPOBAHHON CHCTEME B 3allMIIICHHOM HCIIOTHEHUH. PaboThI Ha cTanusx u 1,2
JTanax Cco3JaHHs aBTOMAaTH3UPOBAHHBIX CUCTEM B 3aIMIICHHOM UCHOJHEHUH. TpeOoBaHus MO 3alIUTe
CBEJICHUH O CO3J]aBa€MOM aBTOMATU3UPOBAHHON CUCTEME.
Tematuka 1abopaTopHbIX paboT 10 1,2
Pa3paboTka TeXHHYECKOro 3aJjaHusl Ha MPOCKTUPOBAHNE aBTOMATH3UPOBAHHON CHCTEMBI 1,2
Tema 1.3. Yrpo3sl Coneprxanue 7 1,2
0e30macHOCTH [ToTennmanpHbIe YIpo3bl 0€30MACHOCTH B aBTOMATHU3HPOBAHHBIX CHCTeMaX. VICTOUHUKY U 0OBEKTHI 1,2
uH(popmaluu B BO3JICUCTBHS yrpo3 6e3onacHocTH nHpopManuu. Kpurepun knaccudukanmuu yrpo3. MeToapl OlieHKH
ABTOMATHU3UPOBAHHBIX oracHoCTH yrpo3. bank ganHbIX yrpo3 0e3onacHocTy HH(pOpMaLUu
cucTemax [TonsaTtue ys3BuMoctu yrpo3sl. Kimaccudukamms ysi3BuMocTeii. 1,2
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TemaTuka nabopaTopHbIX padoT 10 1,2
KareropupoBanue nH(pOpMalMOHHBIX PECYPCOB 1,2
AHanu3 yrpo3 6e30macHoCTH HHpOpMaIuu 1,2
[TocTpoenue Mmoaenu yrpos 1,2
Tema 1.4. OcHOBHEIE Coneprxanue 5 1,2
MEPHI 3aIIUTHI Opranu3zanvoHHbIe, MPAaBOBBIC, TIPOrPAMMHO-AIAPATHEIE, KPUMITOTpadUIECKIE, TEXHUUECKHUE MEPHI 1,2
uH(pOopMaIuu B 3amuUThl MH(GHOPMAIIUY B aBTOMATU3HPOBAHHBIX CHCTEMAaX.
ABTOMATHU3UPOBAHHBIX HopMmatuBHo-nipaBoBas 6a3a Jj1s ONpeIeIeH s Mep 3alIUThl HHPOPMAIIUN B aBTOMATU3UPOBAHHBIX 1,2
cucreMax WH(POPMAITMOHHBIX CHUCTEMax U TPeOOBaHUN K HUM
Tema 1.5. Conepxanue | Comeprxanue 9 1,2
U TIOPSIJIOK WNnentudukanus u ayreHTUGUKAIUSA CyOBEKTOB IOCTYIAa U 0OBEKTOB JOCTYTIA. 1,2
skcruryatarun AC B YrpaBiieHue J0CTYIIOM CYOBEKTOB OCTyNa K 00BEKTaM JIOCTYIIA.
3QIIUIICHHOM OrpaHu4eHUe POrPAMMHOMN CPEJIBL. 12
UCTIOJTHEHUH 3amuTa MalMHHBIX HOCUTENNEH HH(pOpMaIun
Perucrparnus cobpITHii 6€30aCHOCTH 1,2
AHnTuBHUpYCcHas 3amuTa. OOHApYKEHHE MPU3HAKOB HAJTUYHS BPEIOHOCHOTO MPOrPaMMHOTO 1,2
oOecneuenus. Peanuzanus antuBupycHoi 3amuTsl. OOHOBIEHHE 0a3 JAHHBIX TPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOTPAMM.
Oo6Hapy:xeHue (IpeaoTBpaIleHIE) BTOPKEHHH 1,2
TemaTuka nabopaTopHbIX padoT 10 1,2
KonTtposnb (ananu3) 3amuiieHHOCTH HHGOpMAITIN 1,2
ObecniedyeHue MEeJIOCTHOCTH HHGOPMAITMOHHON CUCTEMBI M HH(GOPMAITIH
ObecnevyeHne TOCTYIMTHOCTH HH(POPMAITUN
Texnonoruu Buptyanuzanuu. llens co3nanus. 3agaun, apxuTeKTypa U OCHOBHBIE (DYHKITHH. 1,2
[IpenmyrecTBa OT BHEAPEHUS.
3amuTa TEXHUYECKUX CPE/ICTB. 1,2
3amuTta HHPOPMAIIMOHHOM CUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U NEepeaun JaHHBIX
TemaTnka MpakTUIECKUX pabOT 10 1,2
Pe3epBHOE KOMTMPOBaHKUE ¥ BOCCTAHOBIICHUE JTAHHBIX. 1,2
ConpoBosk/IeHHE aBTOMAaTU3UPOBAHHBIX CUCTEM. Y TIPABICHUE PUCKAMU M MHIIUCHTAMH YIIPaBICHUS 1,2

0€30I1aCHOCTHIO.
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Tema 1.6. 3amura Conepxanue 6 1,2
uHpopManuu B MexaHU3MBbl ¥ METOJIBI 3aIIUTHI HH(GOPMAIIUK B paclpe/ieIeHHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX. 1,2
pacrpeneneHHbIX ApPXUTEKTYpa MEXaHU3MOB 3aIIUTHI PACIIPEICICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AHAIIU3 U CUHTE3
aBTOMAaTH3UPOBAHHBIX CTPYKTYPHBIX U (YHKIIMOHAJIBHBIX CXEM 3alUIIEHHBIX aBTOMATU3UPOBAHHBIX HHPOPMAIIMOHHBIX

cUcCTeMax CUCTEM.

Tema 1.7. Ocobennoctu | Coneprxanue 5 1,2

pa3paboTku OOu1re TpeGoBaHUS 10 3aIUTE MEPCOHATBHBIX JaHHBIX. COCTaB U coJlep)KaHHE OPTaHU3AUOHHBIX U 1,2

UH(POPMALIMOHHBIX TEXHUYECKHX MEp I10 3aluTe HH(POPMAIIMOHHBIX CHCTEM MEePCOHABHBIX TaHHBIX. [lopsiiok BeIOOpa Mep

CHCTEM NEPCOHAILHBLIX | 10 oOecrieueHHIo 0€30MacCHOCTH MEPCOHANIBHBIX TaHHBIX. TpeOGoBaHMsI MO 3alUTe NEePCOHATBHBIX

TAHHBIX JAHHBIX, B COOTBETCTBUHU C YPOBHEM 3aLIUIICHHOCTH.

TemaTtuka 1abopaTopHbIX paboT 10 1,2
Omnpenenenust yposHs 3amuiieHHocTH UCIT/IH 1 BE160p Mep mo obecnieuennto 6e3onacHoctH [1]1H. 1,2

Pa3znen 2.Oxcmuyaranys 3alueHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM. 1,2

Tema 2.1. Ocobennoctu | Conepxanue 8 1,2

IKCILTyaTaluu Amnanu3 nHpOopMaMOHHON HHPPACTPYKTYpPhl aBTOMAaTU3UPOBAHHON CUCTEMBI U €€ 0€301acHOCTH. 1,2

ABTOMATU3UPOBAHHBIX MeToapl MOHUTOPUHTA U ayJIUTa, BBISIBJICHUS YTPO3 HHPOPMAITMOHHOM 0€301MacHOCTH 1,2

CHUCTCM B 3alIMIICHHOM | aBTOMAaTHU3UMPOBAHHBIX CUCTCM.

HCIIOJIHCHHUH. TemaTHKa IPAKTHYECKUX PaboT 10 1,2
CopneprkaHue U MOPSIIOK BBIIOIHEHUS padOT 110 3amuTe HHPOPMAIMU IPU MOJCPHU3AINH 1,2
aBTOMAaTU3MPOBAHHOM CUCTEMBI B 3aIIMIIICHHOM UCIIOTHEHUN

Tema 2.2. Conepxanue 8 1,2

AJMUHUCTPUPOBAHUE 3anaun ¥ QyHKIMK aAMUHUCTPUPOBAHUS aBTOMATU3HUPOBAHHBIX CUCTEM. ABTOMAaTU3ALIUS YIIPABICHUS 1,2

ABTOMATHU3UPOBAHHBIX ceTbto. Opranusanus aIMUHUCTPUPOBAHMS ABTOMATU3UPOBAHHBIX CUCTEM. ATMUHUCTPATUBHBIH

CUCTEM nepcoHan U padoTa ¢ moJb30BaTeNsIMH. Y IpaBJlIeHNUe, TECTUPOBAHUE U IKCILTyaTaIlHs
aBTOMaTH3MPOBAHHBIX CHCTEM. MeTo/1bl, CIOCOOBI U CpeicTBA 00ECTIEUCHUSI 0TKa30yCTOMYMBOCTH
aBTOMAaTH3UPOBAHHBIX CHCTEM.

Tewma 2.3. Coneprxanue 8 1,2

JlesiTenbHOCTD Copep:xaHue U TOPSAIOK JIEATEIBHOCTH MEPCOHANa M0 AKCIUTyaTalluK 3aIlUIICHHBIX 1,2

nepcoHaa o aBTOMATHU3HPOBAHHBIX CHCTEM U MOJCUCTEM 0€30IaCHOCTH aBTOMAaTU3UPOBaHHBIX cucTteM. O0mme

JKCILTyaTaluu 00513aHHOCTH aIMUHUCTpaTOpa NHGOPMAITMOHHON 0€3011aCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM.

ABTOMATHU3UPOBAHHBIX
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(uH(MOPMAITMOHHBIX )
CHCTEM B 3aIIUIIIEHHOM

VCIIOJTHEHUH
Tema 2.4. 3ammura ot Coneprxanue 8 1,2
HECaHKIMOHUPOBAHHOIO | OcHoBHBIC nMpuHIHUIKBI 3amUThl 0T HCJI. OcHoBHBIe crioco6st HCJI. OcHOBHBIEC HampaBiIeHUS 1,2
nocryna Kk uHpopmanun | odecneuenus 3amuthl 0T HCJ[. OcHOBHBIC XapaKTEPUCTUKU TEXHHUECKUX cpeAcTB 3ammThl oT HC/I.
Opranuzanus padort no 3amute ot HC/I.
Knaccudukanus aBTomMmaTu3upoBaHHbIX cucteM. TpeboBanus no 3amute nHpopmanuu ot HCI s AC 1,2
Tpebosanus 3anmmenHoct CBT or HC/ k nundopmariin 1,2
TpeboBanwus K cpecTBaM 3alIUThI, 00OECIIEUHBAIONINM Oe301acHoe B3anmoaericTeue cereit OBM, AC 1,2
IIOCPEJICTBOM YIIPABIEHHS MEXKCETEBBIMU IIOTOKaMU MH(GOPMALIMH, U PeaTU30BaHHBIX B BUJIe MO
Tema 2.5. C3U or HCJl | Conepxanue 10 1,2
HazHaueHune 1 OCHOBHBIE BO3MOYKHOCTH CUCTEMBI 3alUTHl OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA. 1,2
ApXUTEKTypa U cpecTBa ynpasieHus. OOue npuHIuns! ynpasieHus. OCHOBHbIE MEXaHU3MbI
3alIUThl. YTpaBieHue ycTpoiictBamu. KoHTposb anmapaTtHol KOHPUTypaluyu KOMITBIOTEPA.
N36upatenbHoe pa3rpaHudeHue T0CTYIa K yCTPOHCTBAM.
TemaTnka MpakTUIECKUX pabOT 10 1,2
VYrpasneHue J0CTYIIOM B KOHTPOJIb TIeYaTh KOHpUACHIIManbHoU nHpopManuu. [IpaBuna paboTs ¢ 1,2
KOH(HISHIIMATbHBIMU pecypcaMu. HacTpoiika MexaHn3Ma OJTHOMOYHOTO YIPABICHHS JOCTYIIOM.
Hacrpoiika perucrpauuu coObITHIA. YTIpaBieHHEe PSKUMOM IIOTOKOB. YTIpaBJIeHUE PEKUMOM KOHTPOJIS
neJaTy KOH(UACHIUAIBHBIX IOKYMEHTOB. YIIpaBieHHe rpudamMu KOH(PHUAECHIINATEHOCTH.
ObecneueHne 1EIOCTHOCTH HHPOPMALIMOHHON CUCTEMBI U HH(POPMALIUU 1,2
IlenTpann3oBaHHOE YIpaBICHUE CUCTEMOM 3aIlUThI, ONIEPATUBHBIA MOHUTOPUHT U ayAUT O€30IIaCHOCTH 1,2
TemaTtuka 1abopaTopHbIX paboT 11 1,2
VYcranoBka u Hactpoiika C3U1 ot HCJI 1,2
3amuTa BXoja B cUCTeMY (MACHTU(HUKAIMS U ayTeHTU(UKAIUS TT0JIb30BaTeNei) 1,2
Pasrpannuenue nocrymna K ycTporucTBam 1,2
VYrpasneHnue 10CTynomM 1,2
Vcnonb30BaHne NPUHTEPOB AJIS MeYaTH KOHPHUAECHIMATBHBIX JOKYMEHTOB. KOHTpoIb nieuaTu 1,2
Hacrpoiika cucreMsl 1 3a1a4 ayiura 1,2
Hactpoiika KOHTpOJIA LIETOCTHOCTH U 3aMKHYTOM IIPOIPaMMHOU CpEbl 1,2
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LlenTpann3oBaHHOE YIPABICHUE CUCTEMOH 3aIIUThI, ONIEPATUBHBI MOHUTOPUHT U ayAUT O€30MaCHOCTH

1,2

Tewma 2.6. Conepxanue 9 1,2
Okcrutyaranus cpelcTB | [Topsiiok yCTAaHOBKHU M BBOJIA B KCILIYaTAI[UIO CPEJCTB 3AIUTh HHPOPMAIH B KOMIIBIOTEPHBIX CETSIX. 1,2
3allUThI I/IH(l)OpMaHI/II/I B HpI/IHI_[I/Il'IBI OCHOBHBIX METOZOB OpraHu3ally 1 IPOBCACHUS TCXHUYCCKOTO 06CJ'Iy>KI/IBaHI/I$I 1,2
KOMIIBIOTEPHBIX CETSIX BBIUHCIUTENbHON TEXHUKHU U IPYTrUX TEXHUYECKUX CPEACTB MH(OpMaTU3aLNU
JlmarHocTrka KOMIIOHEHTOB CUCTEM 3aIIUTH HHPOPMAIIMH aBTOMAaTU3UPOBAHHBIX CUCTEM, YCTPAHEHUE 1,2
OTKa30B ¥ BOCCTaHOBJIEHUE pab0OTOCIIOCOOHOCTH aBTOMAaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B
3alIUIIEHHOM HCIIOJTHEHUN
TemaTuka npakTuueckux padot 7 1,2
Hactpoiika u ycTpaHneHre HEeUCIPaBHOCTH MPOTrPaMMHO-aNMapaTHIX CPECTB 3alIUThl HHPOPMAIINH B 1,2
KOMITBIOTEPHBIX CETAX MO 3aJaHHBIM MpaBHJIaM
TemaTuka nabopaTopHbIX padoT 9 1,2
YcTpaneHue 0TKa30B M BOCCTAHOBIIEHHE paOOTOCTIOCOOHOCTH KOMITOHEHTOB CUCTEM 3aIllUTHI 1,2
nH(OPMALINY ABTOMATHU3UPOBAHHBIX CHCTEM
Tema 2.7. Coneprxanue 5 1,2
JlokymeHTanus Ha OcCHOBHbBIE PKCIUTyaTallMOHHBIE JOKYMEHTHI 3alllMIICHHBIX aBTOMAaTU3UPOBAaHHbIX cucteM. Pa3paboTka u 1,2
3alUIIAEMYIO BEJICHHUE KCIUTyaTallMOHHOW JOKYMEHTAIMH 3alIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AKT BBOJIA B
ABTOMATHU3MPOBAaHHYIO | SKCIUTyaTallMi0 Ha aBTOMATU3HPOBAHHYIO CUCTEMY. TeXHUUYECKU MacnopT Ha 3alUIIAEMYI0
CUCTEMY aBTOMAaTH3MPOBAHHYIO CUCTEMY.
TemaTuka nabopaTopHbIX padoT 10 1,2
OdopmieHre OCHOBHBIX SKCILTyaTallHOHHBIX IOKYMEHTOB Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY. 1,2
[IpumepHas TemMaTHKa CaMOCTOSITENHbHOUM paboThl ipu u3yuennn MJIK.01.04 1,2
1. Pa3zpaboTka KOHIIENITUH 3alUTHl aBTOMATH3WPOBAaHHOM (MH(POPMAIIMOHHOM) CHCTEMBI
2. Ananu3 6aHKa JaHHBIX yrpo3 O6e30macHoCTH HHpOpMaIuu
3. Ananu3 xxypHana ayaura OC Ha paboyem mecte
4. ITocTpoeHne CBOTHON MAaTPHIIBI YIPO3 aBTOMATU3UPOBAHHON (MH()OPMAITMOHHON) CUCTEMBI 10
5. Ananu3 nonutuk 6e30macHoCcTH HHGOPMAITMOHHOTO 00BEKTa
6. MI3yyeHne aHaTUTUYECKUX 0030pOB B 00J1aCTH MOCTPOCHHUS CHCTEM 0€30IacHOCTH
7. AHamu3 MPOrpaMMHOTO 0OECTICUeHHS B 00JIaCTH OTPE/ICTICHUSI PUCKOB HH()OPMAITMOHHOM 0€301MaCHOCTH U TPOCKTUPOBAHHMS
Oe3omacHOCTH HHGOPMAITUH
Koncynbramuu 2 1,2
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[Ipomexxyrounas arrecranus no MJIK.01.04 18 1,2
M/IK.01.05. OkcmtyaTanus KOMIbIOTEPHBIX ceTEH 172 1,2
Paznen 1. OcHOBBI mepegaun JaHHBIX B KOMIIBIOTEPHBIX CETIX 1,2
Tema 1.1. Coneprxanue 1 1,2
Mopenu ceTeBoro Mogens OSI. Yposau mogenu OSI. BzanmoneiictBre mexay ypoBHsIMU. HKaNCynaus JaHHbBIX. 1,2
B3aMMOJECHCTBUSA Onucanue ypoBHei mogenu OSI.
Mognens u crek npotokonoB TCP/IP. Onucanue yposueit mogenu TCP/IP. 1,2
TemaTuka nabopaTopHbIX padoT 3 1,2
N3yuenune rneMeHTOB KaOeIbHOW CHCTEMBI. 1,2
Tema 1.2. Conepxanue 1 1,2
@u3nyecKuil ypoBEHb ITonstre nuHuK U kaHana cBsi3u. CurHaibl. OCHOBHBIE XapaKTEPUCTUKHU KaHaa CBS3H. 1,2
mozenu OSIT Meroasl COBMECTHOTO UCIIOJIB30BAaHUS CPE/bl IIepeaadn KaHaua CBsi3u. MyJIbTUIUIEKCUPOBAHUE U 1,2
METO/bI MHO>KECTBEHHOTO JIOCTYTIA.
OIITOBOJIOKOHHBIE TUHUH CBI3U 1,2
CrannmapTsl kabeneid. DeKTpuueckasi MpoBOIKA. 1,2
becnipoBogHas cpena nepegavm. 1,2
TemaTuka nabopaTopHbIX padoT 3 1,2
Co3nanue cereBoro kabesns Ha OCHOBE HedKpaHUpoBaHHON BUTOH mapsl (UTP) 1,2
CBapka ONnTHYECKOTO BOJIOKHA 1,2
Tema 1.3. Conepxanue 1 1,2
Tomnonorus [Tonsarue Tononoruu cetu. CereBoe 06opynoBanue B TOnojaoruu. O630p CeTeBBIX TOMOJIOTHH. 1,2
KOMITBIOTEPHBIX ceTell | TemaTuka 1a60paToOpHBIX paboT 3 1,2
PazpaboTka TOmonoru cetu HeOOBIIOTO MPEPUATUS 1,2
[TocTpoeHne oqHOPAHTOBOM CETH 1,2
Tema 1.4. Coneprxanue 1 1,2
Texnonoruu Ethernet O030p TEXHOJIOTH OCTPOSHHUS JIOKAJIBHBIX CETEH. 12
Texnonorus Ethernet. ®u3nyeckuii ypoBeHb. 1,2
Texnonorus Ethernet. KananbHslit ypoBeHb 1,2
Tematuka 1abopaTopHbIX paboT 5 1,2
Nzyuenune agpecanuu kaHaapHOTO ypoBHI. MAC-aapeca. 1,2
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Tema 1.5. Texuonoruun Conepxanue 1,2
KOMMYTaluu Anroputm npo3payHoro Mocta. Metopl KoMMyTanuu. TEeXHOIOIrMH KOMMYTaluu U Mojenb OSIL 1,2

KoHcTpykTHBHOE HCTIONHEHHE KOMMYTAaTOpoB. Du3ndyeckoe CTEKHPOBAHUE KOMMYTATOPOB. 1,2

[IporpamMmMHoOe obecrieueHne KOMMYTaTOPOB.

OOmme MPUHIMITBI CETEBOTO AU3aifHa. TpexypoBHEBas HepapXUyecKasi MOJEIb CETH 1,2

Texnonorust PoweroverEthernet 1,2

TemaTuka mabopaTopHbIX padoT 1,2

Co3nanrie KOMMYTUPYEMOM ceTH 1,2
Tema 1.6. CereBoii Conepxanue 1,2
npotokon [Pv4 CereBoii ypoBeHb. [Ipotokon IP Bepcuu 4. O6mue GyHKIIMN KJIaCCOBOM M 0ECKIIACCOBOM aapecaliyi. 1,2

Brinenenue agpecos.

Mapupyruzanus nakeros [Pv4 1,2

IIpoTOKOJIBI IMHAMUYECKOW MapIIPYTU3aLUU 1,2

Tematuka 1abopaTopHbIX paboT 1,2

Nzyuenue [P-agpecanmm. 1,2
Tema 1.7. Ckopoctabeie | Coneprxanue 1,2
U OeCIIpOBOHBIC CETH Cetp FDDI. Cets 100VG-AnyLAN 1,2

CBepXBBICOKOCKOPOCTHBIE CETH

becnipoBoansbie ceTn

Tematuka 1abopaTopHbIX paboT 1,2

Hacrpoiika 6ecipoBOIHOTO CETEBOTO 000PYI0BAHUS 1,2
Paznen 2. TexHONIOrMM KOMMYTAIlMU U MapLIpyTU3aLuu cCOBpeMeHHbIX ceTei Ethernet 1,2
Tema 2.1. Coneprxanue 1,2
OCHOBBI KOMMYTAIHH OyHKIIMOHUPOBAHHE KOMMYTATOPOB JIOKAJIbHOW CETU. APXUTEKTypa KOMMYTaTopoB. THIIBI 1,2

nHTEp(EcOB KOMMYTAaTOPOB.

VYnpaiieHue TOTOKOM B MOITYAYIJIEKCHOM U AYIJIEKCHOM PEXKUMAaX.

XapakTepUCTUKH, BIHSIONINE HA TIPOU3BOIUTEILHOCTE KOMMYTaTOpoB. O030p PyHKITMOHATHHBIX 1,2

BO3MOKHOCTEH KOMMYTaTOPOB

TemaTuka nabopaTopHbIX padoT 1,2

PaboTa ¢ 0OCHOBHBIMH KOMaH/IaMU KOMMYTAaTOpa. 1,2
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Tema 2.2. Conepxanue 1,2
Hauanbpnas HacTpoliika CpenctBa ynpasienusi Kommyraropamu. [Toakimrouenue k KOHCOMU UHTep(derica KOMaHIHOW CTPOKH 1,2
KOMMYTaTopa kommyTtaropa. [loakmouenue k Web-unrtepgeiicy yrnpapieHus: KOMMYyTaTopa.
HauanpHas kondurypamus kommyraTopa. 3arpy3ka HOBOTO IMIPOTPaMMHOTO 00€CTICUeHUs Ha 1,2
KOMMYTAaTop. 3arpy3ka 1 pe3epBHOE KOIMPOBaHNUE KOH(MUTYpallM KOMMYTaTOpa.
Tematuka 1abopaTopHbIX paboT 1,2
Koman i1 00HOBIIEHHSI TPOTPAMMHOTO 00eCreueHUs] KOMMYTaTopa 1 1,2
COXPaHEHMS/BOCCTAHOBIICHHS KOH(PUTYPAIIMOHHBIX (aiiioB
Komanne! ynipasnenus tabnunamu kommytauud MAC- u [P- 1,2
aapecoB, ARP-Tabmmip1
Tema 2.3. Conepxanue 1,2
Buptyanbhsie Tunet VLAN. VLAN na ocHoBe noptoB. VLAN na ocHoBe ctangaprta IEEE 802.1Q. Craruueckue u 1,2
JIOKAJILHBIE CETHU munamuueckrue VLAN. IIpotokon GVRP.
(VLAN) Q-in-Q VLAN. VLAN Ha 0ocHOBE OpTOB ¥ IpoToKonoB — ctanaapt IEEE 802.1v. ®yukims 1,2
TrafficSegmentation
Tematuka 1abopaTopHbIX paboT 1,2
Hacrpoiika VLAN Ha ocnoBe ctangaprta IEEE 802.1Q 1,2
Hacrpoiika nporokona GVRP. 12
Hacrpoiika cermenTanuu Tpaduka 6e3 ucronp3oanust VLAN 1,2
Hacrpoiika ¢pynkuun Q-in-Q (Double VLAN). 1,2
CamocrostensHas padbora o cozmpannio JIBC Ha ocHoBe ctangapra IEEE 802.1Q. 1,2
Tema 2.4. Conepxanue 1,2
O®ynkuuu noseimieHus | [Ipotokon Spanning Tree Protocol (STP). VsssumocTu npotokosa STP. 1,2
HA/ISKHOCTU U Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 1,2
HNPOU3BOAUTCIIBHOCTH JlonoaHHUTENbHbIE (DYHKIIMH 3aLIUTHI OT METeNb. ATPerupoBaHUE KaHAJIOB CBS3H. 1,2
TemaTtuka 1abopaTopHbIX paboT 1,2
Hacrpoiika mpotokosoB cBszyromiero aepea STP, RSTP, MSTP. 1,2
Hacrpoiika ¢pyHkimu 3ammtel oT oOpa3oBanus nerens LoopBackDetection 1,2
ArperupoBaHue KaHaJIOB. 12
Tema 2.5. Coneprxanue 1,2
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AJipecariusi CEeTeBOro

00630p aapecanuu cereBoro ypoBas. @opmupoBanue nojacereil. beckmaccoas aapecanus [Pv4.

1,2

YPOBHS U Crnoco0Os1 koHpurypamuu [Pv4-aapeca.
MapILIpyTU3aLUs [Tpotokon [Pv6. ®opmupoBanue uaeHTudukaropa uarepderica. 1,2
Cnoco6s1 kondurypamuu [Pv6-aapeca.
[TnanupoBanue noxacereii [IPv6. IIporokon NDP. 1,2
[TonsiTue Mapurpytuzanuu. JIMCTaHIIMOHHO-BEKTOPHBIE TPOTOKOIBI MapipyTusanuu. [Iporokon RIP. 1,2
TemaTuka nabopaTopHbIX padoT 1,2
OcHOBHBIE KOH(PUTYpallUK MapIIpyTU3aTOPa. 1,2
Pacmimpennbie KoHGUTYpaluu MapIIpyTHU3aTopa. 1,2
Pa6ota ¢ mporokonom CDP. 1,2
Pa6ota ¢ nmporokonom TELNET. Pa6ora ¢ nmporokonom TFTP. 1,2
Pa6ora ¢ mpotokonom RIP. 1,2
Pa6ora ¢ mpotokonom OSPF. 1,2
Kondurypuposanne ¢pynkiun mapmpyruzaropa NAT/PAT. 1,2
Kondurypuposanrne PPP u CHAP. 1,2
Tema 2.6. Coneprxanue 1,2
KauectBo Mognenu QoS. IIpuopuresanus nakeroB. Kinaccudukanus naketoB. MapkUpoBKa IMaKEeTOB. 1,2
oocmyxuBanus (QoS) ViipasiieHue neperpy3kaMu 1 MEXaHH3Mbl 00CITyKUBaHUsI odepeaeii. MexaHu3M MpeI0TBPaICHUsI 1,2
neperpy3ok. Kontposb nmosocel npomyckanus. [Ipumep HacTpoitku QoS.
Tematuka 1abopaTopHbIX paboT 1,2
Hacrpoiika QoS. IIpuoputuzamnus tpaduka. YpaBiaeHUE MOJIOCON MPOMYyCKAHUS 1,2
Tema 2.7. Conepxanue 1,2
@ynkuun obecneueHuss | Crucku ynpasienus 1octynom (ACL). DyHKIMH KOHTPOJIS Ha MOJKIIOYEHUEM Y3JI0B K TIOpTam 1,2
0€301acHOCTH U KOMMYTaTopa.
OTrpaHWYeHUs J0cTyna K | Ayrentudukanus noias3obareneid 802.1x. 802.1x Guest VLAN. @ynakuuu 3amuTst L{ITY 1,2
CeTH KOMMYTAaTopa.
Tematuka 1abopaTopHbIX paboT 1,2
Criucku ynpasienus goctynom (AccessControlList) 1,2
KoHTpous HaJ| MOIKITIOYEHUEM Y3II0B K IopTaM Kommytaropa. @ynkuus PortSecurity. 1,2
KoHTpois Haj MOAKIII0OYEHHEM Y3J10B K mopTam kommyrtaTopa. ®yukius IP-MAC-Port Binding 1,2
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Tewma 2.8. Conepxanue 1,2
MHoroanpecHas Anpecanus MHoroazapecHoi IP-pacceinku. MAC-anpeca rpynnoBoi pacChUIKH. 1,2
pacchlika [Toanucka u oOcmyXuBaHUE TPYNI. YTPaBICHUE MHOT0AIPECHON pacChUIKOM Ha 2-M ypPOBHE MOJICIIH 1,2
OSI (IGMP Snooping).®yukius IGMP FastLeave.
Tematuka 1abopaTopHbIX paboT 1,2
OtcnexxuBanue Tpaduka MHOTOAPECHON PACCHUIKH. 1,2
OrcnexuBanue Tpaduka Multicast 1,2
Tewma 2.9. Conepxanue 1,2
DYHKIUMU yIpaBiIeHUS VYnpapneHue MHOKECTBOM KOMMYTaTopoB. [Iporokosn SNMP. 1,2
KOMMYTaToOpaMu RMON (Remote Monitoring). ®yuxius Port Mirroring. 1,2
TemaTuka nabopaTopHbIX padoT 1,2
OyHKIIUYN aHAIN3a CETEBOTO TpaduKa. 1,2
Hacrpotiika mporokona ynpasienus tonosorueit cetu LLDP. 1,2
Paznen 3. MexcereBbie SKpaHbl 1,2
Tema 3.1. Coneprxanue 1,2
OCHOBHBIE IPUHITUIIBI Knaccudukanus cereBrix atak. Tpuana 6e3omacuoit UT-undpacTpyKTyphl. 1,2
CO3/IaHUSI HAIC)KHOH U VYnpasienue KoHpUrypauusMu. YpapieHHe HHIMACHTaMU. Vcroab30BaHNe TPEThel JOBEPEHHOM 1,2
OesomacHoit UT- cropoHnsl. Kpunrorpaduieckue MexaHU3Mbl 0€30I1aCHOCTH.
UHPPACTPYKTYPHI
Tema 3.2. Coneprxanue 1,2
MexceTeBble SKpaHbI TexHOomOoruM MEeXCEeTEeBBIX IKpaHOB. [lonuTHKa MexkceTeBOro skpana. MexceTeBblie SKpaHbl C 1,2
BO3MOKHOCTSIMHA NAT.
Tonomnorus ceTu npu NUCHOIB30BAHUU MEKCETEBBIX IKpaHOB. [I1aHupoBaHue u BHeIpeHUE 1,2
MEXCETEBOI0 IKpaHa.
TemaTuka nabopaTopHbIX padoT 1,2
OCHOBBI AIMUHUCTPUPOBAHUS MEKCETEBOTO SKpaHa 1,2
CoennHeHne ABYX JIOKAIbHBIX CETEH MEKCETEBBIMHU 3KpaHaMu 1,2
Co3naHue monuTUKU 0e3 MPOBEPKH COCTOSTHUS. 1,2
CoznmaHue MOMUTUK IS TpaAUIIMOHHOTO (Min ucxozsmiero) NAT. 1,2
Co3nanue monuTuK A 1ByHarnpasieHHOro (Two-Way) NAT, ucnonbs3ys meron pinholing 1,2
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Tewma 3.3. Conepxanue 2 1,2
Cucremsl o6HapyxkeHus | OcuoBHoe HazHaueHue IDPS. Crioco6s! knaccudukaruu IDPS. Beioop IDPS. JlomoaHuTEIbHBIC 1,2
U TIPEIOTBPAIICHHUS WHCTPYMEHTAIILHBIE CPE/ICTBA.
IPOHUKHOBEHMI TpeboBanus opranuzanuu K ¢pyaknuonupoanuio IDPS. Bo3moxxnoctu IDPS. PazsepteiBanue IDPS. 1,2
CunibHBIE CTOPOHBI U OrpaHndeHHOCTh IDPS.
Tematuka 1abopaTopHbIX paboT 5 1,2
OOHapy>keHue U MPe0TBPAIICHNE BTOPKCHHI. 1,2
Tewma 3.4. Coneprxanue 2 1,2
[IpuopurH3zamus Coznanue anpTepHATUBHBIX MapIIPyTOB I0CTYIa B HHTEpHET. [Ipuoputuzanus tpaduxa. 1,2
TpaduKa U CO31aHne Temaruka 1a60paTOPHBIX paboT S 1,2
AJIPTCPHATHBHBIX Co3ngaHue albTEpHATUBHBIX MAPUIPYTOB C UCIOJIB30BAHUEM CTATUYECKOU MapIIpyTU3alUN 1,2
MapIIpyTOB
CamocTtosTenpHas pabora 58 1,2
[IpumepHas TemaTuka camocTosiTeNnbHON padoTel mpu uzydyeHnn MJIK.01.05 1,2

®u3nyecKkoe KOJUPOBAHUE C UCIIOJIB30BAHUEM MAaHYECTEPCKOr0 KO1a
Jlornueckoe KOIUPOBAHHUE C HCIIOJIb30BAaHHUEM CKPEMOINPOBAHUS
[TonkitoueHue KiIMeHTa K OeCpoBOIHOM ceTr B UHGPACTPYKTYPHOM PEKUME

Ornenka 6ecrpOBOAHOM JTUHUHN CBSI3U
[IpoexTupoBaHusi OECIIPOBOTHON CETH
Coop uHpOpMaLIHK O KIIMEHTCKUX YCTPOHCTBAX

[TnanupoBaHue MPOU3BOANUTEILHOCTH M 30HBI AEUCTBUS OCCIIPOBOAHOM CETH
ITpeanpoexTHOE 00CIEN0BAHUE MECTA YCTAHOBKH OECIIPOBOIHON CETH

ObecneueHne 0TKa30yCTOMYUBOCTH B OECITPOBOIHBIX CETAX

Pexxumepl pa6OTBI " OpraHu3anus NUTaHud TOUCK OOCTYIIa

CerMeHTanus 6€CrpoOBOHON CETH

Hacrtpoiika QoS

[TocTnpoekTHOE 00CTIeI0BaHHE U TECTHPOBAHNUE CETH

Co3nanue ACL-cnucka

Habmonenue 3a tpagukom B cetu VLAN

Onpenenenue ysi3BUMBIX MECT CETH
Peanu3zanus ¢yakiuit odeceueHus: 6€30MacHOCTH MOpPTa KOMMYTaTopa
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UccnenoBanue tpaduka

Co3panue CTpyKTypbl CETH OpraHU3aIuI

OmnpeneneHne TeXHUIECKUX TPeOOBaHUI

MOHUTOPUHT TPOU3BOAUTEIILHOCTU CETU

Co3ganue 1uarpaMmbl JIOTHYECKOU CETH

[NToxroroska k 00CiIen0OBaHUIO OOBEKTA

OO0cnenoBanne 30HbI OECITPOBOTHOM CBS3H

dopMynrpoBKa OOITUX TIEJICH MPOCKTa

Pa3paboTka TpeboBaHul K ceTH

AHanu3 CynecTBYIOLIEH CETH

OrnpezenieHne XxapakTepUCTUK CETEBBIX MPHIIOKEHUIN

AmHanu3s ceTeBoro Tpaguka

Omnpenenenue NpUOPUTETHOCTH Tpaduka

W3ydeHue kauecTBa 00CIIy)KMBaHUS CETU

HccnenoBanuie BIUsSHUSA BUAeOTpapuKa Ha CETh

Omnpenenenue NOTOKOB Tpaduka, MOCTPOSHUE JuarpaMm MOTOKOB Tpaduka
[IpuMeHeHre IPOEKTHBIX OIPAaHUYECHUN

Omnpenenenne MPOEKTHBIX CTPATETHH ISl TOCTHXKEHUSI MaCIITa0UPyeMOCTH
Ornpezenenne cTpaTeruii NOBBIIIEHUS JOCTYITHOCTH

Omnpenenenne TpeOoBaHUI K 00ECTICUCHUIO 0€30MTaCHOCTH

Pa3zpaborka ACL-cickoB yisi peanu3anii HabopoB MPaBHII MEKCETEBOT'O SKpaHa
UcnonpzoBanne CIDR st oGecniedeHust 00beIMHEHNS] MapIIPyTOB
Onpenenenne cxemol [P-agpecanun

Onpenenenne konuyectra [P-cetei

Coznanue Ta0auIIbI 7S BBIIEICHUS aJpEecoB

CocraBiieHue CXEMBI CETH

AHanu3 1iaHa TECTUPOBAHUS U BBITIOTHEHUE TECTa

Co3zpanue mjiaHa TeCTUPOBAHUS JJI CETU KOMILIEKca 3JaHui
IIpoekTrpoBaHUE BUPTYAJIBHBIX YaCTHBIX CETEU

be3zomnacHas nepenada JaHHBIX B OECIIPOBOIHBIX CETAX

VYueOHas npakTuka mo moayism [IM.01

144

1,2

29




Bunet pabot

YcTaHoBKa MPOrpaMMHOTO 00ECTIEYeHHS B COOTBETCTBUU C TEXHUYECKOM JOKYMEHTAIUEH.

Hactpoiika mapameTpoB pabOThI MPOTPAMMHOTO OOECTICUEHHsI, BKIFOUYasi CHCTEMBI YIIpaBIIeHUs Oa3aMu JTaHHBIX.
Hactpoiika KOMITIOHEHTOB TIOJICUCTEM 3aIIUTH HHPOPMAIINH ONEPANMOHHBIX CHCTEM.

VYnpaBieHue y4eTHbIMU 3alIUCSIMU MOJIb30BaTENEH.

PaboTa B onepannoHHbBIX CUCTEMax ¢ COOJIOICHUEM JISHCTBYIOIMNX TPEOOBAHMM 110 3aIUTe HH(POPMAITUH.
YcraHoBKka OOHOBJICHUS TPOTPAMMHOTO 00€CTICUEHUS.

KoHTpo1b 11€710CTHOCTD MOACUCTEM 3alIUThl HHPOPMAIUHU ONEPALIMOHHBIX CHCTEM.

BrimonHenue pe3epBHOTO KOMUPOBAHUS M aBAPUHHOTO BOCCTAHOBIIEHUS pa0OTOCTIOCOOHOCTH ONEPAIMOHHON CUCTEMBI U 0a3bl
TAHHBIX

Hcnonb30Banue MpOrpaMMHBIX CPEICTB ISl apXUBUPOBAHUS HH(OPMALIUH.

IIpousBoacTBenHas npaktuka no [IM.01

Bunpr pabort:

VY4acTHe B ycTaHOBKE U HACTPOMKE KOMIIOHEHTOB aBTOMATU3UPOBAaHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3AIIUIIEHHOM UCIIOJIHEHUU
B COOTBETCTBHHM C TPEOOBAHUAMM IKCIUTYaTallMOHHON JOKYMEHTALMH

OO0cnyxuBaHKE CPEACTB 3alUThI HH(GOPMALMU IPUKIIAJHOTO U CHCTEMHOI'O IIPOrPAMMHOT0 00ECTIEUEHHU S

Hacrpoiika mporpaMMHOro obecneueHus ¢ coouoieHueM TpeOoBaHuil 1Mo 3amuTe nHpopMaun

Hactpoiika cpecTB aHTUBHPYCHOM 3aLUTHI JUIsI KOPPEKTHON pabOThI MPOrpaMMHOI0 00eCTIeYeHHS 10 3aJaHHBIM I1a0JI0HaM
WucTpykTax nonb3oBateneil 0 coOM0eHnN TpeOOBaHHIA MO 3a1IuTe HHPOPMAIIUH PH paboTe ¢ MPOrpaMMHBIM 0OecIiedeHuEM
Hactpoiika BCTpOSHHBIX CPEACTB 3alUThl HH(OPMAIIMK TPOTPAMMHOTO 00eCTIeUeHHS

[TpoBepka (pyHKIIMOHMPOBAHUS BCTPOEHHBIX CPEACTB 3aIUTHl HHPOPMALUU IPOrPAMMHOTO 00ECTIEUeHHUS

CBoeBpeMeHHOEe 00HApYKEHHE IPU3HAKOB HAJIMYUS BPEJOHOCHOTO TPOIPaMMHOI0 00ecreueHus

OO0cnyxuBaHUE CPEACTB 3alUTHl HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX U CETAX

OO0ciyXMBaHNE CUCTEM 3allUThl HH(MOPMAIMN B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

VYyacTie B pOBEICHUH PETJIaMEHTHBIX paboT MO HKCIUTyaTallui CUCTEM 3alIUThl HH(OPMAIIMHM aBTOMAaTH3UPOBAHHBIX CHCTEM
[IpoBepka pabOTOCTIOCOOHOCTH CUCTEMBI 3aIIUTHl HH(POPMAITUK aBTOMATU3UPOBAHHON CHCTEMBI

KoHTponbs cooTBEeTCTBHS KOHGUTYpAIIMH CUCTEMBI 3alIUTH HH()OPMAIIMK aBTOMAaTU3UPOBAHHON CUCTEMBI €€ SKCILTyaTallHOHHON
JOKYMEHTALlUU

KoHTpomnb cTaOUIBHOCTH XapaKTEPUCTHK CUCTEMBI 3alIUThl HH()OpPMAIMK aBTOMAaTU3UPOBAHHON CUCTEMBbI

Benenune texHnueckoi JOKyMEHTAIMH, CBI3aHHOMN C SKCIUTyaTalueil CUCTeM 3aluThl HH()OPMAIMY aBTOMAaTU3UPOBAaHHbBIX CHCTEM
VYyactue B paboTax 1o 00ecreueHHIo 3aluThl HHMOPMAIMH NP BBIBOJE U3 SKCIUTyaTallud aBTOMAaTU3UPOBAHHBIX CUCTEM

72

1,2
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DK3aMeH 10 PO eCCHOHATHLHOMY MOYJIIO

1,2

Bcero

1024

1,2
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3.YCJIOBUA PEAJTIM3ALIMN ITPOI'PAMMBI ITPOGECCHUOHAJIBHOT'O MOV JIA

3.1. Jlns peanuzanuu OporpamMMbl  MPO(ECCHOHAIBHOTO MOIYJS JTOJDKHBI  OBITh
IPEIYCMOTPEHBI CIIEIYIONIUE CIICIHATbHbIC TTOMEICHHS:

Peanuzanus mporpaMMsl mperoiaraeT Halmuue yueOHoro kabuHera, 1adopaTopuii
MH(OPMALMOHHBIX TEXHOJIOTHH, MPOrpaMMUPOBaHUs U 0a3 JaHHBIX, CETEH U CUCTEM Iepeadn
uH(pOpMalii, TPOTPAMMHBIX U MPOTrPAMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HH(OPMALIUH.

Ob6opynoBanue yueOHOT0O KaOuHeTa:

- aBTOMAaTHU3UPOBAHHBIC paboUYne MECTa 00 YJIarOIITUXCS;

- KOMITBIOTEPHI, 00bEAMHEHHBIE B JIOKAJIbHYIO BEIYUCIUTEIBHYIO CETh;

- IIPOEKTOD;

- 9KpaH;

- aKyCTHYeCKas CHCTEMa;

- y4eOHO-HaTJISATHbIE TTIOCOOUS:

- CXEMBI;

- TaOJIMIIEL;

- y4eOHbIE TTPE3CHTAIIUH.

- Pa3znaTouHbIi qUIaKTHYECKUN MaTepral: yueOHbIe KapTOUKH C 3aJaHHsIMU;
JUIaKTUYECKUNA MaTepHua JUIsl BHITTOJHEHUS PAKTHUECKUX padoT.

Texuuueckue cpencTBa 00y4eHus:

- KOMIIBIOTEPHI, 00bEMHEHHBIC B JIOKAJIbHYIO BEIUUCIUTENBHYIO CETh;

- MYJIbTUMEANA IPOEKTOP;
- WHTEPAKTUBHAA JT0CKa.

- MporpaMMHO-anmapaTple  cpeacrBa 3amuThl  uHGopManuu ot HC]I,
OJIOKMPOBKH J0CTyMa 1 HapymieHus nenoctHoctr B Bune: [TAK Cobonb (MMeercs B HAIUYUM) —
L.

Y4eOHO-METOAUYECKHE MaTepHaIbl U 00pa3bl BUPTYAIbHBIX MAIIUH JJIsi Pa3BEPTHIBAHUS
y4eOHBIX CTEHJIOB MO CIEAYIOIMHUM TeMam: "3ammuTta cepBepoB u pabouux cranmuil" (OCHOBBI
npuMeHeHus cuctemsl 3amuThl Secret Net Studio, Secret Net LSP u [TAK "Co6oip") — ot 16 n0
32 akamemuueckux uacoB; "3ammra cereBoro mnepumerpa" (OcHoBel mpumeneHust AITKII
"Kontunent" Bepcwuii 3.9, 4 myist opraHu3aIuy CETEBOM 3amMThl) — OT 16 10 32 akageMHUYeCKUX
yacoB; "Opranuzanusi J0CTyna yJAJICHHBIX NOJb30BaTeNeld K BeO-pecypcam 3aIlMIIaeMoit
koprnopatuBHoi ceTu 1o npotokoay TLS" (Ocuossl npumenenuss CK3U "Kontunent TLS" nnst
OpraHu3alMy yAaJIeHHOro jJoctyna) — oT 8§ no 16 akameMuueckux 4vacoB; "3alura CpeicTB
Buptyanuzanuu" (OcHoBbI IpuMeHeHus v(Gate s 3alUThl BUPTYAJIbHBIX HHPPACTPYKTYp) — 8-
12 akageMUYECKUX YacOB

Ocnamenue nadoparopun MHDOpMAIMOHHBIX TEXHOJIOTHH, MPOrpaMMHUpPOBaHUs U 0a3
JAHHBIX:

- paboune MecTa Ha 0a3e BEIYMCIUTEIILHON TEXHUKHU 10 OJTHOMY paboueMy
MECTY Ha 00y4aronierocs, MOAKIIOYCHHBIMH K JIOKATbHOW BBHIYUCIUTEILHOU CETH U CETH
«HTEepHETY;

- JlucTpuOyTUBBI TPOTPaMMHOTO KoMIutekca Vipnet;

- JuctpuOytuBsl mporpamMmmuoro komiuiekca InfoWatch TrafficMonitor

- JuctpubyTuBsl LINUX OMepannoHHBIX CHCTEM;
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- JcTpuOyTUBBI aHTUBUPYCHBIX MTPOTrPAMMHBIX KOMILIEKCOB;

- Axanemuueckast noanucka Office 365 Al mis npenonaBaTeneit U CTyICHTOB,

- nporpaMMHoe o0ecrieueHue: TUCTPHOYTUBBI ONIEPAlIHOHHBIX CUCTEM; IPAaBOYHAs
npaBoBas cucteMa «[ apanty»; [10 Oracle VirtualBox; antuBrpycHas nporpamma;

- [IpuxiagHoe nporpaMmMHOe obecrieueHue, B TOM Yucie: AKajgeMuyecKast
noanucka Office 365 Al mis mpernogaBaresneii U CTyJICHTOB;

becrutatHoe T10: LibreOffice - oducHbIi makeT ¢ OTKPBITBIM UCXOIHBIM KOJIOM,
SBJISTFOIITUICS OTBETBIIeHHEM OT npoekta OpenOffice.org u npeTeHyronuii Ha posth OecIIaTHOM
aJbTEPHATHUBHBI MaKeTy 0OUCHBIX TpuiiokeHuit Microsoft Office. B coctaB mporpamMmsr BXOAST
TEKCTOBBIN penakTop Writer, Tabnuunblid mporeccop Calc, mactep npeseHtauuii Impress,
BEKTOpHBIN Tpaduueckuii penakrop Draw, penakrop ¢opmyn Math u moxynb ynpaBieHus
6a3amu nanHbIx Base; GIMP - cBoGoHO pacnpocTpaHseMblid pacTpOBBIN TpapuuecKuit
penakTop, nporpamma Juist Co3aHusl 1 00paboTKH pacTpoBOi rpadMKy U YaCTUYHOMN
OJIEPKKOM paboThI ¢ BeKTOpHOM rpadukoi (Anasor Adobe Photoshop); Inkscape - CBo6oaHo
pacrpocTpaHsIeMblii BEKTOPHBIN TpauecKuii penakTop, yao0eH s Co3JaHusl KaK
XyJI0KECTBEHHBIX, TaK M TEXHUUYECKHUX WutrocTpanuii. (anamor Adobe Illustrator, Corel Draw u
MicrosoftVisio)

- CTHEeLUATU3UPOBAHHOE TPOTPAMMHOE 00ECTIeUCHHE:
EclipselDEforJavaEEDevelopers, .NETFrameworkJDK 8, MicrosoftSQLServerExpressEdition,
MicrosoftVisioProfessional, MicrosoftVisualStudio Community, SQLServerManagementStudio,
MicrosoftSQLServerJavaConnector, AndroidStudio, Cisco Packet Tracer (Ha mpaBax ceTeBoit
akagemuu Cisco), Oracle VirtualBox, ITaker All Products Pack IDE ot JetBrains
(AxameMuuecKas JTUICH3HS).

- pOrpaMMHBIE U TPOrPaMMHO-aIIIapaTHBIE CPEACTBA OOHAPYKEHUS BTOPKEHUI
(Secret Net Studio);

- CPEICTBA YHUUYTOXKEHHUS OCTATOYHOU MH(OPMAaLIUK B 3aIIOMUHAIOIINX
yerpoiictBax: I10 Hu3KOypoBHEBOTO (popMaTUpOBaHMS HH(POPMALIUH;

- VcranoBounnie koMiuiekThl Secret Net Studio, Secret Net LSP u vGate ¢
Ha0OpoM yueOHBIX JHLEeH3UH Ha 3 rofa OecIIaTHO Ui pa3BepTHIBAHUS B yUeOHOM KIacce,

— Bexog B 3JeKTpOHHO-WH(OPMAIIMOHHYIO 00pa30BaTEIbHYIO Cpeay KOJIeKa
(mopsinok pocrymna K snementaM DMOC u oTaenbHBIM HHYOPMAIIMOHHBIM 0a3aM M CUCTEMaM):
https://moodle.yakit.ru

3.2. UndopmarnmonHoe obecrnieueHne 00yueHus

3.2.1. OcHOBHBIE NI€YaTHBIE NCTOYHUKH

1. Cucrembl yHpaBiCHHS TEXHOJOTHUYECKUMH TMpoleccaMd H  WH(POPMAIMOHHBIC
TEXHOJIOTUH : y4eOHOe TocoOue Il CpelaHero mnpodecCHOHATbHOrO  o0OpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. . 3adbyackuii, B. B. Komenganros. — 2-e u3n., ucmp. u
norn. —  MockBa: MzmarensctBo  IOpaiit, 2022. — 136c.— (IIpodeccuonanbhoe
obpazoBanue). — ISBN 978-5-534-09939-3. — Tekcr : snekrponHblid // OOpazoBaTenbHas
mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/493021U

2. Cucrembl YNOpaBJICHHS TEXHOJIOTHYECKHMHU TMpoLecCaMd U HH(OpMAIMOHHBIC
TEXHOJIOTHH : y4eOHOe mocobue s cpeaHero mnpodecCHOHAIbHOro  obOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. U. 3abynckuii, B. B. KomengantoB. — 2-¢ usn., ucmp. u
norn. —  MockBa: MzmarensctBo  IOpaiit, 2022. — 136c.— (IIpodeccuonanbhoe
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[caiit]. — URL.: Uhttps://urait.ru/bcode/492769U
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mwiatdopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/494562U
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npodeccuonanbHoro odpaszosanus / K. E. Camyiinos [u np.] ; moxn penakuueit K. E. Camyiinosa,
N. A. lanmumosa, . C. Kyns6oBa. — Mocksa : H3narensctBo FOpaiit, 2022. — 363 c. —
(ITpoeccronansrnoe obpazoBanue). — ISBN 978-5-9916-0480-2. — Tekct : 3MeKTPOHHBIHA //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: Uhttps://urait.ru/bcode/495353U

10. 3amsatuna, O.M. HHQOKOMMYHHKAIlMOHHBIE CHUCTeMbl U ceTH. (OCHOBBI
MOJICTUPOBAHKS : yueOHOe TMOocoOMe Uit cpeaHero mpodeccHoHanbHOro obOpa3zoBaHwus /

O. M. Bamsaruna. — Mocksa : MU3natensctBo IOpaiit, 2022. — 159 ¢. — (IIpodeccuonanbroe
obpazoBanue). — ISBN 978-5-534-10682-4. —
11. Tekct : snextponHbii / O6pa3oBarenbHas tuiargopma FOpaiit [caiit]. — URL:

Uhttps://urait.ru/bcode/495530U

12. Tu6pos, M. B. KommbioTepHbie ceTH U TeJIeKOMMYHUKaluu. Mapupyruszanus B IP-
cersix B 2 4. YacTth | : yueOHUK M MPAKTUKYM JUIsl CPEAHET0 MpodeccnoHanbHOro oopazoBanus /
M. B. JIubpoB. — Mocksa : MznatensctBo HOpaiit, 2022. — 333 ¢. — (IIpodeccuonanpHoe
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obpazoBanue). — ISBN 978-5-534-04638-0. — Tekct : snextponHbiii // OOpa3zoBarenbHas
iatdopma Opaiit [caiir]. — URL: Uhttps://urait.ru/bcode/491456U
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TEXHOJIOTUH : ydeOHOe Toco0ue Il  CpefaHero mnpoecCHOHATbHOro  oOpasoBaHus /
B. B. Tpouenko, B. K. ®enopos, A. . 3adbyackuii, B. B. Komennanros. — 2-e u3n., ucmp. u
mon. — MockBa : MsmarensctBo  IOpaiir, 2022. — 136 c.— (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-09939-3. — Tekct : snextponHbiid // OOpa3zoBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: 8TUhttps://urait.ru/bcode/493021

14. NndopmarmoHHbIe TEXHOJIOTHH B TPO(ECCHOHATBLHON ACATENHHOCTH : Y4eOHOE
noco6wue : [12+] / H. b. Pynenko, H. H. I'pauesa, B. H. Jlursunos, E. B. HazapoBa. — Mockaa ;
Bepnun : lupexr-Menua, 2021. — Yacts 1. — 189 c. : Tabm., . — Pexxum noctymna: mo moJmucke.
— URL: 8TUhttps://biblioclub.ru/index.php?page=book&id=602200U8T. — bubauorp.: c. 164. —
ISBN 978-5-4499-1976-2. — TeKCT : 3NEKTPOHHBIA.

15. JIu6pos, M. B. KoMmmbproTepHsie ceTn U TeleKOMMYyHHKauu. Mapmipyrtuzamus B IP-
cersax B 2 4. YacTp 1 : yu4eOHUK M MPAKTHKYM IS CPEIHEro MpodecCHOHAIBHOTO 00pa3oBaHus /
M. B. JIlubpoB. — Mocksa : M3garensctBo FOpaiit, 2022. — 333 ¢c. — (IIpodeccunonanbroe
obpazoBanue). — ISBN 978-5-534-04638-0. — Tekct : snextponHbId // OOpa3zoBarenbHas
iatdopma IOpaiit [caiir]. — URL: Uhttps://urait.ru/bcode/491456U

16. u6pos, M. B. KommbioTepHbIe CeTH U TeJIeKOMMYHUKaluu. Mapupyruszanus B IP-
cersix B 2 4. YacTh 2 : yueOHUK M MPAKTUKYM JUIsl CPEAHETo npodeccnoHanbHOro oopazoBanus /
M. B. JIubpoB. — Mocksa : MznatensctBo HOpaiit, 2022. — 351 ¢. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-04635-9. — Tekct : snextponHbiid // OOpa3zoBarenbHas
wiatopma FOpaiit [caiit]. — URL: Uhttps://urait.ru/bcode/491951U Cucremsl ympaBiacHHS
TEXHOJIOTUYECKAMH TPOIECCaMU W HH(OPMAIIMOHHBIE TEXHOJOTHH : y4eOHOe mocoOue Juis
CpEeIHero po¢eCCHOHATBHOTO obpazoBanmus / B. B. Tponenko, B. K. ®enopos,
A. . 3a0yxackuii, B. B. KomennantoB. — 2-e¢ u3a., ucnp. u aomn. — Mocksa : M3gaTenbcTBo
Opaiit, 2022. — 136 c. — (IIpodeccuonansuoe obpazoanue). — ISBN 978-5-534-09939-3.
— Teker : osnextponHblii // OOpasoBarenbHas miatdopma IFOpait [caiit]. — URL:
8TUhttps://urait.ru/bcode/493021
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1. Komomkwuna, MW.E. ABTOMaTH3alMsl  NPOEKTUPOBAHUS  TEXHOJIOTUYECKOM
JOKYMCHTAIIUH ;| Y4ECOHHK W TMPAKTHKYM IS CPeIHEro mnpodeccHoHaibHOro obpa3oBaHus /
N. E. Konomkunaa. — Mocksa : MznarensctBo IOpaiit, 2022. — 371 c. — (ITpodeccrnonanbroe
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miatdopma Opaiit [caiit]. — URL: Uhttps://urait.ru/bcode/497426U

2. IIpoextupoBanue MHPOPMAITMOHHBIX CUCTEM : YUEOHHK U MPAKTUKYM JJISI CPETHETO
npodeccuonansHoro obpazosanusi / [I. B. Uucros, II. II. MenbaukoB, A. B. 30omoTapoxk,
H. b. Huuenopyk ; mox o6mieit pempakinueii J[. B. UuctoBa. — Mocksa : U3narensctBo IOpaiir,
2022. — 258 ¢. — (IlpodeccuonanpHoe oopazoBanue). — ISBN 978-5-534-03173-7. — Tekcr :
anexkTpoHHbd  //  OOpasoBarenvHas  1iargopma  FOpaiit  [caiit] —  URL:
Uhttps://urait.ru/bcode/491568U

3. boratsipe, B. A. HagexxnocTs MHPOPMALIMOHHBIX CHCTEM : yueOHOE mocobOue ams
cpenHero mpodeccuonansHoro obpazoBanus/ B. A. borateipeB. — Mocksa : W3nmarenbcTBo
Opaiit, 2022. — 318 c. — (IIpodeccuonansuoe obpazoanue). — ISBN 978-5-534-15205-0.
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— Tekcr : onexktponHblid // OOpa3zoBatenbHas maatdopma HOpaint [caitit]. — URL:
Uhttps://urait.ru/bcode/497246U

4. Wudopmanuonnsle TexHomorun B 2 T. Tom 1: yueOHHMK JAns CpemaHEro
npodeccuonansHoro  obpazoanusi/  B. B. Tpopumor, O.Il. Unsuna, B. . KUSEB,

E. B. Tpopumona ; mox pemakumeit B. B. Tpodpumoa. — Mocksa : WznatensctBo HOpaiir,
2022. — 238 ¢. — (IlpodeccuonanpHoe oopazoBanue). — ISBN 978-5-534-03964-1. — Tekcr :
anexkTpoHHbd  //  OOpasoBarensHas  1argopma  FOpaiit  [caiit] —  URL:
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5. HWudopmanuonnsie TexHomorm B 2 T. Tom 2: y4eOHWK JIS CPEIHETO
npodeccuonansHoro  obpazoanusi/  B. B. Tpopumor, O.Il. Unsuna, B.U. KUSEB,

E. B. Tpopumona ; mox pemakumeit B. B. Tpodpumoa. — Mocksa : WznatensctBo HOpaiir,
2022. — 390 c. — (ITpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-03966-5. — Texkcr :
NeKTpoHHBIH  //  OOpazoBarenbHas  tiatgopma  FOpaiir  [caiit]. —  URL:

Uhttps://urait.ru/bcode/490103U

6. benmoyc, A. M. OcHOBBl KnOepOE30MaCHOCTH: CTAHIAPTHI, KOHIICTIIIUA, METOIBI
cpenctBa obecrieuenus : [16+] / A. U. benoyc, B. A. Conoayxa. — Mocksa : Texnocdepa, 2021.
- 482 ¢ : cxeM., wil, Tabn. - Pexum goctynma: 1o  TOAMHCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=617523. — ISBN 978-5-94836-612-8. —
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7. Kazapun, O. B. IIporpammHo-anmapatHbie CpeJCTBa 3alUTHl HHPOPMALKK. 3aluTa
IPOTPAMMHOTO OOECTIeYeHHs . YYeOHMK M MPAKTUKYM Ui CpEeIHEro MpodecCHOHAIbHOTO
obpazosanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3parensctBo FOpaiit, 2021. —
312 c. — (IIpodeccuonanbroe o6pazoBanue). — ISBN 978-5-534-13221-2. — Tekcer
anexkTpoHHbd  //  OOpasoBarenvHas  1iargopma  FOpaiit  [caiit]. —  URL:
8TUhttps://urait.ru/bcode/476997U8T

8. Kazapun, O.B. OcnHoBbl uH(pOPMANIMOHHOW OE30MACHOCTH: HAJEKHOCTh |
0€30MacCHOCTh ~ MPOTPAaMMHOTO  obOecriedeHusi .  ydeOHoe  mocoOue  uii  CPeIHEero
npodeccuonansHoro  obpaszoBanusi/  O. B. Kazapun, W. b. llyOunckmii. —  Mocksa :
WznarensctBo HOpaiit, 2022. — 342 ¢. — (IIpodeccuonanproe odpazosanne). — ISBN 978-5-
534-10671-8. — Tekcr : anexTpoHHbIH // Obpa3zoBarenbHas miardopma FOpaidt [caiit]. — URL:
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9. borartsipes, B. A. HanexxHocTs HHPOPMAIIMOHHBIX CHCTEM : yueOHOE TOcoOue s

cpennero mpodeccruonanpHoro ob6pazoanusi/ B. A. borateipeB. — Mocksa : M3marenbcTBo
FOpaiit, 2022. — 318 c. — (IIpodeccuonansuoe obpazoanue). — ISBN 978-5-534-15205-0.
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4. KOHTPOJIb

141 OLIEHKA

[MPO®ECCHUOHAJIBHOI'O MOAYJIA

PE3VJIbTATOB

OCBOEHUA

Kona n HaumeHoBaHue
poeCCUOHAIBHBIX U
OOIIMX KOMITETCHIIUI,
dbopMHupyeMbIE B paMKax
MOTYJIS

Kpurepuu onieHkun

Mertonasl onieHKH

[IK 1.1. IlpousBoautsb
YCTaHOBKY U HaCTPOMKY
KOMIIOHEHTOB
ABTOMATHU3UPOBAHHBIX
(MH(DOPMAITMOHHBIX )
CUCTEM B 3alllUIICHHOM
UCIIOJIHEHUH B

JIeMOHCTpUPOBATh YMEHUS
YCTAHOBKH M HACTPOUKHU
KOMIIOHEHTOB
aBTOMAaTU3MPOBAHHBIX
(uH(OPMAITMOHHBIX) CHICTEM B
3alIUILEHHOM HCIIOJHEHUHU B
COOTBETCTBHUH C TPEOOBAHUSIMHU

TECTUPOBaHUE,
9K3aMCH KBaJTM(PUKAIMOHHBIH,
IKCIIEPTHOE HAOIOCHHE
BBITIOJTHCHUS JTA0OOPATOPHBIX
pabor,

AKCTIEPTHOE HAOIIOACHUE
BBIITOJIHCHUSL HpaKTI/I‘IeCKI/IX

COOTBETCTBUHU C AKCILTyaTallMOHHOM pabor,

Tpe6OBaHI/I}IMI/I AOKYMCHTAaIUN OLICHKA PCIICHUA

9KCIITyaTallMOHHON CUTYallMOHHBIX 3a/1a4,

JIOKYMEHTAIUH. OLICHKA IMpoliecca U pe3yIbTaToB
BBITIOJTHEHUS BUOB pa60T Ha
PAKTHKE

IIK 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,

AJMUHUCTPUPOBATH MIPAKTUYECKOTO OIBITA 9K3aMeH KBAIM()UKALMOHHBIMH,

IIPOrpaMMHBIE U
IIPOrpaMMHO-aIIapaTHbIE
KOMITOHEHTBI
aBTOMAaTU3UPOBAHHOU
(nHbOPMAITIOHHO )
CUCTEMBI B 3alUILEHHOM
VCIIOJIHEHUH.

aJIMUHHUCTPUPOBAHUS
IIPOrPaMMHBIX U IIPOrPaMMHO-
anmnapaTHBIX KOMIIOHEHTOB
aBTOMAaTU3UPOBAHHOMN
(mHGOPMAITMOHHOW) CUCTEMBI B
3aIUIIIEHHOM UCIOJIHEHUH

AKCTIEPTHOE HAOIIOACHUE
BBITOJIHEHUS Ta00PaTOPHBIX
pabor,

IKCIIEPTHOE HAOIIOCHHE
BBITTOJIHEHHS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OIIEHKa TpoIlecca U Pe3yIbTaToB
BBITIOJTHEHUS BUOB pa60T Ha
NPaKTHUKE

[IK 1.3. O6ecnieunBaTh
O6ecniepeboiinyio padboTy
ABTOMATHU3MPOBAHHBIX
(nHGOPMAITMOHHBIX )
CUCTEM B 3aIUIIICHHOM
UCIIOJTHEHUH B
COOTBETCTBUHU C
TpeOOBaHUSAMHU
AKCIUTYaTal[MOHHOM
JIOKYMEHTaIUH.

[TpoBenenue nepeyns paboT 1o
obecrieueHunto OecriepeOoHOM
paboThI aBTOMATH3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CUCTEM B
3alIUIEHHOM HCIIOJTHEHUU B
COOTBETCTBHUH C TPeOOBAaHUSIMU
3KCIUTyaTallMOHHOU
JOKYMEHTAII!

TECTUPOBaHUE,
9K3aMeH KBaIH(PUKAIMOHHBIH,
IKCIIEPTHOE HAOIIOICHHE
BBITTOJIHEHUS JTA00PaTOPHBIX
pabor,

AKCTIEPTHOE HAOIIOACHUE
BBITIOJIHCHHA MMPAKTUYCCKUX
pabor,

OIICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1ad,

OIICHKA MpoIlecca U pe3yIbTaToB
BBITTOJIHEHUS BHIOB paboT Ha
MPAKTUKE

IIK 1.4. OcyiecTBisiTh
IPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHHYECKOE
00CITy’)KUBaHUE U TEKYLTH
PEMOHT, YCTPaHSTh OTKa3bl

[TposiBnSATH 3HaHUS U yMEHUS B
IIPOBEPKE TEXHUUECKOTO
COCTOSIHUS, IPOBECHUN
TEKYIIEr0 pEMOHTA U
TEXHUYECKOT0 00CITyKUBaHHUS,

TECTUPOBAHUE,
9K3aMEH KBATU(DHUKAITMOHHBIH,
AKCTIEPTHOE HAOIIOACHUE
BBITIOJTHEHUS JTA00OPATOPHBIX
pabor,
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¥ BOCCTaHABJIMBATh
paboToCTIOCOOHOCTh
ABTOMAaTH3UPOBAHHBIX
(uH(MOPMAITMOHHBIX )
CHCTEM B 3aIIUIIICHHOM
UCTIOJTHCHUH.

B YCTPaHEHUH OTKA30B U
BOCCTAHOBJICHUU
paboTocrnocoOHOCTH
ABTOMATU3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CUCTEM B
3alMUIIICHHOM UCIIOJIHCHUUN

AKCTIEPTHOE HAOIIOACHUE
BBITIOJTHCHU A HpaKTI/I‘IeCKI/IX
pabor,

OIICHKA PEIICHUS
CUTYaIMOHHBIX 3a/1a4,

OIICHKA MpoIlecca U pe3yIbTaToB
BBITIOJTHCHHS BHJIOB pabOT Ha
MPAKTUKE
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